Continuous Data Home

Continuous Data

Exported on 02/21/2024



Continuous Data — Continuous Data Home

Table of Contents

1 Welcome to the Delphix Continuous Data documentation! ...................... 72
2 QUICK FEfEIENCES ...t 83
3 REIEASE NOTES ... 84
3.1 NEW FEATUIES ... 84
3.1.1 Release 20.0.0.0.......uiiiieeeieeee e 84
3.1.2 Release T19.0.0.0....c.eiiiieeieeeee e e 85
3.1.3 Release 18.0.0.0........iiiieeiieeeeeee e 85
3.14 ReIEaSE 17.0.0.0...cceeiieieeeeeee et 86
3.1.5 Release T6.0.0.0....c..uiiiiieiieeiee et 86
3.1.6 Release 15.0.0.0....c.uiiiieeiieeeecee e 87
3.1.7 Release T4.0.0.0....c.uiiiieeieeee et 87
3.1.8 Release 13.0.0.0....cuuiiieieeee e 88
3.1.9 RelEase T2.0.0.0....cueiiieeeieeeee et 89
3. 110  Release TT.0.0.0. ..ttt 89
3. 11T Release T0.0.0.0. ...ttt 90
3.1.12  Rele@se 9.0.0.0 . ..oi ottt 90
3. 113 Relea@se 8.0.0.0.. ..ot 90
3. 114 Release 7.0.0.0 . ..ottt 91
3115  Release 6.0.17.0. ..ottt 91
3.1.16  Release 6.0.16.0.....c.cooiiieiieiiecie ettt 92
3.1.17  Release 6.0.15.0. ...ttt 93
3.1.18  Release 6.0.T4.0.....c.oieieeiieeeeee ettt 93
3.1.19 Release 6.0.13.0. ...ttt 95
3.1.19.7 NeW iNthiS releasE......ccviiiiiieieeceeeee e 95
3.1.19.2  CertifiCatioNS ....ccueieiieeece e 96
3.1.20  Release 6.0.T2.0.....cuiiiieiieeieeee ettt 96
3.1.20.T NeW iNthiS releaSE......cccviiiiiieiie et e 96



3.1.20.2
3.1.21
3.1.21.1
3.1.21.2
3.1.22
3.1.22.1
3.1.22.2
3.1.22.3
3.1.23
3.1.23.1
3.1.23.2
3.1.24
3.1.241
3.1.25
3.1.25.1
3.1.26
3.1.26.1
3.1.26.2
3.1.27
3.1.27.1
3.1.27.2
3.1.28
3.1.28.1
3.1.28.2
3.1.29
3.1.29.1
3.1.29.2
3.1.30
3.1.30.1

Continuous Data — Continuous Data Home

CertifiCatiONS ....c.eieeieeeeeeee e 96
ReIEASE 6.0.T7.0. it 97
New inthis release..........cooo oo 97
CertifiCatiONS ....c.eieeieeeeeee e e 97
Release 6.0.10.0. ..o 97
ViIrtU@lIZATION ... e 97
CertifiCatiONS ....c.eieeieeeeeeee e 99
ViIrtU@lIZATION ... 99
Release 6.0.9.0......cueieieeeeee s 99
ViIrtU@lIZATION ... e 99
CertifiCatiONS ....c.eieiieeeeee e 99
RelEaSE 6.0.8.0.....cceiieieeee e 100
ViIrtU@lIZAtION ... 100
REIEASE 6.0.7.0 ... et 101
ViIrtU@lIZAtION ... 101
ReIEASE 6.0.6.0.....cceiieieeeee e 102
ViIrtU@lIZAtION ... e 102
CertifiCatiONS ....c..eeiieieece e 103
ReIEASE 6.0.5.0....cc i 103
ViIrtU@lIZAtION ... 103
CertifiCatiONS ....c.veeiieeeeceeeee e 104
REIEASE 6.0.4.0.....cceeieeeeeee e e 104
ViIrtU@lIZAtION ... 104
CertifiCatiONS ....c..eeiieieece e 105
RelEaSE 6.0.3.0. ..o e 105
ViIrtU@lIZAtION ... 105
CertifiCatiONS ....c..eeiieieece e 106
ReIEASE 6.0.2.0.....coeeeeeeeee e 106
ViIrtU@lIZAtION ... 106



Continuous Data — Continuous Data Home

3.1.30.2 CertifiCatioNS .....cc.eoouieieieeieceee ettt 107
3.1.31T  Rele@Se 6.0.1.0.. oot 107
3.1.31T.T  CertifiCatioNS .....ccueeiieceiecieceee et e 107
3.1.32  Release 6.0.0.0......cooiieieeieeee e 107
3.2 FIXEA ISSUBS ...ttt et 108
3.2.1 Release 20.0.0.0 Changes..........oooouiieeciiieeeeeeee e 109
3.2.2 Fixes that take effect after upgrading and rebooting............c...ccoccen.... 109
3.2.3 Fixes that take effect immediately after upgrading..........c.ccccoceevirennn.n. 109
3.2.4 Release 19.0.0.0 Changes.......c..ooooviiieoiiiicee e 111
3.2.5 Fixes that take effect after upgrading and rebooting............c...ccooccee.... 111
3.2.6 Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 111
3.2.7 Release 18.0.0.1 Changes..........ooooviiieciiieeee e 113
3.2.8 Fixes that take effect immediately after upgrading..........c.ccccooeevirennen.e. 113
3.2.9 Release 18.0.0.0 Changes..........ooooviiieiiiiieee e 113
3.2.10  Fixes that take effect immediately after upgrading...........cc..ccceeeniennn. 113
3.2.11T  Release 17.0.0.0 Changes.......c.ooeouiiieeiiiieeeeeee e 114
3.2.12  Fixes that take effect immediately after upgrading...........cc..cccoeeveennn. 114
3.2.13  Release 16.0.0.0 Changes.......c.cooouiiieeiiiieee e 116
3.2.14  Fixes that take effect after upgrading and rebooting (optional)............. 116
3.2.15 Fixes that take effect immediately after upgrading...........cc..ccceeeneennn. 116
3.2.16  Release 15.0.0.0 Changes.......cc.cooouiiieeiiiieceeeeee e 117
3.2.17  Fixes that take effect after upgrading and rebooting (optional)............. 117
3.2.18  Fixes that take effect immediately after upgrading...........cc..ccceeeneennn. 118
3.2.19  Release 14.0.0.0 Changes.......cc.oeeeuiiieciiiieee et 120
3.2.20 Fixes that take effect after upgrading and rebooting (optional)............. 120
3.2.21  Fixes that take effect immediately after upgrading...........cc..ccceeeneennn. 120
3.2.22 Release 13.0.0.0 Changes.......c.ooeeuiiieoiiieeee e 122
3.2.23  Fixes that take effect immediately after upgrading...........cc..ccceeeniennin. 122
3.2.24 Release 12.0.0.0 Changes.......c.ueoouiiieeiiiieee e 123



3.2.25
3.2.26
3.2.27
3.2.28
3.2.29
3.2.30
3.2.31
3.2.32
3.2.33
3.2.34
3.2.35
3.2.36
3.2.37
3.2.38
3.2.39
3.2.40
3.2.41
3.2.42
3.2.43
3.2.44
3.2.45
3.2.46
3.2.47
3.2.48
3.2.49
3.2.50
3.2.51
3.2.52
3.2.53

Continuous Data — Continuous Data Home

SECUNTY FIXES ...ttt 123
Fixes that take effect after upgrading and rebooting (optional)............. 124
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 124
Release 11.0.0.0 ChanQes .....cccuueieeiiieeeieeeeee e 125
SECUNTY FIXES ... 125
Fixes that take effect after upgrading and rebooting (optional)............. 126
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 126
Release 10.0.0.7 ChanQEeSs .....cccuviieeiiiieeeeeeee e 130
Fixes that take effect after upgrading and rebooting (optional)............. 130
Release 10.0.0.0 ChanQes .....cccuveieoiiieeeiieeeee e 130
Fixes that take effect after upgrading and rebooting (optional)............. 130
Fixes that take effect immediately after upgrading..........c.ccccoceeverennn.e. 131
Release 9.0.0.7 ChanNQges ......coouviieeiiieeeeeeeee e 133
Release 9.0.0.0 ChanQges .......oouveieeiiieeeeeeeeee e 133
Fixes that take effect after upgrading and rebooting (optional)............. 133
Fixes that take effect immediately after upgrading..........c..cccoeevirennen.e. 134
Release 8.0.0.0 ChanQges .......cocuviiieiiieeeeeeeeee e e 135
Fixes that take effect after upgrading and rebooting (optional)............. 135
Fixes that take effect immediately after upgrading..........c.ccccooeevirennen.e. 136
Release 7.0.0.0 ChanQges .......cccuveieeiiieeeeeeeeeee e 139
Fixes that take effect after upgrading and rebooting (optional)............. 139
Fixes that take effect after upgrading and rebooting (optional)............. 139
Fixes that take effect immediately after upgrading..........c..ccccceevirennen.e. 140
Release 6.0.17.0 ChanQEes ......cc.ueieeiiieeeiieeeeee e 143
SECUNTY FIXES ...ttt 143
Fixes that take effect after upgrading and rebooting (optional)............. 143
Fixes that take effect immediately after upgrading..........c..cccoceeverennen.e. 144
Release 6.0.16.0 ChanQes .......c.ooeeeviieeeiie e 147
Release 6.0.15.0 ChanQes .....ccc.oeieeiiieeeiieeeeee e 149



3.2.54
3.2.55
3.2.56
3.2.57
3.2.58
3.2.59
3.2.60
3.2.61
3.2.62
3.2.63
3.2.64
3.2.65
3.2.66
3.2.67
3.2.68
3.2.69
3.2.70
3.2.71
3.2.72
3.2.73
3.2.74
3.2.75
3.2.76
3.2.77
3.2.78
3.2.79
3.2.80
3.2.81
3.2.82

Continuous Data — Continuous Data Home

Fixes that take effect after upgrading and rebooting (optional)............. 149
Fixes that take effect immediately after upgrading..........c.cccccoeevvrennn.e. 149
Release 6.0.14.0 ChanQes ......ccuveeeeviieeeieeeeee e 152
SECUNTY FIXES ...t 152
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.ne. 152
Fixes that take effect after upgrading and rebooting (optional)............. 155
Release 6.0.13.71 ChanQes .....cccuveeeeiiieeeieeeee e 155
Fixes that take effect immediately after upgrading..........c.ccccoceevirennn.n. 155
Release 6.0.13.0 ChanQes ......cc.oeieeiiieeeiieeeee e 156
SECUNTY FIXES ...t 156
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 156
Release 6.0.12.71 ChanQEes .....cccuueieeiiieeeieeeee e 159
Fixes that take effect immediately after upgrading..........c.ccccooeevirennen.e. 159
Release 6.0.12.0 ChanQes .....cccuveieeiiieeeieeeeee e 159
LOGA) UPAAtES.....c.eeiiieeeeee e e 159
Fixes that take effect immediately after upgrading..........c..cccoeevirennen.e. 160
Release 6.0.11.0 ChanQEes ......ccuveeeeiiiieeieeeeee e 163
SECUNTY FIXES ...t 163
Fixes that take effect immediately after upgrading..........c.ccccooeevirennen.e. 163
Fixes that take effect after upgrading and rebooting (optional)............. 166
Release 6.0.10.7 ChanQEeSs .....cccuveieeiiieeieeeeee e 167
Fixes that take effect immediately after upgrading..........c..cccoeevirennen.e. 167
Release 6.0.10.0 ChanQEes ......cc.ueieeiiiieeiieeeee e 167
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.e. 167
Fixes that take effect after upgrading and rebooting (optional)............. 171
Release 6.0.9.0 ChanQges .......cccuveieeiiieeeiieeeee e 172
Fixes that take effect immediately after upgrading..........c..cccoceeverennen.e. 172
Fixes that take effect after upgrading and rebooting (optional)............. 176
Release 6.0.8.1 ChanNQes .......cccuveiieiiiieieeeeeee e 176



3.2.83
3.2.84
3.2.85
3.2.86
3.2.87
3.2.88
3.2.89
3.2.90
3.2.91
3.2.92
3.2.93
3.2.94
3.2.95
3.2.96
3.2.97
3.2.98
3.2.99
3.2.100
3.2.101
3.2.102
3.2.103
3.2.104
3.2.105
3.2.106
3.2.107
3.2.108
3.2.109
3.2.110
3.2.111

Continuous Data — Continuous Data Home

Fixes that take effect immediately after upgrading..........c.ccccoceevirennen... 176
Release 6.0.8.0 ChAnNQEs .......cccuviieeiiiieieeeeeee e 176
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 176
Fixes that take effect after upgrading and rebooting (optional)............. 180
Release 6.0.7.0 ChAnNQES .......cccuveieeiiieeeeeeeeee e 181
Fixes that take effect immediately after upgrading..........c..cccoceevirennen.e. 181
Fixes that take effect after upgrading and rebooting (optional)............. 185
Release 6.0.6.1 ChaNQESs .......cccuviieeiiieeieeeeee e 185
Fixes that take effect immediately after upgrading..........c.cccccceevirennen.n. 185
Release 6.0.6.0 ChanNQgEs .......cccuveieeiiiieeieeeeee e 186
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 186
Fixes that take effect after upgrading and rebooting (optional)............. 189
Fixes that take effect after upgrading and rebooting (optional)............. 190
Release 6.0.5.0 ChanQges .......cccuvvieeiiieeeeeeeeeee e 190
Fixes that take effect immediately after upgrading..........c..cccoceevirennn.e. 190
Fixes that take effect after upgrading and rebooting (optional)............. 193
Release 6.0.4.2 ChanQgEs .......cccuveieeiiieeeeee e 193
Fixes that take effect immediately after upgrading..........c..cccoceevvrennn.n. 193
Release 6.0.4.71 ChanQESs ......coocuviieeiiieeeeeeeee e 194
Fixes that take effect immediately after upgrading..........c..ccccceevirennen.e. 194
Release 6.0.4.0 ChanQgEs .......cccuviieeiiieeeeeeeee e 194
Fixes that take effect immediately after upgrading..........c..cccoeevirennen.e. 194
Release 6.0.3.71 ChanQges ......coocuviieiiiiieeeeeeee e 196
Fixes that take effect after upgrading and rebooting (optional)............. 196
Release 6.0.3.0 ChanQes .......cccuviieeiiieeceeeeee e 197
Fixes that take effect immediately after upgrading..........c..ccccceevirennen.e. 197
Fixes that take effect after upgrading and rebooting (optional)............. 201
Release 6.0.2.71 ChaNQgES ......coouviieeiiieeeeeeeee e 202
Fixes that take effect immediately after upgrading..........c.ccccooeevirennen.e. 202



3.2.112
3.2.113
3.2.114
3.2.115
3.2.116
3.2.117
3.2.118
3.2.119
3.2.120
3.2.121
3.2.122
3.2.123
3.2.124
3.2.125
3.2.126
3.2.127
3.2.128
3.2.129
3.2.130
3.2.131
3.2.132
3.2.133
3.2.134
3.2.135
3.2.136
3.2.137
3.2.138
3.2.139
3.2.140

Continuous Data — Continuous Data Home

Fixes that take effect after upgrading and rebooting (optional)............. 202
Release 6.0.2.0 ChAnNQgEs .......cocuveieeiiieeieeeeeee et 203
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 203
Fixes that take effect after upgrading and rebooting (optional)............. 205
Release 6.0.7.7 ChanNQgEs ......coocuviieeiiieeeeeeeee e 206
Fixes that take effect after upgrading and rebooting (optional)............. 206
Release 6.0.71.0 ChaNQgEs .......cccuviiieiiieeeeeeeeee e 206
Fixes that take effect immediately after upgrading..........c.ccccoceevirennn.n. 206
Fixes that take effect after upgrading and rebooting (optional)............. 210
Release 6.0.0.0 ChanQges .......cccuviieiiiieeeeeeeee e 211
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 211
Fixes that take effect after upgrading and rebooting (optional)............. 214
Release 6.0.15.0 ChanQes .....ccc.ueieoiiieeciieeeee e 216
Fixes that take effect after upgrading and rebooting (optional)............. 216
Fixes that take effect immediately after upgrading..........c..cccoceevirennn.e. 216
Release 6.0.14.0 ChanQes ......ccuveeeeiiieeeiieeeee e 218
SECUNTY FIXES ...t 218
Fixes that take effect immediately after upgrading..........c..cccoceevvrennn.n. 219
Fixes that take effect after upgrading and rebooting (optional)............. 222
Release 6.0.13.71 Changes .....ccc.veieiiieeeieeeeee e 222
Fixes that take effect immediately after upgrading..........c..cccoceevirennn.e. 222
Release 6.0.13.0 ChanQes ......cc.ueeeoviieecieeeeee e 222
SECUNTY FIXES ...t 222
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.e. 223
Release 6.0.12.71 ChanQes .....ccc.ueieeiiieeeieeeeee e 226
Fixes that take effect immediately after upgrading..........c..ccccceevirennen.e. 226
Release 6.0.12.0 ChanQes ......cc.ueieeiiieeeieeeeee e 226
LOGA) UPAAES.....c.eeeiieeeeeeee e e 226
Fixes that take effect immediately after upgrading..........c.ccccooeevirennen.e. 227



3.2.141
3.2.142
3.2.143
3.2.144
3.2.145
3.2.146
3.2.147
3.2.148
3.2.149
3.2.150
3.2.151
3.2.152
3.2.153
3.2.154
3.2.155
3.2.156
3.2.157
3.2.158
3.2.159
3.2.160
3.2.161
3.2.162
3.2.163
3.2.164
3.2.165
3.2.166
3.2.167
3.2.168
3.2.169

Continuous Data — Continuous Data Home

Release 6.0.17.0 ChanQes ......cc.ueieoiiieeeieeeeee e 230
SECUNTY FIXES ...ttt 230
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 230
Fixes that take effect after upgrading and rebooting (optional)............. 233
Release 6.0.10.1 ChanQEeSs .....cccuveieeiiiieieeeeee e 234
Fixes that take effect immediately after upgrading..........c..cccoceevirennen.e. 234
Release 6.0.10.0 ChanQEes ......ccuueieeviieeeiieeeeee e 234
Fixes that take effect immediately after upgrading..........c.ccccoceevirennn.n. 234
Fixes that take effect after upgrading and rebooting (optional)............. 238
Release 6.0.9.0 ChanQges .......cccveieeiiieeeieeeeee e 239
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.n. 239
Fixes that take effect after upgrading and rebooting (optional)............. 243
Release 6.0.8.1 ChanNQEs .......cocuveieeiiiieieeeeeee e 243
Fixes that take effect immediately after upgrading..........c..ccccceevirennen.e. 243
Release 6.0.8.0 ChAnNQEs .......cccuvvieeiiiieieeeeee e 243
Fixes that take effect immediately after upgrading..........c..cccoeevirennen.e. 243
Fixes that take effect after upgrading and rebooting (optional)............. 248
Release 6.0.7.0 ChANQEs .......cccuveiioiiieeeee e 249
Fixes that take effect immediately after upgrading..........c.ccccooeevirennen.e. 249
Fixes that take effect after upgrading and rebooting (optional)............. 253
Release 6.0.6.7 ChaNQESs .......cccuviieiiiieeieeeeeee e 253
Fixes that take effect immediately after upgrading..........c..cccoeevirennen.e. 253
Release 6.0.6.0 ChanNQgEs .......cccveieiiieeeieeeceee e 254
Fixes that take effect immediately after upgrading..........c.ccccoceevirennen.e. 254
Fixes that take effect after upgrading and rebooting (optional)............. 257
Fixes that take effect after upgrading and rebooting (optional)............. 258
Release 6.0.5.0 ChanQges .......cccuveieiiiiieeeeeeeeee e 258
Fixes that take effect immediately after upgrading..........c.cccccoeevvrennn.e. 258
Fixes that take effect after upgrading and rebooting (optional)............. 261



3.2.170
3.2.171
3.2.172
3.2.173
3.2.174
3.2.175
3.2.176
3.2.177
3.2.178
3.2.179
3.2.180
3.2.181
3.2.182
3.2.183
3.2.184
3.2.185
3.2.186
3.2.187
3.2.188
3.2.189
3.2.190
3.2.191
3.2.192
3.2.193
3.3
3.3.1
3.3.2
3.3.3
3.3.4

Continuous Data — Continuous Data Home

Release 6.0.4.2 ChanQgEs .......cccuveeeeiiieeeeeeeeeee et 261
Fixes that take effect immediately after upgrading..........c.cccccoeevvrennn.e. 261
Release 6.0.4.71 ChanQgEs ......ccocuviieeiiieeeeeeeeee et 262
Fixes that take effect immediately after upgrading..........c..cccoeevirennen.e. 262
Release 6.0.4.0 ChANQgES .......cccuvieeeiiieeieeeeeee et 262
Fixes that take effect immediately after upgrading..........c..cccoceevirennen.e. 262
Release 6.0.3.71 ChanQges .......oocuviieeiiiieeeeeeee e 264
Fixes that take effect after upgrading and rebooting (optional)............. 264
Release 6.0.3.0 ChanQges .......cccuveieeiiiieeieeeeee e 264
Fixes that take effect after upgrading and rebooting (optional)............. 264
Release 6.0.2.71 ChanQgEs ......coocuviieeiiieeeee e 265
Fixes that take effect immediately after upgrading..........c.ccccoceeverennn.e. 265
Fixes that take effect after upgrading and rebooting (optional)............. 266
Release 6.0.2.0 ChanQgEs .......cocuviieiiiieeeeee e 266
Fixes that take effect immediately after upgrading..........c..cccoceevirennn.e. 266
Fixes that take effect after upgrading and rebooting (optional)............. 269
Release 6.0.7.1 ChaNQgESs ......coocuviieeiiieeeeeeeee e 269
Fixes that take effect after upgrading and rebooting (optional)............. 269
Release 6.0.71.0 ChanQgEs .......cccuviieeiiieeeeeeeeee e 270
Fixes that take effect immediately after upgrading..........c..ccccceevirennen.e. 270
Fixes that take effect after upgrading and rebooting (optional)............. 274
Release 6.0.0.0 ChanQgEs .......cccuveieeiiieeieeeeee e 274
Fixes that take effect immediately after upgrading..........c..ccccceevirennen.e. 274
Fixes that take effect after upgrading and rebooting (optional)............. 277
KNOWRN ISSUBS ...ttt ettt e et e et e s ee e enaeas 278
Version 20.0.0.0 ...cooeeiieeee e e 278
Version 19.0.0.0 ...coeeiieie e e 280
Version 18.0.0.0 ...cooeeiiieie e e 281
Version 17.0.0.0 ... 283

10



3.3.5
3.3.6
3.3.7
3.3.8
3.3.9
3.3.10
3.3.11
3.3.12
3.3.13
3.3.14
3.3.15
3.3.16
3.3.17
3.3.18
3.3.19
3.3.20
3.3.21
3.3.22
3.3.23
3.3.24
3.3.25
3.3.26
3.3.27
3.3.28
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2

Continuous Data — Continuous Data Home

Version 16.0.0.0 ... e 284
Version 15.0.0.0 ...co i e 286
Version T4.0.0.0 ...t 290
Version 13.0.0.0 ... e 293
Version T2.0.0.0 ...coeeiieie et 297
Version TT.0.0.0 ..o et 301
Version T0.0.0.0 ... e 305
Version 9.0.0.0 .....oooeeiiiee e e 309
Version 8.0.0.0 .....oo i e 310
Version 7.0.0.0 ....ooo e e 311
VErsion 6.0.17.0 ..ot 312
Version 6.0.76.0 ... e 313
VeErsion 6.0.75.0 ...cooiiieeie e 314
VErsion 6.0.T4.0 ..ottt e 314
Version 6.0.13.0 ...ce i e 315
VErsion 6.0.T2.0 ..ot e 316
VErsion 6.0.TT.0 ..ot e 318
Version 6.0.70.0 ..o e 319
Version 6.0.9.0 ..o 320
Version 6.0.8.0 .....cooiiiieiie e 322
VErsion 6.0.7.0 ....ooioeiieeie et e 325
VErsion 6.0.6.0 .....cooiiiiiiie e e 326
VErsion 6.0.2.0 .....ooiiiiieeie e e 328
Version 6.0.0.0 .....oooiiiieeee e e 329
APLCRANGES .o e 330
APl changes in Delphix 20.0.0.0 .......cooooiiiiiiiee e 331
What's Changed? ... 331
WHat's NEW? ...ttt et eaeeeneeen 332
API changes in DelphixX 19.0.0.0 .......ccoooiiiiiiiie e, 332

11



3.4.2.1
3.4.2.2
3.4.3
3.4.3.1
3.4.3.2
3.4.4
3.4.4.1
3.4.5
3.4.5.1
3.4.6
3.4.6.1
3.4.6.2
3.4.7
3.4.7.1
3.4.7.2
3.4.8
3.4.8.1
3.4.8.2
3.4.9
3.4.9.1
3.4.9.2
3.4.10
3.4.10.1
3.4.10.2
3.4.11
3.4.11.1
3.4.12
3.4.12.1
3.4.12.2

Continuous Data — Continuous Data Home

WRAt'S NEWT? ..ttt st eaeenneeen 332
What's changed? ... 333
API changes in Delphix 18.0.0.0 .......ccooooiiiiiiiieiee e 334
WHat's NEW? ...ttt ettt et e e e e eneeen 334
What's Changed? ..o 334
APl Changes in Delphix 17.0.0.0......ccooiiiiiiiiee e 334
WHat's NEW? ...ttt et et e e naeeeneeen 334
APl Changes in Delphix 16.0.0.0..........cooiiiiiiiiiiee e, 335
What's Changed? ... 335
APl Changes in Delphix 15.0.0.0......ccooiiiiiiiiieee e 336
What's Changed? ... 336
WHat's NEW? ...ttt et aeeeneeen 336
APl Changes in Delphix 14.0.0.0.........coooiiiiiiiie e, 337
What's Changed? ... 337
WHat's NEW? ...ttt ettt et e e e e eneeen 337
APl Changes in Delphix 13.0.0.0......ccooiiiiiiiieee e, 338
What's Changed? ... 338
WHat's NEW? ...ttt et et e naeeeneeen 339
APl Changes in Delphix 12.0.0.0........c.ooiiiiiiiee e, 339
What's Changed? ... 339
WHat's NEW? ...ttt ettt et e e e e eneeen 340
APl changes in DelphiX TT.0.0.0 ......ccooiiiiiiiieeee e 341
What's changed? ... 341
WRAt'S NEWT? ..ttt ettt eaeesnaeen 344
APl changes in Delphix T0.0.0.0 .......ccoooiiiiiieeee e 345
WRAt'S NEWT? ..ttt et et aeeenaeen 346
APl changes in Delphix 9.0.0.0.........cccoiiiiiiiiieeee e 346
What's changed? ... 347
WRAT'S NEW? ..ttt et e naeeeneeen 348

12



3.4.13
3.4.13.1
3.4.13.2
3.4.14
3.4.14.1
3.4.14.2
3.4.15
3.4.15.1
3.4.15.2
3.4.16
3.4.16.1
3.4.16.2
3.4.17
3.4.17.1
3.4.17.2
3.4.18
3.4.18.1
3.4.18.2
3.4.19
3.4.19.1
3.4.19.2
3.4.20
3.4.20.1
3.4.20.2
3.4.21
3.4.21.1
3.4.21.2
3.4.22
3.4.22.1

Continuous Data — Continuous Data Home

APl changes in Delphix 8.0.0.0.........cccooiiiiiiiiieeee e 349
What's changed? ... 349
WRAt'S NEWT? ..ttt st e eaeesneeen 351
APl changes in Delphix 7.0.0.0.........cccoiiiiiiiieeee e 351
What's changed? ... 352
WRAt'S NEWT? ..ttt ettt e e e eaeeeneeen 352
APl changes in DelphiX 6.0.17.0 ......cccoooiiiiiiiee e 354
What's changed? ... 355
WRAt'S NEWT? ..ttt et et aeeenaeen 356
APl changes in DelphixX 6.0.16.0 ...........coooiiiiiiiiece e, 358
What's changed? ... 358
WRAt'S NEWT? ..ttt ettt e e e eaeeeneeen 358
APl changes in DelphixX 6.0.15.0 .......cccooooiiiiiiiii e 360
What's changed? ... 360
WRAt'S NEWT? ..ttt naeeeneeen 361
APl changes in DelphiX 6.0.14.0 .......ccoooooiiiiiiiee e 362
What's changed? ... 363
WRAt'S NEWT? ..ttt ettt eaeesnaeen 364
APl changes in Delphix 6.0.13.0 ......cccoooiiiiiiiiee e, 365
What's changed? ... 365
WRAt'S NEWT? ..ttt naeeeneeen 368
APl changes in DelphixX 6.0.12.0 .......cccooooiiiiiiiie e 370
What's changed? ... 370
WRAt'S NEWT? ..ttt ettt eaeesnaeen 373
APl changes in DelphiX 6.0.1T.0 ......cccoiiiiiiieeee e 375
What's changed? ... 375
WRAt'S NEWT? ..ttt ettt eaeesnaeen 378
APl changes in Delphix 6.0.710.0 .........cooooiiiiiiiiieee e 380
What's changed? ... 381

13



3.4.22.2
3.4.23
3.4.23.1
3.4.23.2
3.4.24
3.4.24.1
3.4.24.2
3.4.25
3.4.25.1
3.4.25.2
3.4.26
3.4.26.1
3.4.27
3.4.27.1
3.4.27.2
3.4.28
3.4.28.1
3.4.28.2
3.4.29
3.4.29.1
3.4.29.2
3.5

3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2

Continuous Data — Continuous Data Home

WRAt'S NEWT? ..ttt st eaeenneeen 382
APl changes in Delphix 6.0.9.0..........cccoooiiiiiiie e 383
What Changed ...........oooiiii e 383
WRAT IS NEW ...ttt et e e e e sneeen 385
APl changes in Delphix 6.0.8.0..........cccoooiiiiiiiiiiceceee e, 386
What Changed ...........ooooiiiie e 386
WRAT IS NEW ...ttt et e eesneeen 389
APl changes in DelphixX 6.0.7.0........ccccoiiiiiiiiee e 391
What's changed.............cooiiiiiio e 391
WRAT 'S NMEW ..ottt eaeesneeen 392
APl changes in DelphixX 6.0.6.0............c.coooiiiiiiiiieeeeee e 394
What's changed............c.oooiiiiiee e 395
APl changes in Delphix 6.0.5.0.........cccooiiiiiiiii e 395
What's changed.............cooooiiiioe e 395
WRAT'S NEW ...ttt e e e eaeeeneeen 396
APl changes in DelphixX 6.0.4.0..........ccooooiiiiiiiie e 398
What's changed.............cooooiiio e 398
WRAT'S NEW ...ttt et e e e naeesneeens 399
APl changes in Delphix 6.0.3.0.........cccoiiiiiiiiiieee e 400
What's changed.............cooiiiiiio e 400
WRAT'S NEW ...ttt e e e eaeeeneeen 401
SUPPOIT MATFICES ... 403
Kerberos support MatriX..........ooooeoiieeeieeee e 404
Oracle - Red Hat Enterprise Linux (RHEL) .........ccoccoovieieiiiiieieieeee, 404
SAP ASE - Red Hat Enterprise Linux (RHEL) .........c.ccoooviiiiiiiiiicieee, 406
DB2 SUPPOIT MATFIX . .uvvieiiieiieeeeiiieeeee et 407
Red Hat Enterprise Linux (RHEL) ..........ccooieiiiiieieieeeeeeeeeee 407
DB2 on Advanced Interactive eXecutive (AIX) ........ccccoevveieveieieieiene. 408
Data source certificationsS ...........ccoevieiieciieiieceeeee e 409

14



3.5.2.1
3.5.2.2
3.5.2.3
3.5.2.4
3.5.2.5
3.5.2.6
3.5.3
3.5.3.1
3.5.3.2
3.5.3.3
3.5.3.4
3.5.3.5
3.5.3.6
3.5.3.7
3.5.3.8
3.5.3.9
3.5.3.10
3.5.3.11
3.5.3.12
3.6

3.7

3.8
3.8.1
3.8.1.1
3.8.2
3.8.2.1
3.8.3
3.8.3.1
3.8.4

Continuous Data — Continuous Data Home

Legal NOICE ... e 409
GOAIS et naeennaeens 409
D 1= BT o 1U] o T SRR 410
Cadence for data source database version changes............cccccceeveenne.. 410
Cadence for operating system version changes ...........ccccccceevvveeieeennn. 410
APPENAIX ... 411
Select conNNeCtors MAatriX .......cceeviiiiiieeeeeee e 413
COUCNDASE. ... e e 414
Architecture OPtiONS ........vviieieeee e 415
1Y/ (] o Vo o TS SUER 416
Architecture OPtiONS ........vvieiieeeee e 418
Microsoft SQL backup ingestion.............cccoeevvieiiiiiiiicecceeeee e, 419
Architecture OPtiONS .......evviieieeee e 420
Oracle backup iINGeStION .........cccviiiiiieee e 421
Architecture OPtiONS.........ooiiiiee e 422
SAPIQ .ot e e e b e b e beenre e raeeaaean 423
Architecture OPtiONS .......evvieeieee e 424
COCKIOACK ... e 425
(07 1S17= 1 o | - TSSO 428
UPGrade MatriX........ooooviiieiie e e 429
Tested browser and operating SYystems.........ccccocciieeiiiiecciie e, 431
Deprecated and end-of-life features ..........ccoveeeeeeeiieie i 432
Release 17.0.0.0. ..ot 432
End-of-life feature ..o 432
Release T71.0.0.0. ..ottt e 432
End-of-life feature ..o 432
Release 10.0.0.0.......oi it 433
Deprecated fEATUIES ........cc.vviieeeeeeeeeeeeeee e 433
Release 9.0.0.0......cuiieeee e 433

15



3.8.4.1
3.8.5
3.8.5.1
3.8.5.2
3.8.6
3.8.6.1
3.8.7
3.8.7.1
3.8.7.2
3.8.8
3.8.8.1
3.8.9
3.8.9.1
3.8.10
3.8.10.1
3.8.11
3.8.11.1
3.8.12
3.8.13
3.8.13.1
3.8.13.2
3.8.14
3.8.14.1
3.8.15
3.8.15.1
3.9
3.10
3.10.1
3.10.1.1

Continuous Data — Continuous Data Home

Deprecated fEAtUIES ........oc.vvi i 433
REIEASE 6.0.717.0. . et 433
End-of-life features .........ooveeiieieeeeee 433
Deprecated fEATUIES ........cc.vei e 433
ReIEASE 6.0.712.0. .. it 434
End-of-life features ........ooveeiieeeeeee e 434
ReIEaSE 6.0.717.0. . i e 434
Deprecated fEATUIES ........couvii i 434
End-of-life features .........ooveeiieieeeeee e 434
Release 6.0.710.0........ooiieeee e e 434
End-of-life features .........ooveeiieeeeeee e 434
Release 6.0.9.0.........oiiieeee e e 435
End-of-life features .........ooveeiieieeeeee 435
RelEaSE 6.0.8.0.....cceeieieeee e e 435
End-of-life features ........ooveeiieeeeeee e 435
REIEASE 6.0.7.0 ..o e 435
End-of-life features .........ooveeiieeeeeeee e 435
RelEaSE 6.0.5.0.....c it e 435
REIEASE 6.0.4.0.....cceiieeee e 436
End-of-life features .........ooveeiieeeeeee e 436
Deprecated fEATUIES ........ccuvviieeeeeeeeeeee e 436
REIEASE 6.0.2.0.....ceeeeeeee e 436
End-of-life features .........ooveeiieeeeeee e 436
Release 6.0.0.0......c.oieieeeeeee e 437
End-of-life features .........ooveeiieeeeeee e 437
Licenses and NOTICES ......cc.uiiiieeieeeeeeeeee e e 437
Data source integration (plugin) release notes.............cccoeevevevevennenen. 438
IBM DDb2 release NOES .......ooeiveeieeeeeee e 438
New features (IBM DD2) .........ccoooouiiiiieeceeeeeeeeeeeeee e 438

16



3.10.1.2
3.10.1.3
3.10.2

3.10.2.1
3.10.2.2
3.10.2.3
3.10.3

3.10.3.1
3.10.3.2
3.10.4

3.10.4.1
3.10.4.2
3.10.4.3
3.10.5

3.10.5.1
3.10.5.2
3.10.5.3
3.10.6

3.10.6.1
3.10.6.2
3.10.6.3

4.1
4.2
4.3
4.4
4.5
4.6
4.7

Continuous Data — Continuous Data Home

Fixed issues (IBM DD2)........c.ooioioeeeeeeeeeee e 445
KNown issues (IBM DD2) ........cooouiieeeeeeeeeeee e 450
MoNQODB release NOES ........cccuviieeiiieeee e 454
New features (MoNgODB)..........ccvovioieeeeeeeeeeeeeeee e 454
Bug fix€S (MONGODB).........oooieieeeeeeeeeeeeeeeeeee e 455
KNown issues (MONGODB).........ccooveouieieeeeeeee e 457
MySQL release NOTES ......cccuviiieiieeeeeee e 457
New features (MYSQL) .......oov oo 457
FiXxed iSSUES (MYSQL) ....veoueeeeeeeeeeeeeeee e 459
Oracle E-Business Suite (EBS) 12.2 release notes ..........cccceeveeveeuvennennee. 460
NeW features (EBS).......cooov i 460
FIXEA iSSUES (EBS) ...t 464
KNOWN iSSUES (EBS).....oouviiiiiiicieeeeeeeeeteee e 469
PostgreSQL release NOtES..........oveviiiecieeece e 471
New features (POStgreSQL) ........ccoovieuieuieiieieeeeeee e 471
Fixed issues (POStGreSQL) ......c.ooveueeueeeeeeeeee e 475
Known issues (POSTGreSQL) ......o.voveeueeeeeeeeeeeeeeeeeeeeee e 482
SAP HANA rele@se NOTES .......cooeiiieiiieeeee ettt 483
New features (SAP HANA) ........ooo e 484
Fixed issues (SAP HANA).........ooo it 486
Known issues (SAP HANA) ... 489
OVEIVIEBW ...ttt et e et e e ettt e st e e et e e e st e e enbeeeennaeas 501
What iS DeIPhiX?.......ooooeeieeeeeee e 501
What is Delphix Continuous Data?...........ccccoeeieeiiniieieeceee e 501
DEPIOYMENT ... e e 501
ENVIFONMENTS ..ot 501
D 1= I Yo 18] {07 = SR 502
Virtual DatabaSses.........oeoiieeiieeieeeeeee s 502
Product information............cccueeiieiieiiceeeeeceee e 502

17



4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.8
4.8.1
4.8.2
4.8.3
4.8.4
4.8.5
4.8.6
4.8.7
4.8.8
4.8.9
4.8.10
4.8.11
4.9

5.1
5.1.1
5.1.2
5.1.2.1
5.1.2.2

5.1.2.3

5.2
5.2.1
5.3

Continuous Data — Continuous Data Home

OVEIVIEBW ...ttt ettt e e ettt e st e e e ateeesnteeesnseeesnnaeas 502
PacCKaging.....cc.voiieieeeee e 502
Updates, upgrades, and VErsions............cccocveeeeiiieecieeeeciee e 503
AdMINISTrAtioN......c.ooiiieiieceeee et 503
(O1UEY (o] 3 0 4= | (o] o PSS 504
DelphiX QlOSSAIY ......cooeeiiieee e 504
PrOAUCTS ...ttt 505
INTEITACES ..ot 505
COrE CONCEPES .o e e e e e eeans 506
CoNtiNUOUS DAta ......oooiiiiiiieee e e 507
ATCIITECTIUNE ...t e et 508
DAASELS ... e 510
Data Source CONNECIONS ......ooouiiieiiieee et 512
Transparent Data Encryption (TDE) definitions ...........cccccovevveieveiennnnn. 512
Users and privileges.........cc.uoi oo 513
Types of NOtIfication..........oooviiiiiie e 515
Delphix Self-Service termMS .........oeeveeeeeeeeeeeeeeeeee e 516
Product iCON referenCe ........ccooviieiieeeeeeeee e 517
DEPIOYMENT ... e 519
Accessing the Continuous Data Engine ............ccccooeeeeiiieiiieiecieeeee, 519
DEfAUIT USEIS ... 519
ACCeSS METhOAS ... 520

Accessing the Delphix Continuous Data Engine using a web browser .. 520
Accessing the Delphix Continuous Data Engine using administrative

Command Line Interface (CLI)......c.ccooeeioiieieeeeceeeeeeeeee e, 521
Accessing the Delphix Continuous Data Engine using the Delphix web

AP .ot e e b et e ebe e reenreeeraeenaean 522
Standard deployment architecture .............ccovveeiiiiiiiieee e, 522
OVEIVIBW ...ttt ettt e et e e ettt e et e e et e e enteeesneeeeennaeas 522
Checklist of information required for installation and configuration ..... 523

18



5.3.1
5.3.2
5.3.3
5.4
5.4.1
5.4.2
5.4.3
5.4.4
5.4.5
5.4.5.1
5.4.5.2
9.5

5.5.1
5.5.1.1
5.5.1.2
5.5.1.3
5.5.1.4
9.5.1.5
5.5.1.6
5.5.1.7
5.5.1.8
5.5.1.9
5.5.1.10
5.5.1.11
5.5.1.12
5.56.1.13
5.5.1.14
5.5.1.15
5.5.1.16

Continuous Data — Continuous Data Home

OVEIVIEBW ...ttt ettt e e ettt e st e e e ateeesnteeesnseeesnnaeas 523
Hypervisor specific OPtioNS...........cooueiiiiiiiiciccecceeeeeee e, 524
Optional information required for initial configuration........................... 526
Network connectivity requIiremMents..........cccceeeeciiieciieeecee e, 529
OVEIVIBW ...ttt ettt e et e e ettt e st e e s ate e e et e e snneeeennaeas 529
General outbound from the Delphix engine port allocation .................... 529
General inbound to the Delphix Engine port allocation ........................... 530
Firewalls and intrusion detection systems (IDS) .........ccccovevveveveierennne. 531
Setting up network access to the Delphix engine...........cccccoeeevvreennnnne. 531
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e sateeesneeeeennaeas 531
g FeTod=Te (U] =TSSR 531
Installation and initial system configurations..............c..ccccoeeieeiieenen.e 533
INIEIAL SEIUP ... 533
OVEIVIEBW ...ttt ettt e e ettt e et e e e aaeeeenteeesnneeeennaeas 533
WRICOME. ...ttt e et e et e e eeeennaeeeneeens 534
AdMINISTIATOrS ..ot e 534
LI 0.0 LSRR 535
NETWOTK ...t e 535
NEIWOIK SECUNILY ....ooeeeviiieiiie e 536
) (o] = o = TS USR R 536
Outbound CONNECTIVILY.......c.viiiiiiiece e 537
AUTNENTICAtION ..o e 538
(=] 0= o1 SRR 538
REQISTIAtION ... e 539
SUMIMAIY ... et e e et e e e e et e e e e e tb e e e e e eanseeeeeennaeeeas 539
Azure object storage SetUP .....ooocvviieeeieeee e 540
AWS object storage SEtUP .......ooouiiieeeeee e 548
OCI object storage SEtUP .......cocviiieiieeeee e e 550
Other S3 compatible object storage setup........ccccoeeevveieiiiieiiieee. 554

19



5.5.1.17
5.5.2
5.5.2.1
5.5.2.2
5.5.2.3
5.5.24
5.5.3
5.5.3.1
5.5.3.2
5.56.3.3
5.6
5.6.1
5.6.2
5.7
5.7.1
5.7.2
5.7.3
5.7.4
5.7.5
5.7.6
5.7.7
5.7.8
5.7.9
5.7.9.1
5.7.9.2
5.7.9.3
5794
5.7.9.5

Continuous Data — Continuous Data Home

Updating object storage endpoints ..........cccceeeviiiiciiiiicieeeee e, 557
Customizing the Delphix engine system settings.........cccceeeiiieeiieeennnn. 558
OVEIVIEW ...ttt ettt e et e e ettt e et e e et eeeentaeesnneeeennaeas 558
g FeTod=To (U] =SSR 558
Enabling hot-adding .........cccoiioiiiieee e 560
POST-TEQUISITES .. .. 560
Installing @an OVA OF AMI .....o.euiiieeee e 561
OVEIVIEW ...ttt ettt e et e e ettt e et e e et e e enteeesneeeeennaeas 561
Procedure toinstall an OVA ..o 561
Procedure to installan AMI...........cccooriiriec e 562
Validating host deployment with host Checker ..............cccovieiiiiennnnne. 562
OVEIVIEBW ...ttt et e et e e et e et e e et e e snteeesnneeeennaeas 562
g FeTod=Te (U] SRS 562
Deployment fOr VIMWATE...........ooviiiiiieieeeeeeeeeee e 563
OVEIVIEW ...ttt ettt e e et e et e e et e e enteeeenneeeennaeas 563
SUPPOtEd ESX VEISIONS ..oooeeiieeeeeeeeeee e 564
Virtual machine hardware Versions .............cccoecvveiieeiieecie e 564
VIFTUAI CPUS ...ttt et et 565
11T g T V2SRRI 565
NETWOTK ... et e e 566
SCSICONTTONET ... 568
GENErAl STOFAQE......uiii e et 568
Delphix storage OptionS.........cocviiiiiiieeee e 569
Delphix VM configuration storage ...........ccccoeoveeeiieiciiecieecee e, 569
Delphix engine system disk storage.........cccceveeeiieeciieiecieeeee e, 569
Database Storage...........oooviiieeiiiee e 570
Option 1: Block Storage for database storage.........ccccoceeevieeiiccneeennnn. 570

Option 2: Elastic Data where Object storage is used for database storage
and block storage is used for cache..........cccooveeiviioiiiciiccieeeceee 572

20



5.7.10
5.7.11
5.8
5.8.1
5.8.2
5.8.3
5.8.4
5.8.5
5.8.6
5.8.7
5.9
5.9.1
5.9.2
5.9.3
5.9.4
5.9.5
5.9.6
5.9.7
5.9.8
5.9.8.1
5.9.8.2
5.9.9
5.9.91
5.9.9.2
5.9.9.3
5.10
5.10.1
5.10.2
5.10.3

Continuous Data — Continuous Data Home

Additional VMware configuration Notes...........ccccocveeeiiecieecie e 572
Procedure toinstall an OVA ... ... 572
Deployment fFOr KVM.......oouviiiiiieeeeeeeeeeeeee e 573
OVEIVIEBW ...ttt et e et e e ettt e et e e et eeentaeesneeeeennaeas 573
Pre-re@QUISITES .. .. 574
VIRTUAI CPUS ...ttt et e s 575
11T g T V2SRRI 575
NETWOTK ... et 576
SCSICONTTOIET ... 576
GENErAl STOFAQE......ueii et e 577
Deployment fOr HYPEr-V ..o 577
OVEIVIEBW ...ttt et e et e e et e et e e et e e snteeesnneeeennaeas 577
SUPPOEA VEISIONS ... 578
ViIFtUAI CPUS ...ttt e et 578
(=T 0 gL ] o VPSP PRRUUPPPRRN 579
NETWOTK ... e e 579
SCSICONTTONET .. 580
GENErAl STOFAQE......ueii e e et 580
Delphix storage OptionS.........cooviiioiiie e 581
Delphix engine system disk storage.........ccccvveeeieeiiiieieceeeeee e, 581
Database Storage...........oooiiiieiiieee e 581
Procedure for deploying with Hyper-V..........ccccoooiiiiiiiiiiiece e, 582
OVEIVIEBW ...ttt et e et e e et e et e e et e e enteeeenneeeennaeas 582
Creating a Delphix engine VM ...........oooiiiiiiiiieeeeeeee e 583
Customize the VM by selecting settings.........cccccoeeeeieiiciiicciecee, 583
Deployment FOr AWS EC2........ooouviiieeeeeeeeeeeeee e 583
OVEIVIEBW ...ttt ettt e et e e et e st e e et eeenteeeeneeeeennaeas 583
INSTANCE TYPES ..eeieeeeeeeeeee e e e e e e e e e e 584
Network configuration..............ccoooeiiiiiiiiicceceeeeee e 584

21



5.10.4
5.10.5
5.10.6
5.10.7
5.10.7.1
5.10.7.2
5.10.7.3
5.10.8
5.10.8.1
5.10.8.2
5.10.8.3
5.10.8.4
5.10.8.5
5.10.8.6
5.10.8.7
5.10.9
5.10.9.1
5.10.9.2
5.11
5.11.1
5.11.2
5.11.3
5.11.4
5.11.5
5.11.6
5.11.6.1
5.11.6.2
5.11.7
5.11.7.1

Continuous Data — Continuous Data Home

EBS configuration ...........oooooiiiiiiiiieecceeeeeeeeee e 585
General storage configuration .............cccoeeeiiiiiiecie e 586
Additional AWS configuration NOteS...........ccoeeeviieciieiiieceeceeee e 586
Prerequisites to deploying in AWS..........ooooiiiiiiie e, 587
OVEIVIBW ...ttt ettt e et e e ettt e st e e s ate e e et e e snneeeennaeas 587
Prer@qUISITES ... 587
Geographic distribution in regions and availability zones....................... 588
Procedure for deploying in AWS ..o, 588
OVEIVIEBW ...ttt e et e e ettt e et e e et e e e saseeeenneeeennaeas 588
Procedure to installan AMI...........cccooriiriec e 589
Subscribe to the Delphix virtualization engine marketplace image........ 589
Launching the Delphix engine............cccooviiiiiiiiiiiice e, 589
Configuring the Delphix engine............coooieiiiiiiiiiceeeeeeeeee 593
Logging in forthe first time...........coovoiiiiiee e, 593
NEXT STEPS oo e 593
AWS RDS custom for Oracle and SQL Server.........cccoceeevevierieeieeeeenenn 594
OVEIVIEBW ...ttt ettt e et e e ettt e st e e s ateeesnteeeeneeeeennaeas 594
Delphix AWS RDS custom support for Oracle and SQL server ............... 594
Deployment for MicroSoft AZUre..........c.ooooveeeviieiieeieeeeeeeeee e, 594
OVEIVIEBW ...ttt ettt e e ettt e et e e e aaeeeenteeesnneeeennaeas 594
INSTANCE TYPES ..oeiieeeee e e et e e e e e e e e 595
Network configuration..............ccoeeeiiiiiiiicceeee e 595
Storage configuration ............oocviiiiiiiii e 596
g (=] 0151 (0] o - SR 597
Prerequisites to deploying iNn AZUre..........cccoveeeeiiieeciieeeee e, 597
OVEIVIEBW ...ttt et e et e e et e et e e et e e enteeeenneeeennaeas 597
Prer@qUISITES ... 597
Procedure for deploying in AZUre............cocveevieeiieciieeeeeee e, 599
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e e sntaeesneeeeennaeas 599

22



5.11.7.2
5.11.7.3
5.11.7.4
5.11.7.5
5.11.8
5.11.8.1
5.11.8.2
5.12
5.12.1
5.12.2
5.12.3
5.12.4
5.12.5
5.12.5.1
5.12.5.2
5.12.5.3
5.12.6
5.12.6.1
5.12.6.2
5.12.6.3
5.12.6.4
5.12.6.5
5.13
5.13.1
5.13.2
5.13.3
5.13.4
5.13.5
5.13.6

Continuous Data — Continuous Data Home

Deploying the DelphiX engine.........c..ooooviiiiiiiiieeceeeee e, 599
Configuring the Delphix engine virtual machine ...........c...cccocoveeieeiennnn. 600
Configuring the Delphix engine............coovieiiiiiiiiieeeeeeeee e 601
NEXT STEPS oo 601
Enabling Azure accelerated Nnetworking..........cccoeeeeviiieieiecciee e, 601
OVEIVIEBW ...ttt et e et e e et e et e e et e e snteeesnneeeennaeas 601
Individual VMs and VMs in an availability set............cccccoeeiieenin. 602
Deployment for Google cloud platform............cccooeeiiiiiiiiiii, 603
OVEIVIEBW ...ttt e et e e ettt e et e e et e e e saseeeenneeeennaeas 603
MaACRINE TYPES ... 603
Network configuration..............ccoeeeiiiiiiiiccecceeeeeee e 604
Storage configuration ............cooviiiiiiiii e 605
Prerequisites to deploying in GCP ............oooviiiiiiiiiceeeeeeee e, 605
OVEIVIEBW ...ttt ettt e e ettt e et e e e aaeeeenteeesnneeeennaeas 605
Prer@qUISITES ... 605
Additional GCP configuration NOtes ...........ccoeeeviieeiiieciieceeeee e 607
Procedure for deploying in GCP..........cc.oooiiiiiiieeeceeeeeeee e, 607
OVEIVIBW ...ttt ettt e et e e ettt e et e e et e e enteeesneeeeennaeas 607
Deployment in Google cloud console............cccocvvieiiiiieiiiiiiceeee, 607
Deployment in Google cloud marketplace ..........cccoooveieeiiiiiiiicieee. 608
Configuring the Delphix engine............coooioiiiiiiiiiiceeeeeeee e 608
NEXE SEEPS oo 608
Deployment fOr OCH........oooviiiiieeeee e 608
OVEIVIEBW ...ttt ettt e et e e et e et e e et e e enteeesnneeeennaeas 608
CoOMPULE IMAGE TYPES...oeiiieiiie ettt e e e e e raae e e 609
SUPPOEA SNAPES ... 609
Network configuration..............ccooeeiiieiiiiicc e 610
General storage configuration .............cccoeeeiiiiiiecie e 611
Additional OCI configuration NOtES.........c.cccceeeiiiieciiieciece e 611

23



5.13.7
5.13.7.1
5.13.7.2
5.13.8
5.13.8.1
5.13.8.2
5.13.8.3
5.13.8.4
5.13.8.5
5.13.8.6
5.13.8.7
5.13.8.8
5.13.8.9
5.14
5.14.1
5.14.2
5.14.3
5.14.4
5.14.5
5.14.6
5.14.6.1
5.14.6.2
5.14.7
5.14.7.1
5.14.7.2
5.14.7.3
5.14.7.4
5.14.7.5
5.14.7.6

Continuous Data — Continuous Data Home

Prerequisites 10 deploying OCl...........coouiiiiiiiiicieeeeeeee e, 612
OVEIVIEBW ...ttt ettt e e ettt e et e e e aaeeeenteeesnneeeennaeas 612
Prer@qUISITES .. ... 612
Procedure for deploying in OCl ...........ccoooiiiiiiiiicceeeeeeeeee e, 613
OVEIVIBW ...ttt ettt e et e e ettt e st e e s ate e e et e e snneeeennaeas 613
Download and verify the Delphix engine image...........c.cccccoeeeeeecvieenen.e. 614
Upload the Delphix engine image as an object...........cccoveeviiiecnincnnen. 614
Creating a custom compute image from an object...........cccccccveeeneennnnn. 614
Launching the Delphix engine............cooouviiiiiiiiiiiieeeee e, 615
Create block storage volUmMES ...........ooooiiiiiiiiieeeeeee e, 616
Attach block storage volumes ..o 617
Configuring the Delphix engine...........ccoooioiiiiiiiiiiceeeeeeee e 618
NEXT STEPS oo 618
Deployment for IBM Cloud...........c..ooviiiiiiiieeeeeeceeeeee e, 618
OVEIVIEW ...ttt ettt e e et e et e e et e e enteeeenneeeennaeas 618
SUPPOItEd Profil€S .....oooeeeeeeeeeeeeeeeeee e 618
Network configuration..............ccoeeeiiiiiiiiccecceeeeeee e 619
General storage configuration .............ccceeeiiiiiiecie e 620
Additional IBM configuration NOtes ...........cccoeecviieciiiiciiecieeeeeeeee e 620
Prerequisites for deploying in IBM Cloud...........c..ccccooeoiiiiiiiiieciee, 621
OVEIVIEW ...ttt ettt e e et e et e e et e e enteeeenneeeennaeas 621
Prer@qUISITES ... 621
Procedure for deploying in the IBM Cloud..............cccoooiiiiiiiiiiiicee, 622
OVEIVIEBW ...ttt ettt e et e e et e et e e et e e enteeesnneeeennaeas 622
Deploying from the IBM software catalog ............ccccoeeeiieiiicicecice, 622
Downloading the Delphix image ........cccvvieiiieceeee e, 623
Uploading the Delphix engine image as an object..............cccoeeenieennn. 623
Creating @ CUSTOM IMAQE ......oviiiieiiieeeeee et 624
Launching the Delphix engine.............coooviiiiiiiciiie e, 625

24



Continuous Data — Continuous Data Home

5.14.7.7 Creating block storage volumes .............cccviieeiiiiiciiieeee e 625
5.14.7.8 Attaching block storage volumes ...........ccovviieiiiiciiee e 626
5.14.7.9 Configuring the Delphix engine ...........cccccooviiiiiiiiiicieeeee e, 627
S5.T4. 7. TO NEXE STEPS «euuvviiiiiiiee et e e e e a e e e e e e e e eeans 627
5.15 Hotfix information............cooeiiiiieeccee e 627
5.15.1 OVEIVIEBW ...ttt et e et e e et e et e e et e e snteeesnneeeennaeas 627
6 CONFIQUIATION.....cuiiiiii e 628
6.1 CONFIQUIAtION.....cuiiiiiceeeeeeeeee et 628
6.1.1 Registration management...........ccuviiieeeiiiiie e 628
6.1.2 User and authentication management.............ccccoooiiiiiieeciiee e, 628
6.1.3 Network and DNS management ..........ccccooooiiiiiiiiicciieeeee e, 628
6.1.4 Capacity and resource management...........cccoeeeveeeeciieeecieeeeciee e 628
6.1.5 Monitoring and log management ............cccccveeeeiieieciie e 628
6.1.6 Performance analytics management ............c.coccveevvieeiiecciie e, 629
6.1.7 Starting, stopping, and restarting your engine ..........ccccoceeevveeecieeecveeennne, 629
6.1.8 Usage datamanagement .............covviioiiiiioiii e 629
6.2 Registration management...........ccvviiieeeiiiiie e 629
6.2.1 Retrieving the Delphix engine registration code ............ccccoeeiiiicnieennen. 629
6.2.2 Regenerating the Delphix engine registration code............ccccoeeeveeennnen. 630
6.3 User and authentication management.............ccccooeoiiiiiiieeccie e, 630
6.3.1 USErs and grOUPS .....coouviiieiie ettt e 631
6.3.1.1 Usertypes and user management..........cccuereeiiiieciieeeciiee e 631
6.3.1.2  User privileges for Delphix 0bjects ..........cccoooviieiiiiiiieieeeeeee e, 632
6.3.1.3  ManaAQiNg GrOUPS .....ccceeiiurieieeeeiiieeeeeiiteeeeeeiteeeeeesnreeeeessaaseeeeesnraeeeessnsneeeas 634
6.3.1.4  Authentication mechanisSms ...........ccooooiiriirii 634
6.3.1.5 Assigning group and object ownership.........cccccoeeeviiiiiiiicccieeeee, 635
6.3.1.6 Adding and deleting groUpS ........ccveeeeiiiieciie e 635
6.3.1.7 Managing system administrators...........cccocevieiiiiiciiieeiiee e 637
6.3.1.8 Managing DelphiX USErS .........c.cooouiiiiiiiiieee e 642

25



6.3.1.9
6.3.2
6.3.2.1
6.3.2.2
6.3.2.3
6.3.2.4
6.3.2.5
6.4
6.4.1
6.4.1.1
6.4.1.2
6.4.1.3
6.4.1.4
6.4.2
6.4.2.1
6.4.2.2
6.4.2.3
6.4.2.4
6.4.2.5
6.4.3
6.4.3.1
6.4.3.2
6.4.3.3
6.4.4
6.4.4.1
6.4.4.2
6.4.5
6.4.5.1
6.4.5.2

Continuous Data — Continuous Data Home

Managing individual profile information ............c..ccccoooviiiiiiiic, 646
Authentication MechaniSMS .........ccoeciieiieecieee e 646
How to setup auto-authentication .............cccoooiiiiiiii e, 647
Configuring and using LDAP with the Delphix engine..............cccocuee...... 649
Configuring SiNgle SIgN-ON..........ccoooiiiiiiiieeee e 653
Configuring and managing Kerberos ............cccoveeeeieeiieciiiccieeee e 656
Configuring OAuth2 authentication for APl access..........ccccceeveeeveennen. 669
Network and DNS management ..........ccccooooviieiiiii e, 674
General network and connectivity requirements ...........cccccoeevieeeeiieeennen. 674
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e sateeesneeeeennaeas 674
General outbound from the Delphix engine port allocation .................... 674
General inbound to the Delphix engine port allocation ........................... 675
Firewalls and intrusion detection systems (IDS) .........cccccvevveveveieienne. 675
Network performance configuration options..........c..ccccccceeeevieeciieenenee, 676
Optimal network architecture for the Delphix engine.........c..cccccccveen. 676
Network operations using the Delphix session protocol......................... 679
Network performance test tool interface.........cccccoeveeeeveeiecec e 682
Working with dataset performance ...........cc.cccooeeiiiiiiiciicceeeeceee 687
Network performance expectations and troubleshooting...................... 688
Determining the Delphix server ID and host name ...........c.cccccoeeirennnne. 690
Server setup application method............ccccovveiiieiiie e 690
Delphix admin appliCation ...........ccuveiiioeiiiee e 691
(04 I I 0 0 =31 Lo o [T 692
Configuring multiple DNS domain names in DNS search list ................. 693
g FeTod=Te (U] SRS 693
Toupdate DNS usingthe CLI: ........oooiiiiieee e, 695
How to change the IP address of the Delphix engine............c...cc........... 696
Changing the IP address ........cccuveeiiiieceeeeeeee e 696
Changing the IP address via CLI .........cccoeiioiiiiiciieeeeeee e, 697

26



6.4.6
6.4.6.1
6.4.7
6.4.8
6.4.8.1
6.5
6.5.1
6.5.2
6.5.3
6.6
6.6.1
6.6.1.1
6.6.1.2
6.6.1.3
6.6.1.4
6.6.1.5
6.6.2
6.6.2.1
6.6.2.2
6.6.3
6.6.4
6.6.4.1
6.6.4.2
6.6.4.3
6.6.4.4
6.6.5
6.6.5.1
6.6.5.2
6.6.5.3

Continuous Data — Continuous Data Home

How to change the hostname of the Delphix engine..........c.cccoeevvennnne. 698
Changingthe hostname ...........c.cooooiiiieii e, 698
How to change the DNS server of the Delphix engine.........c..cccccveeuneee. 700
Configuring a second network interface ............ccccooevieeiiiciicciecceee 701
g FeTod=Te (U] SRR 701
NFSV4 configuration ...........ccoooooiiiiiiiceccecceeee e 703
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e e sntaeesneeeeennaeas 703
Dataset status tab NFS reasons .........cccovcieiiieeiie i 703
NFSVA-0ONlY MOAE ..o e 704
Capacity and resource management..........cccceeeeveeeeiieeecieeeeeiee e 705
An overview of capacity and performance information.......................... 705
The performance reservoir and capacity threshold warnings ................ 705
Ways 10 VieWw CapacCity USAQE .......ccoovuviiieeeiiiie et 706
Using and understanding the storage capacity screen.............ccc........... 707
Understanding Delphix disk usage ..........ccooovvioiiiiiiiiiceeeeee, 713
Reviewing historical capacity fromthe CLI.............c..coooieiiiiiiiiiiee 714
SEtING QUOTAS ... e 717
Quota thresholds.........ooviiei e 718
Disallowed database actions when in quota critical threshold .............. 719
Deleting objects to increase capacity.........cccccoeeivieciiiicciie e, 720
Adding, expanding, and removing storage devices..........cccccccevvreeunennnne. 721
Prer@qUISITES ... 722
Adding or increasing storage and/or cache.............ccccccooeeieieciieeciennnne, 722
Expanding a storage/cache deviCe..........cccoeceeeiieeiiieiieeee e, 722
Removing device STOrage ........c.oeevviiieciii e 723
Delphix storage migration ............cccooeeoiiiioiiii e 725
Getting STArted ... 725
Understanding Delphix storage migration..............ccccooeeiiiiiiiiiciineene. 726
Limitations of Delphix storage migration..............ccccoeovveeiiiiiieeciecnn, 727

27



6.6.5.4
6.6.5.5
6.6.5.6
6.6.5.7
6.6.5.8
6.6.5.9
6.6.6
6.6.7
6.6.7.1
6.7
6.7.1
6.7.1.1
6.7.1.2
6.7.1.3
6.7.1.4
6.7.1.5
6.7.1.6
6.7.2
6.7.2.1
6.7.2.2
6.7.2.3
6.7.2.4
6.7.3
6.7.4
6.7.4.1
6.7.4.2
6.7.4.3
6.7.4.4
6.7.4.5

Continuous Data — Continuous Data Home

USEI INTEITACE ... oo 727
Device removal for storage migration ...........c.ccocoveeeiieiiiccieccee e, 727
Getting the UUID of an RDM disk from VMware via the vSphere GUI..... 730
Getting the UUID of a VMDK from VMware, via ssh to the ESX server... 732
Getting the UUID of a VMDK from VMware, via VMware PowerCLI ....... 732
In-place block-to-object storage migration ............c.cocooiieeiiieciiece, 733
Managing SoUrce data...........cccueieeiiiieciieecee e 738
An overview Of held SPACE ........ocvveieeeee e, 739
Scenario desSCriPtioN .........ooii i 739
Monitoring and log management .............cccoveieeiiieeciie e, 741
ConfiguriNng SNIMP ....oeeiieeee e 742
Prer@qUISITES ... 742
Configuring SNIMP fOr V2.....ooouviiiiieeeeee e 743
Configuring SNIMP fOr V3.....oooiiiiiieeeee e 745
CLI: viewing SNMP engine ID .........uvviiiiiiie et 749
SUPPOEA MIBS ...t 750
EXQMIPIES .o 750
Viewing action StatusS .........oooveiiiii e 751
Action sidebar procedure.............oooooiiei e 751
DESCHIPLION .o 751
SUD-ACTHION ..o 752
] 0] £ TSR 753
VIBWING JODS ..o et 753
SYSTEM TAUILS ..o 755
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e e sntaeesneeeeennaeas 755
Delphix object-based environment monitor faults............c.cccccoeeeerenen.e. 756
VIeWING faUS.....oooueiiee e 756
Addressing faultS..........ccoooieiiiiiiieee e 757
Fault lifecycle eXample........cooooooeiioiiiceeeeeeeeeeee e 758

28



6.7.4.6
6.7.5
6.7.5.1
6.7.5.2
6.7.5.3
6.7.5.4
6.7.5.5
6.7.6
6.7.6.1
6.7.6.2
6.7.7
6.7.8
6.7.8.1
6.7.9
6.7.9.1
6.7.9.2
6.7.9.3
6.7.9.4
6.7.9.5
6.7.9.6
6.7.10
6.7.10.1
6.7.10.2
6.7.11
6.7.11.1
6.7.11.2
6.7.11.3
6.7.11.4
6.7.11.5

Continuous Data — Continuous Data Home

Viewing system faults .........c.oooviioiiiiieeee e 759
Accessing audit OGS ....c.eveieeiiieee e 761
OVEIVIEW ...ttt ettt e et e e ettt e et e e et eeeentaeesnneeeennaeas 761
g FeTod=To (U] =SSR 762
Sorting and filReMNNG .........oooiiiiiiee e 763
Column resizing and tOO0ItIPS .....ooeeevviiieieeeeeee e, 763
EXPOrting reSURS .....oooeeiiie e 764
Creating SUPPOMT lOGS ....oiieeiieeeee e 764
USINGThe GUIL....ooeeeiie e 764
USINGTNE CLI ..o 766
Setting support access CONtrol...........coooviiieiiiiieie e, 766
Setting syslog preferenCes..........c..oooviieiiieiieceeeeeeeeeeeee e 767
Severity levels for syslog messages.........coovevveeeieeeiiiccciieeeeeeeeeee 769
Support access audit I0gS........cccuiiieiiiieiiieee e 769
OVEIVIEW ...ttt ettt e e et e et e e et e e enteeeenneeeennaeas 770
Listing the session audit 10gs ........c.cooeeiiiiiiiiiceece e, 770
Downloading a session audit 10g........cccceeeviiiiiiiiiicieeeee e, 770
Reviewing a session audit l0g........c.cooeeiiiiiiiiiicieccce e, 771
] 0 01 €= L4 [0] o < TSR 771
Deleting a session audit [0g .........cccovieiiiiiiiiiiecece e, 771
Diagnosing CONNECLIVILY €ITOIS ........ooiieiiiiiieeeieee et 772
Failed @CtiONS .......oocuieeeeee e e 772
Viewing active faultS.........coouiioiiieicceeeeee e 773
Email (SMTP) alert notifications............cccoeveiiieiiiciceecceee 774
OVEIVIEBW ...ttt ettt e et e e ettt e et e e st e e e sntaeesneeeeennaeas 774
Configuring the SMTP gateway ..........cccoieviiiiiiiicieeceecee e 774
F L= o o] o] 11T 776
A SIMPIE PrOfile ... 778
A compound alert Profil€...........ooueeeoeeee e 778

29



6.7.11.6
6.7.12
6.7.12.1
6.7.12.2
6.7.12.3
6.7.12.4
6.8

6.8.1
6.8.1.1
6.8.1.2

6.8.1.3
6.8.1.4
6.8.1.5
6.8.1.6
6.8.2
6.8.2.1
6.8.2.2
6.8.2.3
6.8.2.4
6.8.3
6.8.3.1
6.8.4
6.8.4.1
6.8.4.2
6.9
6.9.1
6.10
6.10.1

Continuous Data — Continuous Data Home

Complex alert Profile ........cceeeeeeeeeeeeeeeeee e 779
Fluentd plugin service for API modules.............cccccoviieiiiiiiiiiiceee, 783
OVEIVIEW ...ttt ettt e et e e ettt e et e e et eeeentaeesnneeeennaeas 783
Technical detailS........c.oooiieeiee e 784
Splunk iNtegration .............oooouiiiiiiiieceeee e 792
Creating Fluentd plugins...........coooeiiiioie e 817
Performance analytics management ............cccocoveeiieeeiieceiic e, 826
Performance analytiCs.........ccooioiiiiiiieecceeeeeee e 827
Performance analytics 100l OVEIVIEW ...........cceeecviieiiiieiieceeee e, 827
Working with performance analytics graphs in the graphical user

INEEITACE. ...t 829
Performance analytics statistics reference ............ccccovveeeiieciieciiecnen, 832
Performance analytics tool APl reference ........c.ccccoeeeiieiiiecieeciieen, 833
Performance analytics case study: using a single statistic.................... 841
Performance analytics case study: using multiple statistics ................. 845
Storage performance configuration options...........ccccccceeeeeiieiiceieee, 853
Optimal storage configuration parameters for the Delphix engine......... 853
Storage performance test tool (fio) ..........ccooveieieieieiiiccecee, 854
Storage performance expectations and troubleshooting ....................... 860
Storage performance test tool notes - Restricted .............cccoceeveeeveennn. 861
Architecture for performance - hypervisors and host..............ccccco....... 862
Architecture best practices hypervisor host ESX .........ccccoviiiiiiienn 862
Target host OS and database configuration options ..............ccccceueeen.. 865
0S-specific tuning recommendations ...........ccooeviieeiiiciiccieeee e 865
0S-specific tuning recommendations for windows ..............cccccceeveenne.. 874
Usage datamanagement .............oovviieiiiioiii e 875
Disabling user-click analytiCs...........cccooouiiieiiiiiciece e, 875
Starting, stopping, and restarting your engine ..........ccccceeevveeeecvieeeeneeennne 877
FaCIOIY FESET ...t eaae e e e 877

30



6.10.2
6.10.3
6.10.4
6.11

6.11.1
6.11.2

7.1

7.2
7.2.1
7.2.2
7.3
7.3.1
7.3.2
7.3.3
7.4

7.5
7.5.1
7.5.1.1
7.5.2
7.5.2.1
7.5.2.2
7.5.2.3
7.6
7.6.1
7.7
7.7.1

8.1

Continuous Data — Continuous Data Home

O T=E] =] o R UT 877
REDOOT ... e e e 878
POWET OFf . e 879
Introduction to privilege elevation profiles............cccccooveiiiiiiiiieciee, 880
Support for privilege elevation profiles............cccooveeiiiiiiiiiiicieeee 881
How do privilege elevation profiles Work?..........c..ccooveeiiieviiicieeciee, 881
UPGrade ... et 882
UPGrade ...ttt e 882
Upgrading the Delphix Engine: Overview.........c.cccoeeevveeecieeeccieeecee e, 882
TYPes Of UPGrade .........oouviieeeeeeeeeee e 882
Outline of the upgrade ProCesS...........ooouiieeuiiiiiiecieece e 883
Upgrade prereqUISITES .........eiieviiieeieieecee e 884
Scheduling downtime .........cc.ooiiiiii e 884
Verifying the integrity of the downloaded upgrade image....................... 885
Verifying connectivity to datasets and environments..............cccccoueeee.. 885
Downloading the upgrade image.........ccooeeiiiieiiiceeeee e 886
Uploading the upgrade image............ooooveiieiiiiciieeeceeeee e 887
Upgrade VerifiCation.............ccooioviiiiiiceceeceeeeeee e 889
Understanding the verification page........c.cccooeeoiiiiiiciicece e, 890
Resolving upgrade Checks ...........cocviieiiiiiee e, 892
OVEIVIEW ...ttt ettt e e et e et e e et e e enteeeenneeeennaeas 892
Upgrade severities CheCKS ...........oovviieiiiiiceceeeee e, 893
Upgrade check actions..........cccooieiiiiiiciiiiee e 894
Applying the upgrade...........ccooo oo 897
Failure to quiesce a dataset.........ccoeeeieeiiiieiiicie e 898
POStUPGIrade ... e 900
FIIUMES e et 900
1= Tod U] 1 TSR 901
SECUNtY PrINCIPIES....oiiiiieeeeeee e e 901

31



8.2
8.2.1
8.2.1.1
8.2.1.2
8.2.1.3
8.2.2
8.2.2.1
8.2.2.2
8.2.3
8.2.3.1
8.2.4
8.2.4.1
8.2.4.2
8.2.4.3
8.2.4.4
8.2.4.5
8.2.4.6
8.2.4.7
8.2.5
8.2.5.1
8.2.5.2
8.2.5.3
8.2.5.4
8.3
8.3.1
8.4
8.4.1
8.4.1.1
8.4.1.2

Continuous Data — Continuous Data Home

ProduCt SECUTITY .....eoiieiieee e e e 902
Delphix product SECUNItY ........cccvviiiiiiieeeeee e 902
OVEIVIEW ...ttt ettt e et e e ettt e et e e et eeeentaeesnneeeennaeas 902
Software delivery SECUNITY ..........ccvviiiiieieeeeececee e 903
ANcillary COMPONENTS .......oooiiiiice e 903
SOftWAre UPAAteS........ooveiieeeeeeeeeeeeee e 903
Patch annually............ccooioiiiie e 903
Subscribe to Delphix notifications .........ccccooovveieiiiiieeeeeeeeeee 903
NEtWOIK SECUNITY ....oeeeeviiieiiie e e 903
General port alloCation ............oooiiiiiiieee e 904
Password vault SUPPOI..........ooeiieeee e 905
OVEIVIEBW ...ttt et e et e e et e et e e et e e snteeesnneeeennaeas 905
Configuring password Vaults ...........c.ooooiieiiiiiiiccee e 905
Using password Vaults ..........oocviiiiiiiieeceee e 906
Roles and privileges for CyberArk and HashiCorp users...........c............ 906
Supported environments and databases ...........cccccceeeeiieiieeiiiieeeee. 906
Settingup avault via GUIL...........coooeiiiiieee e 906
Setting Up Vault VIa APl ........ooiiieeeeeeee e 919
Certificate ManagemMeNnt.........c..ooouiiiiiieciieee e 922
Configuring network security Settings..........cccoeeeviiieiiiciiiccieeee e 922
Configuring Nnetwork SettiNgS .........coovieiiieeiieccece e 933
KeYStOre SEtliNGS . ... e e e e 943
TrustStore SEtHNGS ...oooeeeeiee e 945
Replication SECUNILY ........cooviiiiiieeeeeee e 947
Choose encrypt and compress when replicating ..........cccccoeeviiienennn. 947
ODJECT SECUNITY ..o 947
USEr management ..........ooooiiiiiiiiiiee et 9048
Secure USer ManagemMENT ..........oiieiiciiiee e e e 9048
Use LDAP for authentication............cccocuvevieiieiieiieececeee e 948

32



8.4.1.3
8.4.1.4
8.4.1.5
8.4.1.6
8.4.2

8.4.2.1
8.4.2.2
8.4.2.3

8.4.2.4
8.4.3
8.4.3.1
8.4.3.2
8.5
8.5.1
8.5.2
8.5.3
8.5.4
8.5.5
8.6
8.6.1
8.6.2
8.6.3
8.6.4
8.7
8.7.1
8.7.1.1
8.7.2
8.7.3

Continuous Data — Continuous Data Home

Create NAMEA USEIS........iiieieeiie ettt ettt e e eae e e e snaeesnaeens 9048
Assign [east Privileges........couviiiiiiieeeee e 9048
Consider Delphix self-service functionality .............ccccoevviiiiiiiiiiicie 948
Disable ADMIN and SYSADMIN .......c.cooiiiieiieiiecieeeeee e 949
Source database SECUNTY .........cccuviieiiiiiiieece e 949
Choose minimum privileges for Delphix DB US€r .........cccccvevvveriieneeennenne. 949
Protect the Delphix DB user password...........ccoceeeeeeivieeeeeciieee e, 949
Use database encryption functionality to encrypt sensitive data at

2] PSSR 949
Choose encrypt and compress when linking ...........cccooeviiiiiiiieeiecenee. 949
Source and target host SECUNtY .........c.cooeiviiiiiiiiice e, 950
Oracle ON UNIX ... ..o e e 950
WINAOWS ...ttt ae e s e e saeeseneeenaeennseens 950
System configuration .............ccoooviiiiiioecce e 951
Maintain system time With NTP ..........cccoooiiiii e, 951
Enable phon@ home ... 952
Register your DelphiX engine..........ccooooiiiiiiiiiice e, 952
Enable LDAP for authentication..............cccovveiiiiiinieciecece e 952
Enable SMTP and/or SNMP mMonitoring..........ccccceeeeveeeeeieeeciee e, 952
GUI SECUITY oottt et e e e e e e e e b e e e e eenraaeeeenes 952
OVEIVIEBW ...ttt et e et e e ettt e st e e e ate e e sntaeesnseeeennaeas 952
Reduce inactive session timeout to 15 minutes.........cccceeeeeeiieeiieenene 952
Use a URL from your domain and create a signed certificate ................ 053
Disable HTTP @CCESS.....ccoiieiieeiieeeeeeeeee ettt 953
Repave DelphiX ENGINE ........ooooiiiieeeeeeee e 953
OVEIVIEBW ...ttt et e et e e et e et e e et e e enteeeenneeeennaeas 953
Prer@qUISITES ... 953
How to Repave a Delphix ENgQine .........ccoooiiiiiiiiieeeeeeee e, 954
REPAVE API CallS ... 954

33



8.7.3.1
8.7.4
8.7.4.1
8.7.4.2
8.7.4.3
8.7.4.4
8.7.4.5
8.7.4.6
8.7.4.7
8.8

8.9
8.9.1
8.9.2
8.10
8.10.1
8.10.1.1
8.11
8.11.1
8.11.2
8.11.3
8.11.4
8.11.4.1
8.11.5
8.11.6
8.11.7
8.12
8.12.1
8.12.2
8.12.3

Continuous Data — Continuous Data Home

Tips and usage guidelinesS............c.ooooviiiiiiiie e 956
POST CAllS et 956
Establish SESSION ......ooeiieee e 956
oo | o ISP UUPRRURPPPPR 956
Enable feature flag.........oooveeoiiieieceeeeeeeee e, 957
REPAVE PIrEPAIE ... e e e 957
REPAVE @PPIY ..o 958
REPAVE STAlUS... ... 960
REPAVE PIrEVIEW ...t e e 961
Masking sensitive data............ccoooeiiiieiiiiic e, 962
AUAIT OGS ..ot et et 962
Review audit 1ogs monthly ..........ccccoiieiiiii e, 962
Forward audit logs to central server via syslog.......c.cccocveieiiiiiiciineennen. 963
SUPPOIT SECUNTY ...vviieeeiiiiie ettt e e e e e e e e e e e e e naaeeeas 963
Delphix operating system (DXOS) .........ccooveuieieeeieieeeeeeeeeeeee e 963
Disable support access (0ptional) ..........ccoeeveeeeceeeeeeeeeeeeeee e 963
PasSWOrd POLICIES.........oeiieeeeeeeeeeee e 963
Getting STArted ... 963
Understanding password poliCies ...........ccccoveievoiiiiiiiiceeeceeee e, 964
Default password POLICY ......ccveieuviiieieeeeeeeeeeeee e 964
Changing the password pPoliCYy...........cooviiiioiiiiiecee e, 964
Who can change password policy forwhom ............c..ocoooeeiiiiiiiiic. 964
What operations can be done by administrators............cccccooeiiiennnne 965
Password policy parameters ............oooovveeeiiieciieeecee e 965
RESITICTIONS ..t 965
AdditioNal tOPICS ...evveeeeeeeee e 965
Performayearly audit ..........cc.oooviiiiiiieee e 965
o] g =Yoo SR 965
SECUNTY TESTING . 966

34



8.12.4
8.12.5

9.1
9.1.1
9.1.2
9.1.2.1
9.1.2.2
9.1.2.3
9.1.3
9.1.3.1
9.1.3.2
9.1.3.3
9.1.34
9.1.3.5
9.1.3.6
9.1.3.7
9.1.3.8
9.1.4
9.1.4.1
9.1.4.2
9.1.4.3
9.1.44
9.1.4.5
9.1.5
9.1.5.1
9.1.5.2
9.1.5.3
9.1.5.4

Continuous Data — Continuous Data Home

SECUNMTY DANNET ..o e 966
Virtual database SECUItY.........ooooiiiiiiiei e 966
DAASELS ..ot 967
Getting started with datasets..........c.cooooviiieiiicc e, 967
DatasetS OVEIVIEW....cc..uiiiiiiiieeee et 968
General arChite@CtUre ........cccuiiiiieeeee e 968
INQESTION OVEIVIEW ....oviiiiiiiieee et e e e e 968
Staging Pull vs. Staging Push ..., 970
PrOVISIONING ...ttt et e e e e e e e eaaaaeeeeaes 971
Environment management...........c.oueiieeeiiiiie e 972
OVEIVIEBW ...ttt ettt e et e e ettt e st e e s ateeesnteeeeneeeeennaeas 972
Environment configuration requirements ..........c.ccccoeeeeiiiiieecee e, 972
Adding and discovering an environment............cccccoeeeiiiiecie e 974
NetWOrK reqUIrEMENTS ... 975
ENVIFONMENT USEIS ..ot 977
DelphixX TOOIKIT.......oeeieeeeeeeeeeee e 979
Java Development Kit (JDK) .........cccoovieuiiiiiieieciceeceeeeeeeeeee e 979
Environment operations ... 083
dSource managemMeNt ............ooooviiiiiieeee e 987
OVEIVIEBW ...ttt ettt e e ettt e et e e e aaeeeenteeesnneeeennaeas 987
LinKiNg dSOUICES.......ceeiiiee e e 987
The dSource timefloW.........c.oooviiieieecee e 987
The dSource snapshot...........ooiiiie e 088
ASOUrCE OPEratiONS........eveiieeeeee e 088
Virtual database (VDB) Management............ccoovevveeeeeeeeeeceeeeee e 993
OVEIVIEBW ...ttt et e et e e et e et e e et e e enteeeenneeeennaeas 993
VDB TIMEFIOW ..ot 993
VDB SNAPSNOT ... 994
VDB OPEratiONS .....cooeeiiiieeeeeee e 994

35



9.1.6
9.1.6.1
9.1.6.2
9.1.6.3
9.1.6.4
9.1.6.5
9.1.6.6
9.1.7
9.1.7.1
9.1.7.2
9.1.7.3
9.1.7.4
9.1.7.5
9.1.7.6
9.1.8
9.1.8.1
9.1.8.2
9.1.8.3
9.1.8.4
9.2
9.21
9.2.1.1
9.21.2
9.2.1.3
9.2.2
9.2.3
9.2.3.1
9.23.2
9.2.3.3

Continuous Data — Continuous Data Home

HOOK OPEIratioNS.........ovveeiiieeeeeeeeee e 1003
OVEIVIEBW ...ttt ettt et e et e e et e e et eeenneeeenaeeenes 1003
Creating hook operations..............cocviiiiiiiiciiecc e 1003
Hook operations templates.........c..ooeieeoeieiiieieeee e, 1005
HOOK 0perations liSt.........coouviiiiioeee e 1007
Self-Service interaction with hOOKS ..........cccoeevieiiiiiiiiieieee e, 1009
Shell OPEerations ..........coouviiiiieeee e 1010
POIICIES ettt ettt 1012
OVEIVIBW ...ttt ettt e e et e ettt e et e e et e e e neeeeeneeeenes 1012
Default vs. CuStOmM POLICIES ......ooeeeeeeeeeeeeeeeeeee e 1012
Setting different policies for objects ina group........ccccccoeeeiiieiieennnne. 1013
Create @ cUSTOM POLICY ....ccuiiiiiiieee e 1014
Policies and tiMEZONES .........c.ooeiiieiiiee e 1015
Configure retention on individual snapshots ...........c.ccccceeeiiiiiecneennen. 1015
Basic troubleshooting..........oooouiiiiiiii e 1016
ENVIFONMENT ..o e e 1016
DelphixX TOOIKIT.......cooeeeeeee e 1016
dSource and virtual databases (VDB)..........cccccceeueeueeiieecicececeeeeee, 1016
LOg ManN@gemENt.........oooiiiiiiiie ettt e e e 1017
IBM DDb2 data SOUIMCES .......oooeiieiiieeieeeeeete et 1017
OVEIVIEBW ...ttt ettt et e ettt e et e e et e e e neeeeenaeeenes 1017
IBM Db2 connector architeCture...........ccccveeeeeiiiieiieeie e 1018
Limitations of the IBM Db2 solution ...........ccceoviieiieiieiieieeeeeeeee 1019
SUPPOIT et e e e a e e e e aaa 1020
IBM Db2 virtualization ProCeSS ........ccoouveeeiieeeee e 1020
IBM Db2 installation and upgrade............cccooeviiiiiiiiiccieeee e, 1021
Downloading the conNNECLOr .............ooiiiiiieiieee e 1021
Installing the CONNECTON........c..oiiiieiee e 1021
Upgrading the CONNECTON ...........ooiiiiiiieeeeeeee e 1022

36



9.24
9.2.41
9.24.2
9.2.43
9.2.5
9.2.5.1
9.2.5.2
9.25.3
9.2.6
9.2.6.1
9.2.6.2
9.2.6.3
9.2.7
9.2.7.1
9.2.7.2
9.2.8
9.2.8.1
9.28.2
9.28.3
9.284
9.2.8.5
9.3
9.3.1
9.3.2
9.3.2.1
9.3.2.2
9.3.2.3
9.3.24
9.3.2.5

Continuous Data — Continuous Data Home

IBM Db2 requirements and prerequisites...........cccoevveeiieviieeeieeecieeeeen, 1025
IBM DDb2 SUPPOIt MAtriX .....ooeiiiiieieieeeeee e 1025
Requirements for IBM Db2 source databases........c..cccccovvveeveriicnennnne. 1032
Requirements for IBM Db2 staging and target environments .............. 1034
IBM Db2 connector operations ..........cocveeeiieeiiiie e 1045
Discovering IBM Db2 installations...........ccccooeieiiiiiciiieeeeeeen 1046
Linking IBM Db2 data SOUICES ........ccceeeuiieiieieeieeee e 1051
Provisioning IBM Db2 virtual databases ..........ccccccocoiiieiiieciiiieie 1074
IBM Db2 troubleshOoting............cocuviieiiiiieiiicceeeee e 1078
IBM Db2 advanced configuration ............c.ccoccooeeiiiiiiiiiicc e 1078
IBM DB2 10QQING.....ii i e 1084
Managing IBM Db2 log rotation and log level..........c..ccooeeiininnnnnen. 1084
IBM Db2 additional information...........c.cccoevieiieiieniieeeeeeeeeee 1085
Delphix Virtualization glossary...........cccoveeeiiiieciiiieeeeeeeee e 1085
IBM DD2 glOSSArY .....cooeeieeeeeeeee et 1086
IBM DD2 FAQS ... oottt et 1090
What are the best practices for taking a backup? .........cc..ccocoeeviennnne. 1090
How to take a full online backup of a db2 database? ........................... 1091
What is the user-side validation prior to the snapshot?........................ 1091
How to use the Delphix Continuous Data Engine key pair?................... 1092
How to update the Db2 version level? ..., 1092
Couchbase data SOUICES..........cocvieeiieriieeeeeeeeeeee e 1093
Couchbase virtualization ProCess .........cccueeeeeeivieeiieceee e 1093
Couchbase installation and upgrade..........cc.coooviieiiiiicciiieeecee e 1094
Prer@qUISITES ... 1094
Downloading the conNNECOr .............oooviiiieiiee e 1094
Installing the CONNECTON........c..viiiieeeee e 1094
Upgrading the CONNECTON ...........ooiiiiiiieeeeeeee e 1095
Upgrading Couchbase version on source, staging, and target host..... 1095

37



9.3.3
9.3.3.1
9.3.3.2
9.3.3.3
9.3.34
9.3.3.5
9.3.3.6
934
9.3.4.1
9.3.4.2
9.3.43
9.3.5
9.3.5.1
9.3.6
9.3.6.1
9.3.6.2
9.3.6.3
9.3.6.4
9.3.7
9.4
9.4.1
9.4.1.1
9.41.2
9.41.3
9.41.4
9.41.5
9.4.1.6
9.41.7
9.41.8

Continuous Data — Continuous Data Home

Couchbase requirements and prerequisites...........cccocvvveeeeeccveeeeeccnnnn... 1095
Requirements for source databases .........ccccoooevveieeiieecceeeeeee e 1095
Requirements for staging and target databases..........c..cccoeeeeeneennn. 1096
Staging prerequisites for ingestion using backups...........ccccccceveenn 1096
Couchbase support MatriCeS.......cccuvveeieeeieeeeeeeee e 1096
Couchbase network and connectivity requirements.............cccccccuveeen.e. 1098
Couchbase host environment requirements...........cccccveeeeeeiieeeeeccnnnee.. 1100
Couchbase connector operations..........cccceeeeeeiieeeeeeciieee e 1103
Discovering Couchbase installations ............ccccooeieeiiieiiicc 1104
Linking Couchbase data SOUrCes..........cccoeecvvieeeiiiieciieeeeeee e 1107
Provisioning Couchbase VDBS...........cccoeiieiiiieciiiceeeeeeeee e 1112
Troubleshooting Couchbase data sources.........ccccceeevveiiciieceiieeene. 1121
LOGOING ...ttt e e e et e e e e e e e et e e e e e enraaaaeens 1121
Couchbase developer's CLIguide...........ccooviiieiiiieciieeeeeeeee e 1121
Discovering a Couchbase environment............ccccoooeiiieiiiieciee e 1121
Couchbase SourceConfig operations...........cccceeeeieeceeiciccceeeeeceeee. 1123
Couchbase linking operations.............cccceeeeiiiieiiii e 1124
Couchbase provisioning operations via CLI...........cccccoeeeiiieiciiieieeenee 1127
Couchbase data source limitations...........cceecieeiienciencee e, 1130
MoNgODB data SOUICES .........cccuvvieiiiieeeeeee e 1130
MongoDB virtualization proCess.........cccceeeviiieeiiiiciie e 1131
7= 1< o USSP 1131
offlinemMONGOAUMP ... 1131
ONliNEMONGOAUMP ....ooiiiiieiie e e 1132
eXteNdEdCIUSTEN .....ooeiiieeeeee e 1132
shardedsource (using MongoDB Ops Manager backup files).............. 1133
shardedsource (using cluster-to-cluster Sync) .........ccccceceeveeeevreneeneenee. 1133
nonshardedsource (using MongoDB Ops Manager backup files)........ 1134
STAQINGPUSN ... 1134

38



9.4.2
9.4.3
9.4.3.1
9.43.2
9.4.3.3
944
9.4.41
0.44.2
9.4.4.3
9.4.5
9.4.5.1
9.4.5.2
9.4.5.3
9.4.5.4
9.4.5.5
9.4.6
9.4.6.1
9.4.6.2
9.4.6.3
9.4.7
90.4.8
9.4.8.1
9.48.2
9.4.8.3
9.5
9.5.1
9.5.1.1
9.5.1.2
9.5.2

Continuous Data — Continuous Data Home

MoNQODB iNQESION TYPES ...oveiieeeiiee e 1135
MongoDB requirements and prerequisites ...........cocceveeeieeecieeceneeeenee, 1137
MoNQODB SUPPOIt MALFIX ......eeiiiiiiiieeeiiiee e e 1137
Requirements for MongoDB source databases...........c.ccccveeveeeneennnen. 1141
Requirements for MongoDB staging/target environments................... 1142
MongoDB installation and upgrade ..........cccoooeeiiieiiiiceee e 1147
Downloading the conNECOr .............ooieciiiiciiice e 1147
Installing the CONNECTON........c..viiiiiieee e 1147
Upgrading the CONNECTON ...........ooiiiiiiiceeeeeeee e 1148
MongoDB connector OperationsS.........cccvveeeeeciiiee e 1149
Discovering MongoDB installations............c.cccoeeiiieoiiiiiiiie e 1150
Adding a MongoDB environment...........ccccoeieiiiieeiiii e 1150
Adding a MongoDB source config.........cccoevvieiiieeiiccieceeeeeeeeee 1152
Linking MongoDB data SOUrCES..........ccceieeiiiieciiiceee e 1154
Taking a snapshot of the staging DB .........cc.ccoovieiiiiiiiiciieeeeeeee, 1169
Provisioning MongoDB virtual databases (VDBS) ..........cccccveveeeueennen. 1171
Prer@qUISITES ... 1171
g CeTod=Te (U] R SUUS USSR 1171
Rewinding @ VDB .......c..oiiiieeeeee e 1174
MONGODB 10QQING «.eoiieeiiieeiee e 1174
MongoDB developer's guide ...........c.oooooiiiieiiiicc e 1175
MongoDB discovery operations...........ccceeeviieeeiiiieciie e 1175
MongoDB link Operations............coccuviieciiiieiiieee e 1175
MongoDB provision Operations ...........cccceeeeeeiiieeeiiciiee e 1180
MySQL data SOUICES.......ccuiiieieeeeee e 1182
MySQL support and requirements..........ccccvveeeiiiieciie e 1182
MYSQL MATFIX ..eiiiieeeiiiiee e e e e e e e e eeaaeaaeeas 1183
MYSQL Prer@qUISITES. .....cocceiieee ettt e e e 1187
Quick start guide for MySQL .........oooviiiiiieieeeeeeeeeeeeeeeee e 1193

39



9.5.2.1
9.5.2.2
9.5.2.3
9.56.3

9.5.3.1
9.5.3.2
9.6.3.3
9.5.4

9.5.4.1
90.5.4.2
9.5.43
9.5.44
9.5.5

9.5.5.1
9.5.5.2
0.5.6

9.5.6.1
9.5.7

9.5.7.1
9.5.7.2
0.5.8

9.5.8.1
0.5.8.2
90.56.8.3
0.5.8.4
90.56.8.5
9.5.9

9.5.9.1
9.5.9.2

Continuous Data — Continuous Data Home

What does MySQL connector do?..........ccoeeeeiiiieiiieecieeeeee e 1193
WHEre 10 STart?......ooeie e 1194
QUESTIONS? ...t ettt e et e e e e e 1194
MySQL connectorinstallation............ccccooeeiiiieiiii e 1194
Prer@qUISITES ... 1194
Installing the MySQL CONNECTON........cc.viiieiiiieieeeee e 1194
Method 2: using dvp command ...........cccooeeiiieciiiieeee e 1197
MySQL environment diSCOVETY .........ooocviieeiiieeciee e 1197
Prer@qUISITES ... 1198
Refreshing an environment ............cccooooiiiiiiiciiccieccecee e 1198
Add SOUICE CONTIG...ccuiiiiiiiiii e 1198
What's NEXE? .. .o 1200
Linking Data Sources With MySQL..........cccooviiiiiiieieeeeeeee e 1200
Linking using replication with bin log mode........c..ccccooiiieiiiniieee. 1200
Linking using Staging Pushmode ..........ccccviiieiiiiiiee e 1203
Source sizing implementation for MySQL data sources....................... 1205
PrOCEAUIE ...ttt sttt e e e s e sseeennee s 1205
Provisioning VDBs from MySQL dSources.........cc.cccoveevieeiieecieecneee. 1206
Prer@qUISITES ... 1206
Provisioning @a VDB .........oooiiiii e 1206
Upgrading a dSource,VDB after a MySQL database upgrade................ 1210
OVEIVIEBW ...ttt ettt ettt e ettt e et e e et e e e nneeeenaeeenes 1210
SYStemM reqUIrEMENTS.......ooiiiiiieee e e 1210
Pre-re@QUISITES ... 1210
How to upgrade MySQL Target Environments and their VDBs............. 1211
How to upgrade MySQL Source and Staging Environments................. 1212
MYSQL FEfErENCES......c.eviieeeeeeeeeeeee e 1215
MySQL plugin exit COAES .......ccouviiiiiiieeeeeee e 1215
TroubleShOOtING .........eiiiiieeee e 1217

40



9.6
9.6.1
9.6.1.1
9.6.1.2
9.6.2
9.6.2.1
9.6.2.2
9.6.2.3
9.6.24
9.6.2.5
9.6.2.6
9.6.3
9.6.4
9.6.4.1
9.6.4.2
9.6.4.3
9.6.44
9.6.4.5
9.6.4.6
9.6.4.7
0.6.4.8
9.6.4.9
9.6.4.10
9.6.4.11
9.6.4.12
9.6.4.13
9.6.4.14
9.6.4.15
90.6.4.16

Continuous Data — Continuous Data Home

Oracle data SOUICES........oociieiieeeeeeee et 1218
Delphix architecture with Oracle.........cccvoeiiieiiiiiie e, 1219
OVEIVIEBW ...ttt ettt e et e ettt e et e e et e e e nneeeenaeeenes 1219
Environment linking and provisioning architecture .............ccccccccoe....... 1219
Transparent data encryption and DelphiX ..........ccccooieiiiiiiiiiiicieee 1221
OVEIVIBW ...ttt ettt e ettt e et e e et e e enaeeeenaeeenes 1221
Oracle TDE support for external key managers............ccccocveecveeeneenen. 1223
TErMINOIOGY ..o et 1223
REQUIFEMENTS ... 1226
Wallet location configuration ............c.cccccoeeeiiiiiiiiiicceece e 1227
Required O/S permissions for the Delphix user..........cccovveeevviecnenennne. 1229
Oracle environment management ...........ccccceieeiieieciie e 1229
Quick start guide for Oracle on LinuX ........c.cccceeeiiieeiiieiiceeeeeeeeee 1230
OVEIVIEBW ...ttt ettt e et e ettt e et e e et eeenneeeeneeeennes 1230
Deploy OVA ON VMWAIE ......ooooiiiieieeeeee et 1231
Setup network access to Delphix engine ..........cccoeeeeiiieiiiicccieecee, 1232
Setting up the Delphix engine.........cccooooiiiiiiiiice e, 1234
Requirements for Oracle hosts and databases ..........cccccceeeeeveeeecnennne. 1238
Oracle hosts and databases ...........cccovoieeieecieeceeeee e, 1238
Source host reqUIremMENt ...........ooeiiiiiieeeeeee e 1238
Additional requirements for RAC environments ...........cccccccceeeveeennnnee. 1239
Auto-discovery requIremMeNntS .........ooooveeieeiieieciee e 1240
Source database requIremMEeNtS............ooeeeeiiieeeeceieee e 1241
Operating system specific requirements ...........cccccceeeeeieeceeeceeceneeee. 1242
Additional target /staging host requirements..........cccccoeeeieeeieeennen. 1242
Adding Oracle source and target environments ..........c.c.cccoeeeeieeennen. 1244
Linking an Oracle data SOUrCe............ccccuvieeiiiieciiiceee e 1245
Provisioning an Oracle VDB ..........cc.ooi i 1246
NEXT STEPS oo 1248

41



9.6.4.17
9.6.5
9.6.5.1
9.6.5.2
9.6.5.3
9.6.5.4
9.6.5.5
9.6.5.6
9.6.5.7
9.6.5.8
9.6.5.9
9.6.5.10
9.6.5.11
9.6.5.12
9.6.5.13
9.6.5.14
9.6.5.15
9.6.5.16
9.6.5.17
9.6.5.18
9.6.5.19
9.6.5.20
9.6.5.21
9.6.5.22
9.6.5.23
9.6.5.24
0.6.6
9.6.6.1
9.6.6.2

Continuous Data — Continuous Data Home

1] 1] o) ST TR UUPPTPUURPTRN 1249
Quick start guide for Oracle on Solaris SPARC.............ccccceevieceeenienen. 1249
OVEIVIEBW ...ttt ettt e et e ettt e et e e et e e e nneeeenaeeenes 1249
Deploy OVA ON VIMWAIE ......ooooiiiieieeeeee e 1250
Setup network access to Delphix engine ..o, 1251
Setting up the Delphix engine..........cccoooviiiieiiiiee e, 1253
AdMINISTIAtOrS ..ot e e 1254
SYSTEM TIMIE oo e 1255
NETWOTK ...t enee e 1255
) o] £= o = TSRO UURR 1255
Outbound CONNECTIVILY......c..oiiiiiiiieee e 1255
AUTNENTICAtION ... e 1255
SUMIMIAIY ...t e et e e et e e e e ar b e e e e enaaaeeeeennnaeas 1256
Requirements for Oracle hosts and databases ..........cccccoeeeevvveecnennne. 1257
Oracle hosts and databases ...........cccovcieeiieciecceee e, 1257
Source host reqUIremMENt ...........ooeiiiiieee e 1257
Additional requirements for RAC environments ...........ccccccceeeeveeennenne. 1258
Source database requIremMENtS............oeeeeeeiiee e e 1260
Operating system specific requirements ...........cccceeeeeeieeceeeceeeneeee. 1261
Additional target /staging host requirements...........cccccoeeeiieeieeennen. 1261
Deploy hostchecker to validate Delphix requirements........................... 1262
Adding Oracle source and target environments ..........c.cccccoeeeeieeenne.. 1264
Linking an Oracle data SOUrCe............cccouvieeiiiieciieeeeeeee e 1265
Provisioning an Oracle VDB ..........cc.ooioiiieeiieeeee e 1265
NEXT STEPS oo 1268
1] 1] o) ST UUPPTPUURPTRN 1268
Datapatch and DelphiX ..........ooooomiiiiie e 1268
OVEIVIEBW ...ttt ettt et e et e e et e e et eeenneeeenaeeenes 1268
Delphix Implementation of Datapatch Invocation ................ccccoeene. 1269

42



9.6.6.3
0.6.6.4
9.6.7

9.6.7.1
9.6.7.2
9.6.7.3
9.6.7.4
9.6.7.5
0.6.8

9.6.8.1
0.6.8.2
9.6.8.3
0.6.8.4
9.6.8.5
0.6.8.6
9.6.8.7
0.6.8.8
9.6.8.9

9.6.8.10
9.6.8.11

9.6.8.12
0.6.8.13
90.6.8.14
9.6.9
9.6.9.1
9.6.9.2
9.6.9.3
9.6.9.4

Continuous Data — Continuous Data Home

When to select the Invoke Datapatch option in Delphix?...................... 1270
Required OS Permissions for the Delphix User...........ccccccooviecvieeneenen. 1271
Oracle support and requIremMents .........coccveeeeeeiiieeeeeceee e 1271
(0] = Tod [ 0 1 1= 11 ) PSSP 1271
Requirements for Oracle hosts and databases ...........ccccveeeveveecnennne. 1279
Network and connectivity requirements for Oracle environments....... 1286
Sudo privilege requirements for Oracle environments.......................... 1292
Sudo file configuration examples for Oracle environments.................. 1296
Managing Oracle environments and hosts ...........cccccooeiiiiiiiccinn 1300
Managing enviroNMENT USEIS .........cccooeiiiieieiiiiiee et e e eiveee e 1301
Environment attributes for hosts with Oracle ..........c.ccccooeveiiiienienn. 1301
Adding an Oracle single instance or RAC environment......................... 1304
Adding Oracle standalone and RAC targets in Kerberos....................... 1306
Adding a database installation home to an Oracle environment.......... 1310
Adding a database to an Oracle environment..............ccccoeveeeeieeennenn. 1311
Adding a listener to an Oracle environment..........c.cccccoeiieniienciieniene 1312
Enabling linking and provisioning for Oracle databases....................... 1314
Linking an Oracle RAC source database using a standalone host

L2 01 o] ] g T=T o | P SRR 1314
Listener and JDBC verification............cccooievieiiiiiieiececeee e 1316
Changing the hostname or IP address for Oracle source and target
ENVIFONIMENTS ...ttt ettt e e eee e et e e eeee e e e e 1320
How to change ORACLE_HOME............c.cooooiiiei e 1322
CLI support for partial-full backup in Oracle ............c..cccooeeeveieiecnienen. 1323
Managing cluster nodes of an Oracle RAC environment ...................... 1324
Linking data sources and syncing data with Oracle............ccc.ccoo....... 1325
Linking data sources with Oracle..........ccoccvveeiieriiinceeeeeeeee e, 1326
Linking an Oracle pluggable database ...........ccccccooeeiiieiiieciiice 1327
Staging push implementation for Oracle ............cccooovieeiieiiiiciec 1328
Data management settings for Oracle data sources ............ccoccuveen.e. 1339

43



Continuous Data — Continuous Data Home

9.6.9.5 Prepare and upgrade a Non-MT Oracle dSource to MT ...........cc......... 1343
9.6.9.6 Repository templates for Oracle databases............ccccooveeeiiiciieeennen. 1345
0.6.9.7 Using the PurgelLogs operation ...........ccccooeoiiieiiiiieiiiecceeeee e 1347
0.6.9.8 Advanced liNKiNgG........ccuiieoiiiieiiie e 1350
9.6.10  Provisioning and managing virtual databases with Oracle................... 1402
9.6.10.1 Overview of provisioning Oracle virtual databases ...............cccccue..... 1402
9.6.10.2 Configuration settings for Oracle virtual databases..........c...ccccocn..... 1404
9.6.10.3 Provisioning an Oracle VDB ..........c.c.ooooiiiieciieeeeeeeee e 1428
9.6.10.4 Provisioning an Oracle virtual pluggable database (vPDB)................... 1432
9.6.10.5 Provisioning a TDE-enabled VPDB ............ccccooioiiiiieiiiieceeeee e 1435
0.6.10.6 A closerlook at TDE proviSioning ...........cccccvveeeiiieecieeeciee e 1458
9.6.10.7 Provisioning a vPDB from a non-multitenant source ............c..ccoc......... 1463
9.6.10.8 Provisioning a VDB from an encrypted Oracle database....................... 1471
9.6.10.9 Managing Oracle RAC virtual databases with only a subset of configured
RAC nodes available...........coooiiiie e 1472
9.6.10.10 Managing multiple virtual PDBs in a virtual CDB.............ccccceeiieeienneee. 1473
9.6.10.11 Refreshing and rewinding a TDE-enabled VPDB ............c.cccceevvervrnnnnnen. 1476
9.6.10.12 Rotating TDE external key manager password............cccccoceeeveeeeneeennee. 1480
9.6.10.13 Adding or Editing TDE External Key Manager Credential...................... 1483
9.6.10.14 Adding or Editing the OKV home .........ccooieiiiiiiiieee e 1485
9.6.10.15 Updating the Parent Database TDE Keystore Location......................... 1486
9.6.10.16 Adding or Editing the Target Keystore Password...............cccceeeenveennne. 1487
9.6.10.17 Adding or Editing the TDE Keystores ROOt ............cccceieeiiiieiiiieeieeee 1488
9.6.10.18 Timeflows for RAC provisioning of VDBS..........cccccoeviviiiiiiiciecee. 1489
9.6.10.19 Upgrading an Oracle VDB, linked CDB, or a vCDB............ccccceeiiirereennnen. 1493
9.6.10.20 Customizing RAC instances after provision...........ccccccoevvevvieevieiiennenen. 1496
0.6.10.21 Migrating an Oracle VDB ..........c..ooouiieeiiieeeeeeee e 1498
9.6.10.22 Migrating @ VPDB .........ooo it e 1499
9.6.10.23 Migrating a TDE-enabled VPDB............cccoooieiiiieieeeeecceeee e 1500

44



Continuous Data — Continuous Data Home

9.6.10.24 Migrating a vPDB (from a linked CDB) to a higher Oracle version (linked

CDB) ettt ettt ettt aenas 1509
9.6.10.25 V2P with @an Oracle VDB .......ccooeoiieeieeeeeeeeeeee e 1511
9.6.10.26 V2P with a snapshot or timeflow-point ...........ccccooeviiiiiiiiiee 1526
9.6.10.27 Provisioning from a replicated Oracle VDB.............ccccoeieeiieeciieeneenen. 1528
9.6.10.28 Provisioning a TDE-enabled vPDB to a RAC cluster target ................... 1529
9.6.10.29 Refreshing or rewinding a broken/unusable virtual PDB....................... 1530
9.6.10.30 Managing cluster instances of Oracle RAC virtual databases.............. 1532
9.6.11 Oracle hooK Operations ...........ooeeeeiieeeeeee e 1534
0.6.11. 1T OracCle RAC ... enns 1534
9.6.11.2 Shell OPerationS .........ooooiiieeee e, 1534
9.6.11.3 Other OPeratioNS ........oooiiiieiee e 1536
9.6.11.4 Oracle environment variables ..........c.cccceeriieeiiencieeee e, 1537
9.7 Oracle E-Business Suite (EBS) data SOUrCes .........cccccceeuveeveereeveeneennnne. 1539
9.7.1 Oracle E-Business Suite and Delphix conceptual overview................... 1539
9.7.1.1  Why use the Delphix Engine with E-Business suite?.............cccccocuveen..... 1540
9.7.1.2 Overview of linking and provisioning EBS ...............ccccoeoiiiiiieiieeeee. 1540
9.7.1.3 dbTechStack datasetl.........cccoocveriieriieeee e 1541
0.7.1.4 Database datasel..........ccooiioiieeieee e 1541
9.7.1.5  appSTier dataset..........oooooiiiiiieieie e 1541
0.7.1.6  HOW dOES It WOIK? ..ottt e 1542
9.7.2 Oracle E-Business Suite (EBS) MatriX..........cccoeoveeveeieceeeeeceeeeeeeeee 1542
0.7.2.1  Plugininstallation ............cccoiioiiiiie e 1542
0.7.2.2 Migration and compatibility .........ccccooeeiiiiioiii 1543
0.7.2.3  SUPPOIEA VEISIONS .....coo et 1543
9.7.2.4 Red Hat Enterprise Linux (RHEL) ..........ccoceeviiiiiiiceeeeeceeeeee 1544
9.7.2.5 Solaris SPARC (x86 and SPARC) ..........ccocuieieiiieieeceeeeeeeeeeeee e 1546
0.7.2.6  IBM AIX ..ottt b e neeneens 1546
9.7.2.7 Plugin/Delphix engine compatibility ..........ccccooviiiiiiiiiiiii 1547

45



9.7.2.8
9.7.2.9
9.7.3

9.7.3.1
9.7.3.2
9.7.3.3
9.7.3.4
9.7.3.5
9.7.4

9.7.5

9.7.5.1
9.7.5.2
9.7.6

9.7.6.1
9.7.6.2
9.7.7

9.7.8

9.7.8.1
9.7.8.2
9.7.8.3
9.7.8.4
9.7.8.5
9.7.8.6
9.7.8.7
90.7.8.8
9.7.8.9
9.7.9

9.7.9.1
9.7.9.2

Continuous Data — Continuous Data Home

Plugin upgrade path for EBS 12.2 CUSTOMErS.........cceeviveiieeiieiieiieeens 1551
Unsupported EBS versions and features.........cc.coooveeeeeveiecee e, 1552
EBS HealthChecker for validating source and target environments .... 1552

OVEIVIEBW ...ttt ettt et e ettt e et e e et e e e neeeeenaeeenes 1552
SITUCTUIE ...t et e e 1553
WOTKFIOWS.....ceiiiieeieeeeee e 1553
Prer@qUISITES ... 1553
INSTIUCTIONS ... 1554
EBS plugininstallation............ccoooiiiiiiiiiee e 1557
Upgrade EBS objectsS t0 6.0........ccocviiiiiiieieee e 1558
Uploading @ plugin ........oooouiiiieeee e 1558
Post upgrading 10 6.0.3.0 orlater........cccoooeviiieeiiiee e 1558
Upgrade objectS t0 5.3 ......eoiiiee e 1559
Post upgrade 10 5.3.2.0 ......oiiiieee e 1559
Post upgrade 10 5.3.T.0 . c.eiiiiee e 1560
Upgrade EBS objeCctS t0 5.2......uovieiiiieeeeee e 1560
OracCle EBS RT2.2 ...ttt 1562
Source EBS R12.2 instance requirements..........cccccvveveeeeeeeecciiniveeeeeeeen. 1562
Virtual EBS R12.2 instance requirements...........ccccceeeeeeiveeeeeecieeee e 1563
RemMOtE [OQQING ....uviiieiieeeeeee e 1565
Preparing a source EBS R12.2 instance for linking ...........c..ccccoceeveen. 1567
Linking a source EBS R12.2 instance ...........ccccoovveieciiieeiiiieeeeee e 1576
Preparing target EBS R12.2 environments for provisioning.................. 1582
Provisioning a virtual EBS R12.2 instance.........c.cccocoveieeiiiecieiceeee 1597
Linking & provisioning TDE Enabled (19c) Oracle EBS PDB.................. 1633
EBS database port flexibility/customization...............ccccooeviieiiecniennen. 1650
Managing data operations for virtual EBS instances ............ccccuc....... 1658
Starting and stopping a virtual EBS instance...........ccccccoooiiieiiiee, 1659
Rewinding a virtual EBS inStancCe............ccccovvieiiiiieciieeeeeee e 1660

46



9.7.9.3
9.79.4
9.7.9.5
9.7.9.6
9.7.9.7
9.7.9.8
9.7.9.9
9.7.10
9.7.10.1
9.7.10.2
9.7.10.3
9.7.10.4
9.7.10.5
9.7.11
9.7.111
9.7.11.2
9.7.11.3
9.8

9.8.1
9.8.2
9.8.3
90.8.4
9.8.5
9.8.5.1
9.8.5.2
9.8.5.3
0.8.6
9.8.6.1
90.8.6.2

Continuous Data — Continuous Data Home

Refreshing a virtual EBS inStance............ccccoeevieiiecciecceceeeeeeeee 1661
Enabling and disabling a virtual EBS instance .........c..c.cccoeeiieieninnen. 1662
Deleting a virtual EBS instance ...........cccccoeeiiieciiieeeeeee e 1663
Modifying the appsTier topology ........ccveeeiieeiiieiieeeeeeeeeeeeeeeee 1664
Replicating a virtual EBS instance ...........cccccoeeeiiiiiiiicicee e 1665
Upgrading a Delphix Engine hosting a virtual EBS instance.................. 1666
Migrating @an EBS VDB .........oooiiiieiee e 1666
Virtual EBS iNStaNCe reCiPeSs .......ooooveuveeeeeeeeee e 1667
Configuring a Delphix self-service data template forEBS .................... 1667
Managing the APPS password ...........ccccoeeiiieeiiiieeeceeeeee e 1668
Refreshing a target dbTier environment.............cccooeveieiiieiiieiiccieeee. 1670
Managing the Weblogic password ...........cccoveeeiiieciieeceecce e 1671
Working with EBS snapShots .........cccviiiiiiiiiiiceece e 1673
Oracle EBS hook operations..........cc..eeeeeeeieeiieeeieee e 1673
Shell OPerations .........coocveiii oo 1673
Other OPeratioNS ...........vviiiieeeeeeeeeee e 1675
EBS environment variables.............ccoooiiii 1676
PostgreSQL data SOUICES..........oeeeceiiiieeeeeeeee e 1677
OVEIVIEBW ...ttt ettt et e et e e et e e et eeenneeeenaeeenes 1677
Limitations of the PostgreSQL solution ............ccccooevvieeiiieiiiceceee. 1678
SUPPOIT et e e e a e e e e aean 1678
Virtualization PrOCESS .......vveiiieeeee e 1678
Installation and upgrade.............ooouvieeiiiieiie e 1679
Downloading the conNNECLOr .............ooiiiiiieiieee e 1679
Installing the CONNECTON........c..oiiiieiee e 1679
Upgrading the CONNECTON ...........ooiiiiiiieeeeeeee e 1680
Requirements and prerequUISIteS.........ooouveeeieeciiee e, 1682
Support matrix (POStgreSQL) ........oovoveeeeeeceeeeeeeeeeeeeeee e 1683
Requirements for source databases .........cccccoevevieeieeeceeeeeeeeeeee e 1689

47



9.8.6.3
9.8.7
9.8.7.1
90.8.7.2
9.8.7.3
0.8.8
0.8.8.1
0.8.8.2
0.8.8.3
9.8.9
9.8.9.1
90.8.9.2
9.8.9.3
9.8.10
9.8.10.1
9.8.10.2

9.8.10.3
9.9
9.9.1
9.9.1.1
9.9.1.2
9.9.1.3
9.9.1.4
9.9.2
9.9.2.1
9.9.3
9.9.3.1
9.9.3.2

Continuous Data — Continuous Data Home

Requirements for staging and target environments..........c...ccccceveene. 1693
CoNNECTOr OPErAtiONS ....eeiiiiiii et 1705
Discovering installations ............cooooiiiiiiiicee e 1705
Linking data SOUMCES........cc.eiiieiieeeeeeeee e 1710
Provisioning virtual databases...........ccccceeeiiieciiieeee 1736
Troubleshooting (POStGreSQL) .......ooveeveeeveeeieeeeeeeeeeeee e 1746
Advanced configuration ..............ccoeeeiiiiiiiceccecee e 1746
LOGOING ...ttt e et e et e e e et e e e e e e e e e enaaeaaeens 1747
Managing log rotation and log level ...........ccooooiiieiiiiiii 1748
Additional information...........cccoooiiiiiiiceee e 1748
PoStgreSQL gloSSary ......couveiieeiieeeeee e 1749
Important PostgreSQL connector settings .........cooceveveeeiciieee e, 1750
PostgreSQL architecture for streaming replication...............cc.c.cco....... 1750
FAQS oottt e be et e e e enbeenaeenrean 1751
How to copy WAL files to the target environment?..............cccocevennee. 1751
Database authentication methods for PostgreSQL connector

(0 Fo 1 2= 1= £ USSP SPS 1752
How to use the Delphix Continuous Data Engine key pair?................... 1753
SAP ASE data SOUMCES.......c.eeeiiieeiieeie e 1754
Delphix architecture With SAP ASE ............ooooiiiiieiee e, 1754
Linking architecture between SAP ASE and Delphix engine.................. 1755
ENVIrONMENT SETUP ...vvveiiieieieeeeeeee e 1756
Target hosStS fOr ASE.........oooviiieeee e 1757
Validated sync and l0gSYNC ........c.oooooiiioiiiiieeeee e 1758
Overview of ASE database encryption............c.cccccoeeviiiiiiiiiccceceeee. 1759
Delphix implementation of database encryption..........c..cccccceeveeeneenen. 1759
Quick start guide for SAP ASE ...........oooiiieeeeeeeeeeeeeeeeeeee e 1761
Deploy OVA ON VMWAIE ......ooooiiiieieeeeee et 1763
Setup network access to Delphix engine ..........cccooeeeeiiieiiiecciiceee, 1764

48



9.9.3.3
9.9.34
9.9.3.5
9.9.3.6
9.9.3.7
9.9.3.8
9.9.3.9
9.9.3.10
9.9.3.11
9.9.3.12
9.9.3.13
9.9.3.14
9.9.3.15
9.9.3.16
9.9.3.17
9.9.3.18
9.9.3.19
9.9.3.20
9.9.3.21
9.9.3.22
9.9.3.23
9.9.4
9.9.4.1
9.94.2
9.943
9944
9.94.5
9.9.5
9.9.5.1

Continuous Data — Continuous Data Home

Setting up the Delphix engine..........cccooooeiiiieiiiieeee e, 1766
Requirements for SAP ASE hosts and databases ........c..ccccevveeenneenee. 1770
SAP ASE source host requirements .........cccceeeeeeeveeeeeecieeeeeeeeeeee e 1770
Source database requIremMENtS............oeeieeeiiee e 1771
Target host reqUIreMENTS.........oooviiiieiieeee e 1771
Target database requirements..........ccccoeeeiiieiiicccec e 1773
Adding SAP ASE source and target environments...........cccccceevveeennnen.. 1774
ASE manual diSCOVENY ........ccoviiiiieieeeee e 1775
Creating an ASE environNmMeNt ............oooveiiiiieeeiiiiiee e 1776
Manually discovering a repository..........ccocveeeeiiiieciieeeeeeeee e 1776
Updating @ repoSItOry ......cc.veiieiiiieieeeee e 1777
Enable linking and provisioning for SAP ASE environments................. 1778
Linking an SAP ASE data SOUICe .........cccooeviieeeiiiieieceeeeee e 1778
ASE managed backups.........cooooiiiieie e 1779
Delphix managed backups ..........cccouviieiiiiiciicce e 1779
PrOCEAUIE ...ttt ettt et e e e e e snseeennee s 1780
Provisioning an SAP ASE VDB .........ooo e 1781
g CeTod=Te (U] R SUUS USSR 1781
Configuration settings for ASE virtual databases.............ccccocveenin. 1782
Automatic VDB restart on target server after reboot ..............cc.oc......... 1782
NEXT STEPS oo 1783
SAP ASE support and requirementsS.........cccceeeeeeeieeeeeecieeee e 1783
SAP ASE M@TIIX ..ettiiitieeeiiee ettt et e e e e e 1783
Requirements for SAP ASE environments and databases.................... 1790

Network and connectivity requirements for SAP ASE environments... 1798

Sudo privilege requirements for SAP ASE environments...................... 1803
Sudo file configuration examples for SAP ASE environments ............. 1806
Managing SAP ASE environments and hosts .........ccccooeiiieiiiiieieenee, 1809
Managing SAP ASE environments OVerview ...........ccccceecveeeneeeeeceeeennne 1810

49



9.9.5.2
9.9.5.3
9.9.54

9.9.5.5
9.9.5.6

9.9.5.7
9.9.6

9.9.6.1
9.9.6.2
9.9.6.3
9.9.6.4
9.9.6.5
9.9.6.6
9.9.6.7
9.9.6.8
9.9.6.9
9.9.7

9.9.7.1
9.9.7.2
9.9.7.3
9.9.74
9.9.7.5
9.9.7.6
9.9.7.7
9.9.8

9.9.8.1
9.9.9

9.9.9.1

Continuous Data — Continuous Data Home

Adding an SAP ASE environment............ccooeieiiiiiciiic e 1811
Environment attributes for hosts with SAP ASE ..o, 1813
How to discover SAP ASE instances which use multiple network

RANAIEIS ... e e 1815

Changing the host name or IP address of an SAP ASE environment... 1817
Using HostChecker to validate SAP ASE source and target

ENVIFONIMENTS ....eiiiiiie ettt et e e et e et e e e e e 1818
Enabling linking and provisioning for SAP ASE environments.............. 1822
Linking data sources and Syncing Data with SAP ASE ........................ 1823
Linking SAP ASE data sources: an OVErvieW..........ccccceeevveeecveeeeveeeennee, 1823
Linking data sources With SAP ASE..........ccoooioiiiieceeeeeeee e 1824
Linking data sources with encrypted SAP ASE database ..................... 1827
Data management settings for SAP ASE dSources .........ccccccuveeuveennen. 1827
Upgrading @ SAP ASE dSOUICE .........ooouiiiiiieeeeeeeeeee e 1830
Detaching and Re-attaching SAP ASE dSources .........cccccoeeeveeeenveenne. 1830
Deleting an SAP ASE dSOUICE..........ooieiiiiciieeee e 1832
Enabling and disabling SAP ASE dSOUrCeS...........cccoveeeeviieecieeeeieeee 1833
Working with SAP ASE snapshots........cccooeoiiiiiiiiceeeeee 1834
Provisioning and managing VDBs from SAP ASE ............ccccoeoveeiennn. 1835
Overview of provisioning SAP ASE virtual databases ...........cc.ccc........ 1835
Provisioning an SAP ASE VDB .........ooo e 1837
Provisioning a VDB from an encrypted SAP ASE database.................. 1838
Provisioning an SAP ASE VDB from a replicated VDB or dSource ....... 1839
Resizing @n SAP ASE VDB ... 1840
V2P with an SAP ASE dSource or VDB...........coocieiiieeiieeeeeeeee 1845
Additional SAP ASE VDB tOPICS .....ccoouveieeieceee e 1846
Backup server best pracCtiCes..........ooooveuveiiiieiiie e, 1853
Recommendations/best practices .........ccccovieeiiieciiiiciiee 1853
SAP ASE hOOK Operations ..........ooeieiieieieeeeeee e 1854
Shell OPEerations ..........oooveiiiiieee e 1854

50



9.9.9.2
9.9.9.3
9.9.10
9.9.10.1
9.9.10.2
9.10
9.10.1
9.10.1.1
9.10.1.2
9.10.1.3
9.10.2
9.10.2.1
9.10.2.2
9.10.2.3
9.10.2.4
9.10.2.5
9.10.3
9.10.4
9.10.4.1
9.10.4.2
9.10.4.3
9.10.5
9.10.5.1
9.10.5.2
9.10.5.3
9.10.5.4
9.10.5.5
9.10.5.6
9.10.5.7

Continuous Data — Continuous Data Home

Other OPeratioNS ..........evviiieeeeeeeeeeeee e 1856
SAP ASE environment variables .........cocovviiiiiiiie e 1857
Support for dump history file ..o 1858
OVEIVIEBW ...ttt ettt et e ettt e et e e et e e e neeeeenaeeenes 1858
Prer@qUISITES ... 1859
SAP HANA data SOUICES ......oooiieeiieeieeiie e 1859
SAP HANA OVEIVIEW ...ttt e aee e 1860
Implications of the HANA column Store..........c.coooevveveeceeeeceeeeeeeeee. 1860
Y= 1= o PSSP 1861
INSErt / UPAate ......ooieeiiieeeeeee e 1861
Delphix arChit@CtUre.........cooeeeieeeeeeeee e 1861
HANA plugin with pull architecture...........ccccooeiiieiiii 1862
SAP HANA plugin with staging push architecture............c.cccccocoeeni. 1863
Operational best practiCe ...........oooovviiiioeiiiie e 1863
Benefits Of HANA PIUGIN.......ccoiiiiiiiee e 1864
Limitations of HANA PIUGQiN........ccoooiiiiiiie e 1865
SAP HANA 2.0 plugininstallation ...........c.cccoooviiiiiiiiiciieeceee 1865
SAP HANA 2.0 plugin toOIS .....ccvviiiiiieeeeee e 1865
Prer@qUISITES ... 1865
INtEractive MO .......ceeeeieeee e e 1866
Providing the complete list of parameters..........c.ccccoeeeeviieviiecieecneenen. 1868
Quick start guide for SAP HANA plugin.........cccooovieeieeiiiceeeeeeeee 1869
OVEIVIBW ...ttt ettt e e et e ettt e et e e et e e e neeeeeneeeenes 1870
Deploy OVA ON VMWAIE ......ooooiiiieieeeeee e 1870
Setup network access to the Delphix engine..........ccoovveeiiiieiiiecieen, 1871
Setting up the Delphix engine..........cccoooooiiiieiiiiieee e, 1873
Requirements for HANA staging/target host and databases............... 1877
Requirements for HANA target host and databases.............c.cccoc....... 1877
General target environment requirements ...........cccccceeeeiieeeiee e, 1878

51



Continuous Data — Continuous Data Home

0.10.5.8 Adding a HANA environmeNnt ............ooooviiiiiiieciieeee e 1879
0.10.5.9 Prer€qUISITES ......uuveeieiieeeeeeeeeee e 1879
0.T0.5.TO ProCEAUIE ... e et 1879
9.10.5.11 Linking @ HANA data SOUICE ........ccuoeeeiiiieeieeeeeeeee e 1882
9.10.5.12 Prerequisites for customer provided backups ingestion mechanism . 1882
0.T0.5. T3 PrOCEAUIE ...t e e e e e 1883
9.10.5.14 Provisioning @ HANA VDB ...ttt 1885
0.10.5. 15 Prer€@qUISITES .....uuveeeieeee e 1885
9.10.5.16 VDB Cre@tion Ul ..........oooi ittt e 1886
0.T0.5.T7 PrOCEAUIE ... e 1886
0. T0.5. T8 NEXE STEPS ..t e e are e 1888
9.10.6  SAP HANA support and requiremMents..........cccceeeeeeeiveeeeeeiieeee e 1888
0.10.6.T SAP HANA MALIIX ...ooiiieiieiieiieeeee ettt 1888
9.10.6.2 Requirements for SAP HANA staging hosts and databases ................ 1894
9.10.6.3 Requirements for SAP HANA target hosts and databases................... 1895
9.10.6.4 Network and connectivity requirements for SAP HANA

ENVIFONMENTS .ot e e et e e e e ave e e e e e nnaeeas 1896
9.10.6.5 Sudo requirements for the SAP HANA 2.0 plugin.........c.cccooeeevveeneenen. 1896
9.10.7 Managing SAP HANA environments and hosts.........cc.cccooeveeviieeiienen. 1898
9.10.7.1 Workflow for SAP HANA environments .........c.ccccceeeeveeeiieeecieecieeeeeeee. 1899
0.10.7.2 Adding a SAP HANA environment ..........cccooviieiiiieeiiie e 1899
9.10.7.3 Editing SAP HANA environment details ..........ccccoeeeeiiiiciiiieciieeee 1902
9.10.7.4 Changing the hostname or IP address for SAP HANA staging and target

ENVIFONMENTS .ot e e e et e e e e ave e e e e e enaeeas 1903
9.10.7.5 Steps to modify SAP HANA dSource properties...........ccccoevveecveeeneennen. 1903
9.10.8 Linking data sources and syncing data with SAP HANA .................... 1904
0.10.8.1 SAP HANA dSource ingestion...........ccocviiieiiiieciieeeeeeceeeeee e 1904
0.10.8.2 Linking SAP HANA data SOUICES .........cc.ceeeuiiieciiiieeiee e 1905
9.10.8.3 Staging push implementation details............ccocvieeiiiiiciiiie e 1908
9.10.8.4 Advanced data management settings for SAP HANA dSources.......... 1911

52



Continuous Data — Continuous Data Home

9.10.8.5 Working with SAP HANA dSource snapshots..........c.cccccovveeeiiieenieeenee. 1912
9.10.8.6 Source sizing implementation for SAP HANA data sources ................ 1914
9.10.9  Provisioning and managing VDBs from SAP HANA dSources.............. 1914
9.10.9.1 Provisioning SAP HANA VDBS: @n OVervieW ........cccccceeviieeenieeenieeenne 1915
9.10.9.2 Provisioning SAP HANA VDBS .........cccccieoiieiiieieeeeeeeeee et 1916
9.10.9.3 Working with SAP HANA VDB snapshots .........c.ccccecveieeiiiieciieeeeeee 1919
0.10.9.4 Failure during ProViSiON ...........cccoeeeuiieeiiie et 1919
9.10.9.5 SAP HANA hooK 0perations............ccooeouuiieeiicieiieeeecee e 1920
9.11 SQL Server data SOUICES .......ccceeeiieeiieeieeee e 1926
9.11.1 Delphix architecture with SQL Server ..........coooviiiiiiiiiiieeiieee e 1927
9.11.1.1 Staging push mechanism with SQL Server ...........ccccceeeeviieeiircecieeene, 1927
9.11.1.2 Delphix in multi-domain windows environments............c...ccccceeeeevveennee. 1928
9.11.2  Quick start guide for SQL Server (Microsoft SQL Server on

WINAOWS) ...ttt ae e ene e 1934
O0.TT.2.T  OVEIVIEW ..ttt ettt e et e et e et e e e naeeeenneeeeeneeas 1934
0.11.2.2 Deploy OVA ON VMWAIE ......ooooiiiieeeeeee et 1935
0.11.2.3 Setting up the DelphiX engine.........c.ooooviiieiiiieeee e 1938
0.11.2.4 SYSTEM TIME ...ooeiiieee et aae e e e 1940
0.11.2.5 SQL server source hosts and databases...........c.cccoeovviieiiieiiiicecieeene 1942
0.11.2.6 SQL server staging hosts and databases..............cccceeeeiiieiiiiecieeenne, 1946
90.11.2.7 SQL server target hosts and databases............c.cccoooiiiiiiiiiiien 1950
9.11.2.8 Supported roles for failover cluster instances and always on availability

(o] L0180 1= USSR 1952
0.11.2.9 Add the SQL server source environment...........c.cccoccvereeirireecieeeecneeeennne. 1954
9.11.2.10 Linking a SQL server data source (dSOUrce)........c.cccceeveveeueeeecueereennene. 1955
0.TT.2. 17 PrOCEAUIE ...ttt ettt e e e s e e e nneeenns 1955
9.11.2.12 Provisioning a SQL server virtual database (VDB)...........c.cccoveuveurenene. 1956
0. TT.2. T3 NEXE STEPS .t e e ee e 1958
9.11.3  SQL Server support and requIremMents .........cccccoeeeeeiveeeeeecieeee e, 1958
0.11.3.T SQL Server MatriX .....cccueeeeeiieeeiiie ettt e e e e e 1958

53



9.11.3.2
9.11.3.3
9.11.3.4
9.11.4

9.11.41
9.11.4.2
9.11.4.3

9.11.44
9.11.4.5
9.11.4.6
9.11.4.7
9.11.4.8
9.11.4.9
9.11.5

9.11.5.1
9.11.5.2
9.11.5.3
9.11.5.4
9.11.5.5
9.11.6

9.11.6.1
9.11.6.2
9.11.6.3
9.11.6.4
9.11.6.5
9.11.6.6
9.11.6.7
9.11.7

Continuous Data — Continuous Data Home

Overview of requirements for SQL Server environments ...................... 1971
Requirements for Windows iSCSI configuration..........c.ccccoeeieiieniennnns 1987
Network access requirements for SQL Server.........cccocceevvevieneenvennnnns 1992
Managing SQL Server environments and hosts............cccoecievcieeieenen. 1996
Overview of setting up SQL Server environments............cccceeveevernnnen. 1996
Environment attributes for hosts with SQL Server..........cccocvvevieniennnn. 2000
Installing the Delphix connector service on the target database

S]] A= PP SR 2002
Upgrading the DelphiXx cOnNeCtor ...........cooocviiieciiiieiieeeeeee e 2009
Manual discovery for SQL Server inStances ...........ccceeveeeveevveeneenieennnnns 2010
Adding a SQL Server source environment...........ccccceeeeieeeeeiieeecieee e, 2012
Adding a SQL Server standalone target environment ........................... 2014
Adding a SQL Server failover cluster target environment ..................... 2015
Additional SQL Server environment tOPICS.........cccovveeeeeiiivieeeeiieeeeeee 2020
Linking data sources and syncing data with SQL Server ...................... 2042
Linking a dSource from a SQL server: An OVEIVIEW .........c.ccceeevveneeennnns 2042
Linking data sources with SQL Server .........ccccoeveieecieeeieeeeeeeeeee e 2046
Staging push implementation for SQL server..........cccoevvevveeieeieenennen. 2047
Data management settings for SQL server data sources..................... 2060
Additional SQL Server dSource topiCS.......ccceeeeeeeieeeeeeccieee e 2062
Provisioning and managing virtual databases with SQL Server ........... 2082
Overview of SQL Server virtual databases ............ccccccveevevieniecieeee. 2082
Configuration settings for SQL Server virtual databases...................... 2083
Provisioning @ SQL Server VDB.........cooouiiiiiecieee e 2085
V2P with @ SQL Server VDB........cccui oot 2089
Additional SQL Server VDB tOPICS .......veveieiieeieeeeeeee e 2090
CDC support in SQL SEIVEr....... .. 2098
MSSQL V2P file Mapping ......c.ccoovieiiieie e 2100
HOOKS fOr SQL SEIVET ...t 2105

54



9.11.71
9.11.7.2
9.11.7.3
9.11.7.4

9.11.7.5
9.11.7.6
9.11.7.7
9.11.8
9.11.8.1
9.11.8.2
9.11.8.3
9.11.8.4
9.12
9.121
9.12.2
9.12.21
9.12.2.2
9.12.3
9.12.3.1
9.12.3.2
9.12.4
9.12.41
9.12.4.2
9.12.4.3
9.12.4.4
9.12.5
9.12.5.1
9.12.5.2

Continuous Data — Continuous Data Home

OVEIVIBW ...ttt ettt et e ettt e et e e et eeenneeeeneeeenes 2105
Hook operation templates.........ccovveiiiooiiiiiie e, 2107
Windows environment variables.............ccocoe i 2108
Python script to migrate hooks from PowerShell version 2 to host's

default powerShell VEISION. ........c..oooouviieeeeeeee e 2108
SQL Server hook operation NOtES ..........coevuvveeiiiiiieeeeeeeee e 2112
Using pre- and post-scripts with SQL Server dSources......................... 2115
Using pre- and post-scripts with SQL Server VDBs..........cccccveeeveenenee. 2117
Using hostChecker to validate target database servers ...................... 2120
Prer@qUISITES ... 2120
Procedure to validate target environments...........cccccoeeiiieciiicieeenee, 2120
TOSTS TUN .ttt e et e e e e e e enaeeea 2121
Additional OPtIONS.......cooeiee e 2122
Unstructured filesand app data..........ccooeeeeeieeeeiee e 2122
Getting started with unstructured files...........ccoooiieiiiiiiic 2122
Unstructured files support and requirements.............ccccoeveeeeceeeecneeennee. 2122
VFIIES M@triX .o 2123
Unstructured files environment requirements ...........ccccccveeeeeeeeeceeeennee. 2129
Create an empty VDB for unstructured files in the Delphix Engine ...... 2154
Prer@qUISITES ... 2154
PrOCEAUNE ...ttt sttt e et e s e sseeennee s 2154
Provisioning unstructured files as VFiles ..........cccccooiiviieiiciiccee. 2155
OVEIVIEBW ...ttt ettt e et e e et e ettt e et e e et eeenneeeenaeeenes 2155
Prer@qUISITES ... e 2155
Post provision/migration ownership rules............ccccoeeiiieeiiiiecien 2156
PrOCEAUIE ...ttt sttt e e eeneeenseeenneeas 2156
ManagiNnG VEIlES .....oooeeiieee e 2157
OVEIVIEBW ...ttt ettt et e et e e et e e et eeenneeeenaeeenes 2157
Adding an additional mount.............cccviieiiii e 2157

55



9.12.5.3
9.12.6
9.12.6.1
9.12.6.2
9.12.6.3
9.12.6.4
9.12.6.5
9.12.6.6
9.12.7
9.12.71
9.12.7.2
9.12.7.3
9.12.7.4
9.12.7.5
9.12.7.6
9.12.8
9.12.8.1
9.12.8.2
10

10.1
10.2
10.3
10.4
10.5
10.6
10.7
10.8
10.9
10.10

Continuous Data — Continuous Data Home

Post provision/migration ownership rules............cccccoeeiiieiiiieiee 2157
vFiles best practices and common pitfalls ..........ccccoooveiiiieeeeieee 2158
OVEIVIEBW ...ttt ettt e et e ettt e et e e et e e e nneeeenaeeenes 2158
Best practices and implementation............ccccoveeiieiiiii e, 2158
COMMON USE CASES ...ttt eiiieeeieee et eeitee ettt e et ee e sasteeeenneeeenreeenns 2158
CommON PItfallS.......oooeeieeceeeeeee e 2158
Understanding and implementing scripts and dxtoolkit ....................... 2159
(070] a3 U1 1] o PSSP 2160
Delphix Engine plugin management .............ccccooiiieiiiieeiieeee e 2160
Plugin management.............oooouiiieiiiieeee e 2160
PIUGIN TYPES .. e e 2160
Installation of PIUGIN .......c.oooiiiiee e 2161
Upgrading @ plUugin.........oooiiiieeeee e 2162
Notes on replication with objects administered by a plugin................. 2163
Upgrading an inactive plugin............cooooiieeiiiieeie e 2164
Unstructured files hook operation Notes.........cccooeevieeecvececceeceeeee, 2166
Shell OPEratioNS ........coooeeiie e 2166
Other OPeratioNS .........c.eveiieeeee e 2168
BEST PracCltiCeS ... 2170
Introduction to Delphix architecture ...........cccovveiieeiiiiiee e, 2170
Hypervisor and hOoSt.........ccooiiiiiiceeee e 2170
NETWOTK ...ttt ree e 2170
) o] £= o = TSP 2170
Data ProteClioN .........uevieiiiieeeee e 2170
Source DB and OS Settings ......ccc.oeeeuiieeiiiiieieeeceece e 2171
Target DB and OS SettingsS ........cccoveieeiiiieiiiieeeeeeee e 2171
StagiNg target.... ..o 2171
Architecture checklist (consolidated best practices)...........ccccocc......... 2171
Architecture checklist FAQ.........cooovieiiieiieeee e 2171

56



Continuous Data — Continuous Data Home

10.11 Architecture checklist FAQ.........coovieiieeieeee e 2171
10.11.1 Architecture best practices overview FAQ.........ccoceeieeeivieeieeiiieeeeeene 2171
10.11.1.1 Why go through an architecture or sizing process? .........cccccceeuveeennenn. 2171
10.11.1.2 Why does Delphix collect IO data?...........cccoooeveiieiiiiiieeeeeeee, 2172
10.11.1.3 Why is the customer database and inventory (CDI) important?........... 2172
10.11.1.4 Why does Delphix use a virtual machine? Shouldn't all high-performance

applications use physical infrastructure? ...........c.ccccooeeeiieiiieciececee. 2172
10.11.2 Architecture best Practices for hypervisor host and VM guest - ESX

FAQ oottt e e e e eabeenaeenre s 2172
10.11.2.1 Why does Delphix recommend 8 vCPUs and 128GB of memory per 8

VOPUS? ..ttt ettt ettt ettt st e e e et e e abeenbeenseense e seens 2172
10.11.2.2 Why does Delphix request reservations for CPU and memory? ........... 2172
10.11.2.3 Why does Delphix request Hyper-Threading (HT) be disabled? ........... 2173
10.11.2.4 Why does Delphix request 4 controllers, and why must the storage be

identical between them? ..o 2173
10.11.2.5 Why must virtual disks (VMDKSs) be thick provisioned and eager-

7= 1= To USSR 2173
10.11.2.6 Why is 20% free space required? ............cccoeevveeeireeiciieiieceee e 2173
10.11.2.7 Why does Delphix request you reserve CPU and RAM for Hypervisor

(o)< 1 =7 T I PSSP 2173
10.11.2.8 Why does Delphix generally want VMWare HA enabled, but DRS

diSAbIEd? ... 2173
10.11.2.9 Why does Delphix request you set power management to High-

Performance MOdE? ...........oovieiieieeeeeeeeee e 2174
10.11.3 Architecture best practices for storage FAQ .........c.cccovvieviieiieecieees 2174
10.11.3.1 Why does Delphix require 127GB of storage for the OS?..................... 2174
10.11.3.2 Why does Delphix require our LUNS to be uniform and contain an equal

quantity and capacity of VMDKSs, yet thin provisioning is OK? ............. 2174

10.11.3.3 Why does Delphix require < 10ms latency (95th percentile) storage?.2174

10.11.3.4 Why does Delphix prefer to extend existing storage rather than simply add
more while maintaining equal distribution?.............c.ccoooiiiiiiiin 2174

10.11.4 Architecture best practices for network FAQ........c.ocoooveeeoieeeiieeene. 2175

57



Continuous Data — Continuous Data Home

10.11.4.1 Why does Delphix request 10GE Ethernet? ...........cccoooeiiiiiiiieiieee. 2175
10.11.4.2 Why does Delphix require < Tms latency to TARGET servers and < 50ms
10 SOURCE SEIVEIS? ...ttt ettt e e ee e e e ae e e enees 2175
10.11.4.3 Why does Delphix request Jumbo Frames?..........c.cccccovveeeiiiieccieeennen. 2175
10.11.4.4 How does Delphix avoid communication impact with non-jumbo frame
hosts when Jumbo Frames are enabled on the Delphix Host? ............ 2175
10.11.4.5 When does Delphix recommend NIC teaming? ..........ccccoeeevereeveeennen. 2175

10.11.4.6 Why does Delphix recommend logical and physical and co-location? 2176
10.11.5 Architecture best practices for Delphix engine data protection FAQ...2176
10.11.5.1 Why does Delphix recommend SAN snapshots or Delphix replication for

DACKUP? .t 2176
10.11.5.2 What is the DXToolkit, and how canithelp?...........cccooeiiiiiii 2176
10.11.5.3 Can | use a VMware-based backup solution such as VEEAM to backup my
DelphiX ENGINE? ......ooeeeeeeeee e e 2176
10.11.5.4 Can | use a VMware snapshot for backing up Delphix for a small window
— for example, during an engine upgrade?.........ccccocveeeeiieecieeecieeeneeee. 2176
10.11.5.5 Can | use a Storage snapshot solution to protect Delphix against Storage
and Delphix corruption?...........oo oo 2177
10.11.5.6 Can | use RMAN to backup my VDBs just like a Physical database to
provide extra Prote@CtioN?...........cooveiiiieiiee e 2177
10.12 Architecture checklist............cooviiii e 2177
TO.T2.T  OVEIVIEW ottt ettt et e et e et e e e steeesnaeeeenneeen 2177
10.12.2 Architecture best practices for hypervisor host and VM guest - ESX... 2177
TO.T2.2.7 HYPEIVISON ..ttt e e e et e e e e earaee e e e nasaeeeeennnneeas 2177
10.12.2.2 Virtual Maching GUEST ........cccuiiiiieeiieeee e 2179
10.12.3 Architecture best practices for network configuration ....................... 2180
10.12.4 Architecture best practices for storage............ccoceeeeieeiieciieciieciee 2182
10.12.5 Architecture best practices for Delphix engine data protection........... 2183
10.12.6  Architecture best practices for Masking...........c.ccccooeeiiiiiiiiicice 2184
10.12.7 Architecture best practices for source DB and OS settings.................. 2186
TOT2.7.T OFACIE. ..ttt aeeenae s 2186

58



Continuous Data — Continuous Data Home

T0.12.7.2 SQL SEIVET ...ttt et ettt e et e e e atee e naaeeenneeens 2187
10.12.8 Architecture best practices for target DB and OS settings.................... 2187
10.12.8.1 Target database application settings.........cccoevveiieiiiiiiecce e, 2187
10.12.8.2 Target HOSt OS SettingS......ccccvviiiiiieiee e 2188
10.12.9 Architecture best practices for Staging Targets.........ccccccovveeiieciieennens 2189
10.12.9.1T MemOry @and CPU .........ooouiiiiiiieeee et 2189
10.12.9.2 General guidance for staging servers (Multi-platform) ......................... 2190
10.12.9.3 Disk / LOCal STOrage.......ccvieeiieiiieeiiecee e 2190
10.72.9.4 Network reqUIr€mMENTS .........cooovviiiiieeeee e 2190
10.12.9.5 Windows and MSSQL SPECIfiC........coooueeeeeeieeeeeee e 2191
10.13 Best practices for hypervisor hostand VM guest............cccocoevveenennn. 2191
O R S T B | o= V7 <Y | PP 2191
10.13.2 Virtual machine gquest ... 2192
10.13.3 Best practices hypervisor host and VM guest ESX FAQ .........cc............ 2194
10.13.3.1 Frequently asked qUESLIONS ........c.ooiiiiiiieiiiee e 2194
10.14 Best practices for network configuration............cccceoeeviiiiiiiiiccee. 2195
10.14.1 Best practices NetWOrk FAQ.........coooouiiiiioeieeeeeeeee e 2197
10.14.1.71 Frequently asked qUESLIONS .........c.ooiiiiiiiiiieee e 2197
10.15 Best practices for Delphix engine data protection ............c..ccceeenennn. 2198
10.15.1 Best practices Delphix engine data protection FAQ..........ccccoceevveeennen. 2199
10.15.1.71 Frequently Asked QUESTIONS ..........ooooviiiieiiiecee e 2199
10.16 Best Practices for source DB and OS settings........ccccccovveeevveeveecneennen. 2201
TO.16.T BeSTPraCliCOS ...ooo i 2201
TO.T6.T.T OFACIE...coeeieeeeeeeee et e s e esae s 2201
T0.16.7.2 SQL SEIVET ...ttt ettt ettt e et e e e ateeesaateeenneeen 2201
10.17 Best practices for target DB and OS settings ........ccccoeeevveevieeveecreenen. 2202
10.17.1 Target database application settings.........cccoevveiieiiiiiiieiceeeee, 2202
10.17.2 Memory and CPU .........ooouiiiiiieee e e 2203
10.17.3 Windows and MSSQL SPECITiC .....c..eeeeueeeeeieeeeeee e 2203

59



Continuous Data — Continuous Data Home

10.17.4 Network reqUIremMENTS .........cooouiiiiiieeeee e 2204
10.17.5 Target HOSt OS SettingS......ccccvviiiiiiieiee e 2204
10.17.6 Receive side scaling (RSS) for windows staging target and targets.... 2205
10.17.6.1 Steps to implement RSS on WiNdOWS.........c..ooeeiiiiiiiiiiecieeeeeeeee 2205
10.18 Best practices for staging targets ..........cccoeeeiieeiicciiceeeeee 2208
10.18. 1T Memory @and CPU ........oooouiiiiiiieee e 2208
10.18.2 General guidance for staging servers (Multi-platform) ......................... 2209
10.18.3 Disk / 10Cal STOrage......oeeviieiiieieee e 2209
10.18.4 Network reqUIreMENTS .........cooouviiiiieeiee e 2209
10.18.5 Windows and MSSQL SPECIfiC ....c..oeeeoueeeeeeeeeeeeee e 2210
10.18.5.1T Environment detailS .........coooiiiiiieiieee e 2211
TO.18.5.2 SEIUP NOTES: oo e e e e e 2211
10.18.5.3 Performance SCeNario T.......c.ccceecuieiiieiieiiecieeeeeee e 2211
10.18.5.4 Performance SCEeNArio 2........c.ccouveuieiiieiiiecieeieeie et 2211
10.19 Best practices for Storage.........ooovvevvieciiieeiiceeeeeeeee e 2212
11 Data backup and recovery solutions ..........c..oooeeiiieciiieciiece e 2214
11.1 Data backup and recovery solutions ..........c.coooeoiiieciiiecciieece e, 2214
11.2 Delphix continuous vault ............ccccoooiiiiiiiie e, 2214
11.2.1 OVEIVIEBW ...ttt ettt et e et e e et e e et eeenneeeenaeeenes 2214
11.2.2  Replica continuouS Vault ............oooiiiiiiiiiee e 2215
TT.2.2.T AAVANTAGES ..ooiieeiieeeeeee et e e 2215
11.2.2.2 IMplementation ... 2215
17.2.2.3  CLIFUNCHIONS ...ttt 2216
11.2.3  Single engine continuous vault.............cccoiiieiiiiiiiiiceeecee e, 2220
TT.2.3.T AAVANTAQES ..ooiieeiieeeeee et et e 2220
11.2.3.2 IMplementation ... 2220
17.2.3.3  CLIFUNCHIONS ...ttt 2220
11.2.4  Continuous vault alert system ..........ccccooeeiiiiiii e, 2223
11.3 Backup and recovery strategies for the Delphix engine........................ 2223

60



11.3.1
11.3.1.1
11.3.1.2
11.3.2
11.3.2.1
11.3.2.2
11.3.2.3
11.3.2.4
11.3.3
11.3.3.1
11.3.3.2
11.3.4
11.3.4.1
11.4
11.4.1
11.4.1.1
11.4.1.2
11.4.1.3
11.41.4
11.4.1.5
11.4.2
11.4.2.1
11.4.2.2
11.4.3
11.4.3.1
11.4.3.2
11.4.3.3
11.4.4
11.4.41

Continuous Data — Continuous Data Home

Backup and recovery requirements ..........cccoeeeeiiiieciieeciee e 2224
Failure POINTS.....oeiieieeee e 2224
ReCOVErY ODJECHIVES ......eieeieeeeeee e 2225
Backup solution implementation.............ccooeoiiiiieiiii e, 2225
CIUSTEIING <.t e 2225
SNAPSNOTS ... 2226
REPIHCATION ... 2226
BACKUP ... 2227
Deployment architeCture ............ooooviiieoiiieee e 2227
Architectural cCOmMPONENTS..........oooiiieeeeeeee e 2227
Fault Recovery FEatUres .........ccoovoviiieoieeeeeeeeeee e 2228
Mapping requirements t0 SOIULIONS...........ccooeeeiiiieciiiieece e 2229
Feature capabiliti€S ........ooooueeiiieee e 2229
Delphix repliCation ..........oooouviiiiiee e 2231
Replication OVEIVIEW........c.uveiieeeeee e 2232
Replication fEAtUIES.........ccuveeeeeeeeeeee e 2232
Replication details...........ooooueiiiiioiieeee e 2233
Resumable replication.............oooouveiiiiiieee e 2234
Replicating Delphix Self-Service templates.........c.cccoeeeeviieciiicieecee. 2234
Replication of non-data objects ...........ccccocoviiiiiiiiiice 2235
Forward Compatible Replication (FCR) ..........ccoceeievieeeeecceeeeeeeeee 2235
OVEIVIEBW ...ttt ettt ettt e ettt e et e e et e e e nneeeenaeeenes 2235
Replication MatriX .........ooovieiieeeee e 2236
Replication CONCEPES ......ooouveeieeeecee e 2239
Received replicas or NamMESPACES ........c..eeeeeeeeuvveeeeecceeee e 2239
Failover and conflict resolution..............ccccveviiiiiiiiiiciececeeee 2240
Enabling databases and environments ...........cccccooeiiiiiiicciee e 2240
RepliCation USE CASES.......c.uvveeeeeeeee e 2240
Replicating to the public cloud............cccooiiiiii e 2241

61



11.4.4.2
11.4.4.3
11.4.4.4
11.4.4.5
11.4.4.6
11.4.4.7
11.4.5

11.4.5.1
11.4.5.2
11.4.5.3
11.4.5.4
11.4.5.5
11.4.6

11.4.6.1
11.4.6.2
11.4.6.3
11.4.7

11.4.7.1
11.4.7.2
11.4.7.3
11.4.7.4
11.4.8

11.4.8.1
11.4.8.2
11.4.8.3
11.4.8.4
11.4.9

11.4.9.1
11.4.9.2

Continuous Data — Continuous Data Home

Delphix engine deployed in the public cloud...........c..cccoviiiiiiiiennne 2241
DiSASTEI FTECOVEIY ...ttt e e e e e e eraeeaeeaes 2241
Configuration STEPS ....cc.vieiuiiiceeeee e 2242
Failover object management ..o 2242
Geographically distributed development...............ccccoiiiiiiiiiiice 2242
Data Migration.........ccuuiiii it 2244
Configuring replication ..............coovvieiieiiieee e 2245
REQUITEMENTS ... 2245
Configuring the NetWOrK ............ooovviiiiiiiieeeeeeeeeeee 2245
Configuring the replication source Delphix engine..........c.cccccoevveeunnne.. 2246
Replication profile OptioNS .........ooooveiieeeeeeeee e 2246
Configuring the target Delphix engine ...........ccccoovveeiieiiicciiiceeceeee. 2248
Controlled failOVET............oovieiiee e 2248
Prer@qUISITES ... 2248
PrOCEAUIE ...ttt sttt e e eeneeenseeenneeas 2249
After replication failoVer ...........ooooviiieieeeee e 2250
Uncontrolled failOVer............ccooiieiieiieieeeee e 2250
Uncontrolled failover procedure ..........ccoooovieeeiieiecieeeeeeee e 2250
Oracle environment and data SOUrCeS .........cccceevcieeecieeeciieeieeee e 2251
SAP ASE environment and data SOUrCes ..........ccccceeeieerieenieecieeeee 2251
SQL server environment and data SOUrCeS .........ccceeevevieenieecieeeene 2252
Managing replicated objects..........c.coooiiiieiiicc e 2258
SSH KBYS ... e e 2259
Enabling environments ..........cccvviiiiiiiecee e 2259
ENabling dSOUICES ........ooieieee e 2259
ENAbIING VDBS ... 2260
Replicas and faillOVEr ...........oooouiiiieeeeceeeeeeee e 2260
REPICAS ... 2260
Failover and conflict resolution............c.ccveviiiiiiiiccieceeeeeee 2261

62



Continuous Data — Continuous Data Home

11.4.9.3 Enabling databases and environments ..........c..cccccoveiiiiiiicii e, 2263
11.4.10 Test-failover and failback...........ccoeoieiiiiiiiiieeeeeeeeeeeeee 2263
17.4.10.7 TESTFAIOVET ..ot 2263
11.4.11 Provisioning from replicated data sources or VDBs ...........ccccccveenne.. 2266
TT.4. 77T Prer@QUISITES .ooeeeeieeeeeeeeeeee et e e e e e 2266
TT.4.7TT.2 PrOCEAUIE ...ttt ettt e e e s e e enseesnsaeennee s 2267
TT1.4.1T.3 POSt-TEQUISITES ..o 2267
11.4.12 Replication User interface..........ooueeeeeee oo 2267
11.4.12.1 Sources for repliCation ..............oooveeieeiee e 2267
11.4.12.2 Targets for replication .............coceieiiiiiiccceeece e 2267
11.4.12.3 Canceling areplication job...........cooooiiiiiii e, 2267
T11.4.72.4 RePliCAtioN Ul ......ceveiieeeeeee e 2268
11.4.12.5 Create new replication profile wizard............cccoeeeiveiioieiiieeeeeee. 2270
11.4.12.6 Viewing and editing an existing replication profile...............cccccccoeeee.. 2271
11.5 Selective data distribution............ccoooiiiiiie 2272
11.5.1 SUPPOIT e e e e e a e e e e aean 2272
11.5.2  Selective data distribution overview .............cccoeoiiiiiiiiiee 2272
11.5.2.1 Selective data distribution features..........cccccoevvieiieiieciiiceeee, 2273
11.5.2.2 Selective data distribution details............ccoooiieiiiiii 2273
11.5.2.3 Resumable selective data distribution .............cccoooiiiiiiiiie 2274
11.5.2.4 Selective data distribution restrictions...........cccccco i 2274
11.5.2.5 Selective data distribution supported platforms .........c..cccoovveviveeennen. 2274
11.5.3  Selective data distribution use cases..........ccccoeeeeiieiiieceeee 2275
11.5.3.1 Geographically distributed development.............ccooiiiiiiiiiiiie. 2275
T1.5.3.2 BeSTPraCliCOS ...ooo i 2276
TT.5.3.3 MiQration ......ooiiiiiiiie et e e e e e e et e e e e anaeeas 2277
11.5.4  Selective data distribution user interface.........cc.cccocovevveeiinienieniens 2277
11.5.4.1 Sources for selective data distribution.............cccccoevieiiiiiiiiiieies 2277
11.5.4.2 Replication/selective data distribution section ..........ccccccooeeiiiinnn. 2277

63



11.5.4.3
11.5.5
11.5.5.1
11.5.5.2
11.5.5.3
11.5.5.4
11.5.6
11.5.6.1
11.5.6.2
12

12.1
12.2
12.2.1
12.2.1.1
12.2.1.2
12.2.1.3
12.2.2
12.2.2.1
12.2.2.2
12.2.2.3
12.2.2.4
12.2.3
12.2.3.1
12.2.3.2
12.2.3.3
12.2.3.4
12.2.3.5
12.2.4
12.2.4.1

Continuous Data — Continuous Data Home

Create NEW Profile......c.eee e 2278
Configuring selective data distribution................cccocoeiiiiiiiiieiie. 2279
Prer@qUISITES ... 2279
Configuring the NetWOrK ............oooviiiiiiiiceeeeeeeeee 2279
Configuring the source Delphix engine...........c.cccoveeieiiiieciieeecee. 2280
Configuring the target Delphix engine ...........ccccoovveeiieiiicciiiceeceeee. 2282
Selective data distribution and failover.............cccoooveviiiiiniciee, 2282
REPICAS ..o 2282
=TT 17T USSR 2283
DelphiX SEIf-SEIVICE........ceeeeeeeeeeeeeee e 2284
DelphiX SEIf-SEIVICE .......oeeeeeeeeeeeeeeeeeeeeee e 2284
Delphix self-service admin quide .............ccoueeeiiiiiiiiciiceeceeeeeeeee 2284
Getting started with delphix self-service ...........cccooeviieiiiiiiiciece. 2286
Welcome to Delphix Self-SErviCe..........coovuieeoieeeeeeeeeeeeeeeeeeeee 2286
User roles and permiSSiONS..........c..oooeieeuiieeieeiee e 2286
oo | o ISP UPPRIRRUPRR 2287
Delphix self-Service CONCEPES ......ccveeieceeeeeeeeeeee e 2287
DatA SOUICES ..ottt ettt e e e 2287
Data teMIPIATES ... 2287
Data CONTAINEIS ......oieeie e e 2287
Delphix self-service data flow ............ooooveveeeiiiieiieeeeeeeee e 2288
Navigating the Delphix self-service admin interface..............cccceuene.. 2289
OVEIVIEW SCIEEN ......eiieiiieeeiee ettt ettt et e et e e et e e et eesneeeenns 2289
Data template management .............ooooiieeiii e 2290
Userroles in admin APP ....eeveeeeeieeeeeeeeee e 2291
Data operations interface for Delphix administrators...............c........... 2292
Administrator SEttiNgS........cooviiieiiiiee e 2293
Understanding data templates...........ccoeoieiiieiiiiceeeee e 2295
Data templates: @n OVEIVIEW ...........ooooeeuvieeieeee e 2295

64



Continuous Data — Continuous Data Home

12.2.4.2 Datatemplate activitieS........ccoouveeiiioiiiie e
12.2.4.3 Viewing datatemplates.......cccccoooviiiiiiiiie e,
12.2.5 Understanding how to manage data template details .....................
12.2.5.1 The data template details page ........cccceoeveeeeiiiecieeeeeee e,
12.2.6  Understanding data containers.............cccceeeeiiieeciiececiee e,
12.2.6.1 Delphix Self-Service data container overview...........cccccccoeveeeeunen.n.e.
12.2.6.2 Delphix Self-Service data container recovery............ccccceeveeeueeennn..
12.2.6.3 Preserving independent containers in Delphix Self-Service during
FEPICATION ...
12.2.6.4 Creating independent containers..........ccccceeeciiieciiicecieecceeee e,
12.2.7  Delphix self-service data container activities.............cccccceevveeenieennnn.
12.2.7.1 Configuring data containers in Delphix self-service.........................
12.2.7.2 Selecting Masked Data Sources for Data Containers ......................
12.2.7.3 Delete a Data CoNtaiNer..........ccocvieiiieiieeiieeeeeeee et
12.2.7.4 Data management Operations .........ccccceeeeeeiieeeeeiiiiee e eereee e
12.2.8  Using masked data sources with Delphix self-service.....................
12.2.8. 7 SDD OVEIVIEW ...ttt
12.2.8.2 Configuring Delphix Self-Service with Masked Data Sources..........
12.2.8.3 Refreshing Masked VDBs in Delphix Self-Service Data Templates.
12.2.8.4 LiMITAtiONS....ooiiiiiiieiieeee et e ee e e
12.2.9  Understanding Delphix self-service user management....................
12.2.9.1 User management aCltivities .........ccccoveeieeiiiiiee e
12.2.9.2 Assigning a userto adatacontainer...........cccoceeeeiiieiiiccieccie,
12.2.9.3 Userdetails page .......ooooueiiioiiiieeeee e
12.2.10 Working with multiple containerowners............ccccoeeiiieiiiieeneenne,

12.2.10.1 How many owners should a container ideally be shared between?
12.2.10.2 How should users handle potentially disruptive operations? ..........
12.2.10.3 COOrdiNating USEIS.......cccuviiiiiiieeiiee ettt
12.2.10.4 What operations could disrupt others using a container? ...............

..... 2330
..... 2330

..... 2331

65



Continuous Data — Continuous Data Home

12.2.10.5 Where can | see which user has performed what operation?............... 2331
12.2.10.6 Where can | see which containers are unlocked/locked?..................... 2332
12.2.11 Understanding bookmarks .............cooooiiieoiiiieiiieceee e, 2333
12.2.17.71 BOOKMAIKS OVEIVIEW ....cc.eeiiiiieiieeiee ettt e e 2333
12.2.12 Understanding Delphix self-service usage management...................... 2334
12.2.12.1 Usage management dashboard overview.............cccccoevvveeecieiecceecennen. 2334
12.2.12.2 Template USage OVEIVIEW .........cccviieiiiieeiieeeiee e 2335
12.2.12.3 Template usage detailS .........c.ooeeiiiiiiiiieeeeee e 2336
12.2.12.4 USEIr USAQE OVEIVIEW ... ..uviiieeeeiiiieeeeeiieeeeeeeiateeeeeitaee e e eeanaeeeeesnesaeeeeennnes 2337
12.2.12.5 Template usage (Containers) OVErVieW...........ccccceeveeveereeeeereeneeeeeeeneenne, 2338
12.2.12.6 Template usage (Bookmarks) OVErvieW............ccccceeueeueeieriereeneeneeneenne, 2340
12.2.12.7 Container usage (Branches) overview.............ccccceveeeieieiceeececne, 2342
12.3 Delphix self-service data user guide.............cccoevvieiiiiciiccieceeeeeee 2343
12.3.1  Welcome to delphix self-Service ...........oooueieeeveeieeeeeeeeeeeeeeeee 2344
12.3.1.1 User roles and permiSSIiONS..........cooovuviiiieeiieee e 2344
12.3.1.2 AAMIUN USET ..ottt e et e s e e eseesnsaeennee s 2344
T12.3.1.3 DALA USEI ettt ettt e et e et e et eeenneeea 2344
L7 R I S o o [ | o USSP PRRPP 2345
12.3.1.5 Changing your default locale .............cccooooiiiiieiiicceee 2345
12.3.2  Delphix self-service data conCepts........coovveeeeeeieiieieeee e 2346
12.3.2.1 Understanding data SOUICES ............coouviieeiiiieiiee e 2346
12.3.2.2 Understanding datatemplates.........cccoceeeiiieeiiiiieiiieeeeee e, 2346
12.3.2.3 Understanding data containers..........c.cccoeoveieeiiiiieciec e 2346
12.3.2.4 Data flOW c..oooeiiieeeeeeeeeee e 2346
12.3.2.5 Understanding brancChes ...........ccccooooiiiiiiiiee e 2347
12.3.3  Delphix self-service userinterface.........ccccccoeeeeeeeceeeicceeeeeeeeeeeeenn. 2348
12.3.3.1 Data container report Panel..........cccoouveiiioeiiieeeeeeee e 2349
12.3.3.2 Data container report Panel...........cooouveeiioeiiieeeeeecee e 2349
12.3.3.3 TIMEIINE ..ottt e e e eesaeennee s 2349

66



Continuous Data — Continuous Data Home

12.3.3.4 Data container WOrkSPaCE............ccoeeuueieieeeireee e 2349
12.3.3.5 Data container WOrkSPaCe.............coocuveieieeeiieeeeeeeeee e 2350
12.3.3.6 User login and settings drop down menu.............ccccoeeeviieeiieieecieeeennee.. 2350
12.3.3.7 Data container View panel.............ooooueiiiiooiiee e 2350
12.3.3.8 SWItCh CONTAINET .....ooeeiieieeeeee e 2350
12.3.3.9 Data container self-service toolbar...........ccccovviieiiiiieiiieee, 2351
12.3.3.T0 BranCh timeline .........ooueeoiieee e 2351
12.3.4  Understanding timelines and how to preserve data in a point in time. 2351
12.3.4.T BranCh timeline .........ooeeioiie e 2351
12.3.4.2 Container TIMeliNe.........ccciieiiiiee e 2352
12.3.4.3 Understanding the self-service toolbar ............cccooovvieiiiiciiiiiiciee 2354
12.3.4.4 Understanding how to preserve data in a pointintime........................ 2359
12.3.4.5 Understanding bookmarks ............ccooooiiieiiiiieiii e, 2361
12.3.4.6 Bookmarks tab in the data container view panel................cccevveeeenn. 2362
12.3.4.7 Bookmarks tile in the data container report Panel ..............ccccoo......... 2362
12.3.4.8 Bookmark sharing permisSions ............cccccvveeciiiieiiic e, 2363
12.3.4.9 BoOKMArk @pPPEATANCE ........ccocuvieeeeetieeee e e e 2363
12.3.4.10 Data container storage and retention for branches and timelines....... 2364
12.3.5 Data container aCtivitieS..........ccoooiiieiiiieeiieeee e 2364
12.3.5.1 Getting started ........c.oovieiiieee e 2364
12.3.5.2 Activity One: how to start and stop a data container .............c.c............ 2364
12.3.5.3 Working with a branch, a branch timeline, and the self-service

L0 T 0] Lo = | S PSRRI 2365
12.3.5.4 Activity Two: using reset from a bookmark to facilitate destructive

L=E] £ T PSPPSR 2365
12.3.5.5 Activity Three: using refresh to get the latest data from a data

TEMIPIATE. ..o e 2368
12.3.5.6 Activity Four: using restore to return data back to a point in time ....... 2368
12.3.5.7 Activity Five: restoring to a point on the parent template ..................... 2369
12.3.5.8 fOrCE OPTION ... e 2370

67



Continuous Data — Continuous Data Home

12.3.5.9 Activity Six: create a new branch and switch between branches......... 2370
12.3.5.10 Activity Seven: rename and/or delete abranch..............ccccoeeieiieen. 2371
12.3.5.11 Activity Eight: restoring a data container to a consistent state with the

FECOVErY OPEIAtION ....viiiiieiiiee ettt e e e raeeeeeaes 2372
12.3.5.12 Activity Nine: working with container locks ............cccocoiioiieiieeines 2373
T2.3.5. T3 EITOTS .ottt ettt ettt e et e e ettt e et eeensteeeenteeeenneeens 2374
12.3.6  Containers with multiple OWNers ...........ccooovvieiiiiiiieeeeeee e 2375
12.3.6.1 How many owners should a container ideally be shared between?..... 2376
12.3.6.2 How should users handle potentially disruptive operations? ............... 2376
12.3.6.3 Conflicting Operations ..........c.ooooviiiiiiiiieeeceeee e 2376
12.3.6.4 Destructive Operations ..........oooooiiiiiiiiiie e, 2376
12.3.6.5 Deleting ObJECTS ....ooouviiiieee e 2377
12.3.7  Working with bookmarks in a data container .............cccoccoeeiiieinenenns 2377
12.3.7.1 Activity Nine: Share a bookmark with other Delphix self-service

U= ST SRR 2377
12.3.7.2 Activity Ten: editing bookmarks............coooviiiiiiiiiiiceec e, 2378
12.3.7.3 Activity Eleven: filter and view bookmarks...........c.ccccoeeveviiiienienienn, 2379
12.3.8  Understanding Delphix self-service usage...........cccoceevvieciieiieicieeennen, 2380
12.3.8.1 Usage management Dashboard overview ...........cccccoceveeeiiiieccieeennen. 2380
12.3.8.2 Container USAge OVEIVIEW ..........ceeieeuiiieeeeiieieeeeiieeeeeevree e e e seraeeeeeeenees 2381
12.3.8.3 Bookmarks USage OVEIVIEW ..........c.cooouiiieiiiieeiee e 2382
12.3.8.4 BranChes USage OVEIVIEW...........cocviieiuieeeiiieeeiiee et 2383
13 DeVveloper's QUIAE............oooeiiieeeee e 2385
13.1 DeVveloper's QUIAE...........ooooiieeeeeee e 2385
13.2 Command line interface guide............ccoooeiieeiiiciieeececeeeeeeee 2385
13.2.1  Command line interface OVErvieW ............ccocveeieeciieieecieeeceeeeeeeens 2385
13.2.1.1 Connectingtothe CLI.......coooiiiiieeeee e 2386
13.2.1.2 CLICONTEXES ..eiiniiiieeiiie ettt et e e eee e e as 2388
13.2.1.3 Managing objeCtS .......oooouiiiii e 2389
13.2.1.4 Managing ProPerti€S........uiiieeeiiiiee ettt e e e e e e e 2390

68



Continuous Data — Continuous Data Home

13.2.1.5  AITQY PrOPEITIES.....veiie ettt e e et e e e e tra e e e e eenaeeas 2391
13.2.1.6 Untyped object properties .........cccoeeeeuieeeeiiieeeee e 2391
13.2.1.7 CLI@UIOM@TION.....ooiiiiiiiiie et 2392
13.2.2  DelphixX ODJECTS.....oooeeiiiee e 2394
13.2.2.1 Objecttype hierarChy ..........ccoviiiiiiiiieeeeeee e 2395
13.2.2.2 Object names and referenCeS ...........cocuvvevieeiiiiccieeceeeceeecee e 2395
13.2.2.3 Databases and enviroNmMENtS ..........cccceveiieiiiieeiie e 2397
13.2.2.4 ASYNCArONOUS JODS ....ooiiiiiiiciiee e 2399
13.2.3  CommMaNnd refereNCe........ccuoevieiieiieeeeeeeeee e 2399
13.2.3.1 CLI help and display commands............cccccooeveiiiiiiiiiiiiieecee e, 2400
13.2.3.2 CLI context COMMANGAS .......ccoeiiiiiiieeiie e 2400
13.2.3.3 CLIobjectcommands...........cccooooiiiiiiiiieieee e 2401
13.2.3.4 CLI miscellaneous commands...........ccceeeuieeiieeiieeiie e 2401
13.2.3.5 CLI property COMMANAS.........c.cooeiiiiiiiiieeieeeeceee e 2402
13.2.4  CLI cookbook: common workflows, tasks, and examples.................... 2402
13.2.4.1 Authentication and USErS ..........ccooiieiiie i 2403
13.2.4.2 CLI cookbook: system administration............cccccooeoeiiiiiiiiiiiiiciece. 2419
13.2.4.3 CLI cookbook: hosts and environments............cccoeoiieiiiiiieecie e, 2454
13.2.4.4 CLI cookbook: source databases and dSources ............cccceeeveevieenenne 2462
13.2.4.5 CLI COOKDOOK: VDBS .....ccceiiiiiiieiieeiie ettt 2482
13.2.4.6 CLI cookbook: replication.............coooouviiiioeiieee e 2565
13.2.4.7 CLI cookbook: Delphix self-service actions ..........c..cccocveeeeieeeeceeeeennn.. 2571
13.2.4.8 CLI cookbook: hooks and hook templates.........ccc.ccoovevvieiiiiciiieecennn. 2602
13.2.4.9 CLI cookbook: network performance ...........cccceeeeeeeeeeceeeeeeeeeeeeeene. 2604
13.2.4.T0 KerberoS CLIS ... ..oi ittt 2609
13.3 Web services API QUIde..........ooouviiiiiiiiceeee e 2616
13.3.1 APl version information...........cccooouieiieiieiieceeceeeee e 2617
13.3.2 Web service object model ..........cccooeeiiioiiieee e 2620
13.3.2.1T ObJECT tYPES...oe et 2620

69



13.3.2.2
13.3.2.3
13.3.2.4
13.3.2.5
13.3.3

13.3.3.1
13.3.3.2
13.3.3.3
13.3.3.4
13.3.4

13.3.4.1
13.3.4.2
13.3.5

13.3.5.1
13.3.5.2
13.3.5.3
13.3.6

13.3.6.1
13.3.6.2
13.3.6.3
13.3.6.4
13.3.6.5
13.3.7

13.3.7.1
13.3.8

13.3.8.1
13.3.8.2
13.3.8.3
13.3.8.4

Continuous Data — Continuous Data Home

ODbjJECT FEFEIENCES......eieeeeeeteeee e 2621
APL OPEratiONS......coiiiiieieeecceeeeee et 2621
Database object mMModel ...........ooouriiiii 2622
ASYNChronoUS €XECULION .........oiiiiiiieciiecee e 2622
Web service protoCol ...........oooveiiiiieeeeeeeeeeeeee e 2622
INTFOAUCTION ...t e 2623
ProtoCol OPeration ..........ooooueiii oo 2623
Session establishment ..o 2624
AUTNENTICAtION ... e 2624
CLI to web services translation.............cccoccveeiieecieecieseeeeee e, 2625
CLItranslation tO HTTP ...c.eeieieeeeeeeeeee e 2625
Tracing HTTP Calls ....ooooeiiieee e 2626
(€10 AN o W 0 g =T o] o] T F USSR 2627
ASOUrCe OPEratioNS........eveieieeeeee e 2628
VDB OPEratioNS .....ooooiiiiieeeeeeeee e 2629
Environment Operations ... 2630
CLIto Python transition...........cccoioiiiiiiececeeee e 2633
INSTAIlATION ... e 2633
Connecting to the Delphix engine .........c.ccoooviiiiiiiiiiie e 2633
CLItranslation to Python ..o 2633
Example: creating @ groUp......c.oeeeeviieecieeeeeeee e 2635
ASYNCArONOUS MOAE........uiiiiiiiiceee e e e 2635
Python cookbook: adding a UNIX host...........coooiiieiiiiii 2635
g CeTod=Te (U] USRS USR 2635
So you want to work with Delphix APIS? .........coooiiiiiiiiieeeeee 2637
Background information.............c.ccooviiiiiiiiiccee e 2638
Delphix APl reference URLS..........ccuviieoieeeeeeeeeee e 2638
API prerequisite Knowledge ..o 2641
Delphix RESTFul APIs command line basics .........ccccoeoviieiiiiieinnnn, 2648

70



Continuous Data — Continuous Data Home

13.3.8.5 API shell scripts programming language examples..........cc.cccccveenne.. 2653
13.3.8.6 JSON PArSING ..ccocevieieeeiiiee ettt e e e e e e e tre e e e e eenneeas 2657
13.3.8.7 APl use case commands and SCIPtS.......cccceeeeeiiiiieieeciiieeeeeeeeee e 2667
13.3.8.8 API programming language examples .........cccceveeiiiieiiieeeciee e, 2687
13.3.8.9 APIHMEIOWS ....eoiiiiiie et 2691
13.3.8.10 API Cookbook: common tasks, workflows, and examples................... 2695

71



Continuous Data — Continuous Data Home

1T Welcome to the Delphix Continuous Data documentation!

This information explains how to deploy Continuous Data Engines for data virtualization, use its features, or

tune its configurations for optimal performance. The content has been organized into several categories,
available from the lefthand navigation.

List of Continuous Data documentation versions in PDF format.

19.0.0.0_ContinuousData....

(see page 72)

18.0.0.0_ContinuousData....

(see page 72)
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17.0.0.0_ContinuousData....

(see page 72)

16.0.0.0_ContinuousData....

(see page 72)

15.0.0.0_ContinuousData....

(see page 72)
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14.0.0.0_ContinuousData....

(see page 72)

13.0.0.0_ContinuousData....

(see page 72)

12.0.0.0_ContinuousData....

(see page 72)
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11.0.0.0_ContinuousData....

(see page 72)

10.0.0.0_ContinuousData....

(see page 72)

9.0.0.0_ContinuousData.p...

(see page 72)
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8.0.0.0_ContinuousData.p...

(see page 72)

7.0.0.0_ContinuousData.p...

(see page 72)

6.0.17.2_ContinuousData....

(see page 72)
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6.0.17.0_ContinuousData....

(see page 72)

6.0.16.0_ContinuousData....

(see page 72)

6.0.15.0_ContinuousData....

(see page 72)
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6.0.14.0_ContinuousData....

(see page 72)

6.0.13.0_ContinuousData....

(see page 72)

6.0.12.0_ContinuousData....

(see page 72)
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6.0.11.0_ContinuousData....

(see page 72)

6.0.10.0_ContinuousData....

(see page 72)

6.0.9.0_ContinuousData.p...

(see page 72)

Welcome to the Delphix Continuous Data documentation! - 79



Continuous Data — Continuous Data Home

6.0.8.0_ContinuousData.p...

(see page 72)
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(see page 72)
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(see page 72)
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(see page 72)
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(see page 72)
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6.0.2.0_ContinuousData.p...

(see page 72)

6.0.1.0_ContinuousData.p...

(see page 72)

6.0.0.0_ContinuousData.p...

(see page 72)
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2 Quick references

+ Delphix Engine overview’

+ Standard deployment architecture
New features®

+ Fixed issues*

+ Support matrices

2

5

1 https://cd.delphix.com/docs/latest/delphix-engine-overview

2 https://cd.delphix.com/docs/latest/standard-deployment-architecture
3 https://cd.delphix.com/docs/latest/new-features

4 https://cd.delphix.com/docs/latest/fixed-issues

5 https://cd.delphix.com/docs/latest/support-matrices
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3 Release notes

This section covers the following topics:

3.1

New features (see page 84)

Fixed issues (see page 108)

Known issues (see page 278)

API changes (see page 330)

Support matrices (see page 403)

Upgrade matrix (see page 429)

Tested browser and operating systems (see page 431)
Deprecated and end-of-life features (see page 432)

Licenses and notices (see page 437)

Data source integration (plugin) release notes (see page 438)

New features

3.1.1 Release 20.0.0.0

Customizable local listeners for Oracle VDBs and Virtual CDBs

Continuous Data — Continuous Data Home

Database administrators need to configure database listener parameters for multiple reasons,
notably for security, performance optimization and resource management. Previous improvements
brought support to customize local listeners for Oracle VDBs in single-instance environments. This
functionality has now been expanded to encompass the customization of local listeners for VDBs in
cluster environments, in addition to Virtual Container Databases in both cluster and single-instance

environments.

+ Customizable local listeners for Oracle MT RAC VDBs: Delphix now supports customizing
local listeners when provisioning a VDB in an Oracle RAC environment. In addition, this allows
you to provision a VPDB into a new VCDB in a non-RAC or RAC environment, update local
listeners for a VDB in a RAC environment, and update local listeners for a vCDB in a non-RAC

or RAC environment.

Support Delphix operations for Oracle RAC VDBs/VPDBs during downtime: Oracle RAC is used for
production databases to ensure their availability 24/7. To comply with business continuity guidelines,
Delphix now supports the following VDB/VPDB operations when one or more hosts of the Oracle RAC
clusters are down: Provisioning, enable/disable, refresh, start/stop, and rollback. This enhancement

includes VDBs/VPDBs in VCDBs and Linked CDBs.

Staging Push online DB mode for SQL Server: Delphix now supports database online mode for
Staging Push dSources for SQL Server, keeping the source database open for transactions, as
needed. Before this enhancement, Staging Push source databases were required to be in restoring
mode only. This enhancement is supported for SQL Server deployed on-premises and in the cloud (for

both self-managed databases and SQL PaaS environments).
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IBM Db2: RHEL v9.2 is now supported for IBM Db2 v11.5, including IBM Db2 v11.5.9.

MySQL: Added Staging Push support for AWS RDS and AWS RDS Aurora MySQL. Certified Amazon
Linux 2 as staging and target host environments.

Oracle E-Business Suite (EBS): Oracle EBS’'s DB Tech Stack on IBM AIX v7.2 is now supported. The
EBS App Tier is not supported on IBM AIX v7.2.

SAP HANA: HANA SPS 06 and SPS 07 are now supported on the SUSE Operating Systems.
Documentation updates: Broad improvements continue across multiple areas of our documentation,
including Couchbase, IBM Db2, MongoDB, and MySQL.

3.1.2 Release 19.0.0.0

Documentation updates

Broad improvements have been made across multiple areas of documentation, including the Delphix
Overview (see page 501), Product information (see page 502), Glossary (see page 504), the Datasets > Getting
started (see page 967) section, and the Datasets > PostgreSQL (see page 1677) section.

Ul for object storage connectivity modifications

Key rotation, endpoint URL, regions, and authentication types may now be modified for existing
connected object storage through the Ul, in addition to the previously available APl and CLI options.
Improved migration time to Elastic Data

Leveraging Elastic Data with Continuous Data provides significant cost savings by leveraging object
storage in addition to block storage. We have decreased the time to execute migrating an engine
from a standard Continuous Data Engine to an Elastic Data Engine. A reboot is required to enable this
feature enhancement.

TDE support for Hardware Security Module (HSM) solutions

Integration with HSM solutions such as Oracle Key Vault (OKV) and CipherTrust help enhance
security by offering robust TDE capabilities that ensure encryption keys are securely managed and
stored. Delphix can now connect to OKV and CipherTrust to perform all operations within TDE
environments managed by any of these solutions.

SAP HANA support

HANA SPS 06 and SPS 07 are now supported on SUSE Operating Systems.

Oracle EBS support

EBS on IBM AIX v7.2 is now supported.

MongoDB support

MongoDB is now supported on RHEL 9.0.

3.1.3 Release 18.0.0.0

Decreased VDB downtime

There are two types of upgrades for Continuous Data, full upgrades where VDB downtime is incurred
during a system reboot, and deferred updates where there is no system reboot and therefore no
downtime. Note that some features will require a full upgrade. The full upgrade process has been
enhanced to minimize VDB downtime, limiting it to the duration of the system restart. VDBs now
remain operational throughout the upgrade, experiencing downtime solely during the system reboot
phase. This enhancement will be in effect for upgrades from 18.0.0.0 or greater.
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+ Object storage modification
Key rotation, endpoint URL, regions, and authentication types may now be modified for existing
connected object storage through the APl and CLI.

+ NFS encryption
Adds support for Repave and Oracle RAC configurations with NFS encryption.

+ IBM Db2 HealthChecker
The HealthChecker can now validate staging and target environment configuration to simplify
implementation. This joins existing support for Oracle E-Business Suite (EBS).

+ PostgreSQL
Provided WAL Logs will no longer automatically roll forward a dSource. This action will now occur
only when a dSource snapshot is taken to eliminate unknown changes.

+  SAP HANA certification
Certified SAP HANA SPS 06 and 07.

3.1.4 Release 17.0.0.0

* NFS encryption
Using encryption over NFS between Continuous Data Engines and the target and staging hosts is now
supported. Please consult with your account team as to whether this is an appropriate fit for your
needs.

+ MysSQL on Linux:
"Manual Ingestion” has been renamed “Staging Push” to standardize on the established Delphix
ingestion architectures. Strengthened the refresh and snapshot workflow to minimize occasional
failures. Please review the upgrade path® for installation guidance.
Oracle E-Business Suite (EBS)
Updated the virtual database provisioning hooks to support the Solaris operating system. This
release is recommended to all users as it contains various bugs and security fixes.
Couchbase support
Support has been added to define multiple buckets, configure RAM sizes, and ingest multiple full
backups. Additionally, the connector will now report data source sizing.
Microsoft SQL server backup
Improved how easily you can bring in data from Microsoft SQL Server on Azure by automatically
updating the Access Control Lists (ACLs), allowing users of various staging and target environments
to better manage their files and folders.

3.1.5 Release 16.0.0.0

+ Bug fixes and performance improvements
This release focuses on a number of bug fixes and performance improvements. More details can be
found on the Fixed issues’ page.

6 https://cd.delphix.com/docs/19.0.0.0/mysql-matrix
7 https://cd.delphix.com/docs/19.0.0.0/fixed-issues
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3.1.6 Release 15.0.0.0

Improved SQL Server Access Control List (ACL) update time for file stream files (for VDB
operations)

Mitigates delays caused by the longer Access Control List (ACL) update time compared to the
transaction log interval, which is achieved by bypassing ACL checks during virtual database
operations.

* Fluentd logs download
Adds a capability that allows you to download Fluentd logs for debugging, as well as import the logs
into analysis tools.

+ In-place conversion of an engine to Elastic Data (object storage)

System administrators can now convert an existing all-block-storage Continuous Data Engine to
Elastic Data (with object storage), in-place, without the need to replicate to a new engine. Note that a
reboot update is required to use this feature.

Certification of Oracle 19c and 21c on SUSE 15 SP5

Oracle 19¢c and 21c on SUSE 15 SP5 are now certified.

« Datapatch
Adds support for invoking Datapatch against Oracle VDBs when they are provisioned, refreshed,
rewound, started, or enabled via Delphix Ul and CLI.

+ Export an Oracle non multitenant or PDB snapshot to a physical Oracle ASM or Exadata database
This feature enables you to export data from an Oracle non multitenant, PDB snapshot, or timeflow
point to a physical Oracle database that uses Oracle Automatic Storage Management (ASM). This
feature is especially useful for Oracle target environments running on Exadata or ExaCC systems.
IBM Db2

+ SSL/TLS support for HADR ingestion
The Db2 plugin introduces SSL/TLS support for HADR ingestion, enhancing data security
during replication by encrypting data in transit between primary and standby databases.

+ Dynamic Ul for Db2 virtualization

With the introduction of various dynamic Ul features, you can now experience a streamlined
and user-friendly interface that adapts based on your selected choices, simplifying the linking
process.
+ Redeploy support (Repave)
Continuous Data Engines may now be disconnected from their storage and redeployed, maintaining
the previous configuration and data. Redeployment support only works with the same Delphix Engine
version. Currently, engine redeployment is not supported on Elastic Data Engines, which is expected
to be available in a subsequent release.

3.1.7 Release 14.0.0.0

+ Elastic Data
Previously referred to as “Cloud Engines”, Continuous Data with Elastic Data allows you to leverage
lower-cost object storage in addition to traditional block storage. This has the effect of dramatically
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decreasing the operational overhead of Continuous Data while enabling new use cases like long-term
archival and retention.

+ Private data center Elastic Data
Previously, Elastic Data was only available for Continuous Data Engines deployed in AWS
(using S3) or Azure (using BLOB storage). We now support deploying Elastic Data with on-
premises, S3-compatible object storage arrays.

+ Elastic Data on Oracle Cloud Infrastructure

Elastic Data may now be used in OCI, providing decreased operational overhead and enabling

new use cases, as mentioned above.
Replication Failback
In the case of a failure on a primary Continuous Data Engine, failover may be used to swap operations
to a secondary Engine. Previously, this was a one-time, terminal action. With failback, you can restore
operations back to the primary engine if the failure has been resolved, or if you simply want to test
the failover process.
PurgelLogs operation
The PurgelLogs operation now includes support for Oracle Multitenant dSources.
Oracle Staging Push
The Staging Push method of ingestion now supports point-in-time provisioning of data.
Couchbase
Couchbase 7.1.3 is now supported and several bugs have been resolved, such as increasing buffer
size in the bucket-list command, backup restore failures, and replication status checks.
MySQL/Linux
There is now guidance for upgrading Source, Staging, and Target environments from MySQL 5.7 to
v8.0. In addition, new guardrails have been introduced to prevent incompatible refresh and rollback
operations.
PostgreSQL
All RHEL v8.x operating systems are now supported. In addition, new protections have been
introduced to prevent accidental modification of parameters via VDB Config Template configuration.
SAP HANA
VDB provisioning has been improved in scenarios when SAP HANA services scriptserver and
others are missing volume information.
Support for upgrading OpenJDK Java
Enables the ability to provide your own Adoptium OpenJDK upgrades without upgrading the product.
Extends “Bring Your Own Java” to include Adoptium, not just Oracle.
ESXi 8.0 U1
Continuous Data may now be run on VMware ESXi 8.0 U1.

3.1.8 Release 13.0.0.0

Recovery from failed vPDB in a Linked CDB

A variety of factors may cause an Oracle virtual pluggable database to fail in a linked container
database. It is now possible to recover from a failed Pluggable Virtual Database with a forced refresh
or rewind operation.
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IBM Db2

Support for RHEL 8.8 has now been certified for Delphix. This release was originally published in
June.

MongoDB

Additional parameters are now supported in the mongodump and mongorestore commands.
Backups and restores can be customized more flexibly to improve data extraction and ingestion
speeds, such as parallel collections processing.

PostgreSQL

Support has been added for PostgreSQL 15.0 on RHEL 9.0 and Azure Flexible Server for PostgreSQL
14.0. The source sizing calculation has also been updated to more accurately represent the correct
database size.

SQL Server

The following are now supported:

SQL Server 2016 on Windows Server Core 2016
SQL Server 2019 on Windows Server Core 2019
SQL Server 2022 on Windows Server Core 2022
SQL Server Developer Edition for all supported SQL Server versions

3.1.9 Release 12.0.0.0

User audit for Delphix support

In a case where engine access is granted to Delphix Support to debug or fix issues, or any actions
take any actions, this is now tracked in its own audit log.

SMTP TLS

You can now add a certification for SMTP TLS authentication via the APl or command line.
Refresh/Rewind of Oracle VDBs and vPDBs that have been exported to Oracle ASM Databases
Users may now refresh or rewind Oracle VDBs or vPDBs that have been exported to physical ASM
databases. The performance of the export to ASM can also be improved with the ability to specify
specific RMAN file section sizes.

IBM Db2

The v4.6.0 release supports Staging Push with the Database Partitioning feature (DPF) and custom
mount points.

MongoDB

The v1.3.0 release supports passing additional parameters to mongodump and mongorestore. This
adds parallel processing and flexibility to improve data extraction and ingestion speeds.

3.1.10 Release 11.0.0.0

Staging push read-only Oracle databases

Supports staging-push ingestion from read-only databases.

Partial ingestion via Oracle staging push

Partial ingestion enables the ability to ingest only selected Oracle tablespaces with Staging Push.
This feature allows you to subset the Oracle database by choosing only specific tablespaces.
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MongoDB

Supports MongoDB Enterprise 6.0 and Mongo Atlas, including cluster-to-cluster sync to enable
ingestion of large, sharded databases.

MySQL/Linux

Supports MySQL v8 across all certified editions.

PostgreSQL

Supports point-in-time (PIT) provisioning using external logs and ingestion using the “pg_dumpall”
utility.

3.1.11 Release 10.0.0.0

Azure key vault integration

This release adds Azure Key Vault support for storing and accessing secrets, keys, and certificates
necessary for Continuous Data operations.

NFSv4 only mode

+ This release adds support for turning off NFSv3 on the engine.

3.1.12 Release 9.0.0.0

READ_COMMITTED_SNAPSHOT parameter can now be set during VDB provisioning

This feature allows the SQL Server READ_COMMITTED_SNAPSHOT database parameter to be defined
during VDB Provision operations, either by specifying it as a VDB Configuration Parameter or
associating the VDB with a VDB Configuration Template. If defined, the parameter will be
automatically set during Provision, Refresh, and Rewind operations for the VDB.

Export an Oracle virtual DB or virtual PDB to a physical Oracle ASM or Exadata database

This feature enables you to export data from an Oracle Virtual database (VDB) or a Multitenant (MT)
vPDB to a physical Oracle database that uses Automatic Storage Management (ASM). This feature is
especially useful for Oracle target environments running on Exadata or ExaCC systems.

3.1.13 Release 8.0.0.0

Oracle: Multiple virtual PDBs in a virtual CDB
This feature enables you to provision and manage multiple Oracle virtual PDBs to a virtual CDB
(vCDB).

+ A vCDB is a Delphix-managed, fully compatible Oracle Container Database created and
maintained by Delphix as part of the VDB provisioning workflow. This workflow allows
organizations to automate their Oracle data lifecycle end-to-end, which results in developer
productivity enhancements. Additionally, because container databases allow it, Oracle users
benefit from the Oracle licensing agreement (which allows hosting up to three PDBs inside a
vCDB).
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This feature is only supported for Oracle versions 12.1.0.2 (with a patch for Oracle bug
18967466) and later.

Source sizing for HANA

This feature enables you to calculate the source dataset size based on the total allocated space on
the mount point provided by the Delphix Engine for the dataset.

Support for multiple backup paths in DB2

This feature supports multiple backup paths instead of one for dSource ingestion. This allows you to
provide a single backup path for the dSource ingestion and add more backup paths with a dynamic Ul
to accommodate for the extra backup directories where the backup was split into.

3.1.14 Release 7.0.0.0

Oracle: Multitenant TDE for VCDBs

Use transparent data encryption (TDE) with virtual container databases to secure data-at-rest.
Existing TDE keys can be used or data can be rekeyed upon deployment. Automated KeyStore
sanitization ensures production TDE keys are not shared to non-production environments.

Oracle: staging push

Pushes new data to the Delphix DevOps Data Platform instead of requesting data on a polling
interval. Isolate ingests to Delphix from production instances. Gives the ability to leverage third-party
backup applications. Full-tested integration with Oracle Data Guard and Active Data Guard allows for
staging DB to be the standby DB, enabling tight point-in-time snapshots.

Cassandra: new Continuous Data connector

Continuously sync to Cassandra databases and deploy data to non-production environments. Deploy
data from multiple Cassandra nodes as a single virtual database. Track source changes along a
continuous time flow and redeploys data from any time. Quickly deploy data to new ephemeral
instances. Branch production data, apply data masking, and deploy to new developer sandbox
environments.

Multiple Device Removal for Delphix Engines version 6.0.12.0 to 6.0.17.X contains a breaking
kernel module change that requires a reboot in order for the new module to load. With that, a
deferred reboot engine upgrade operation will be unable to remove devices until a reboot is
performed.

3.1.15 Release 6.0.17.0

Source sizing for Postgres and IBM Db2
This feature brings improved visibility for data source ingest management and metrics with data
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source size information logs. The source volume sizes can now be viewed through engine APIs and
easily integrate with automation scripts.

+ Environment variables in hooks
This feature allows users to customize data deployments with hook scripts using environment
variables, defined by plugin connectors in DLPX_DATA_DIRECTORY. Automated hook scripts can be
executed during pre and post-deployment.

3.1.16 Release 6.0.16.0

Elastic Data engines on Microsoft Azure
You can now use Azure Blob object storage in place of block storage to reduce operational
costs. Cache only necessary data to engines in order to maintain consistent VDB performance.
Allows for elastic expansion of your storage footprint as-you-go in the cloud. Quickly deploy data to
engines across regions, combining these tools to achieve potential cost savings of 25%-80%
depending on use and workloads.
Elastic Data engines cache resize
This feature allows your Elastic Data engine cache to meet changing cost-performance demands on-
the-fly by fine-tuning cache ratios for data ingestion and distribution use cases. Adapt to different
workloads, saving costs during idle situations and delivering high performance during heavy
workloads.

+ Continuous Vault: additional security controls
New security controls are introduced for Ransomware Protection when using Delphix Continuous
Vault (see page 2214). Alert Profiles, dSources, and LogSync profiles can now be locked on Continuous
Data Source Engines. Delphix Continuous Ransomware Protection Solution provides Continuous Data
Protection, Recovery, Detection, and Compliance.

+ Non-admin user password reset
Non-admin users will be able to request a password reset if an email is associated with the account.
The password reset will continue to be controlled through LDAP/SSO for users on IdP platforms. Self-
service password reset is available both within the Ul and CLI.

+ Zero trust update for SAP HANA connector
A “least-privileged” OS user can now be used to run virtualization operations on a Delphix target
host. Aligning with Zero Trust initiatives, Delphix no longer requires a high-level OS user for
virtualization.
Increased mount security
This change brings improved security controls that limit connections to Delphix Engines only from a
defined host list. NFS mount checks will now run on ephemeral mount points matched to specific
host UIDs. Mount checks are used to verify that the Continuous Data Engine is mountable before
running virtualization operations.

+ iSCSI parameter warnings
New warning to ensure iSCSI parameters on Windows Targets are optimized for Delphix Engines. The
check runs for Target environments during Add, Refresh, and Enable operations.

+ Database port customization for EBS plugin
This feature supports the provisioning of VDBs in EBS dbTechStack & AppsTier plugins to run on a
customized port. You can now provision database binaries(ORACLE_HOME) cloning and listener
process to run on a custom DB port and Application tier to connect to that port.
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3.1.17 Release 6.0.15.0

Oracle MT TDE for system tablespaces
The next release enables system tablespaces on Oracle Virtual Databases to be encrypted using
transparent data encryption (TDE). Oracle system tables store database table information, index,
sequences, and other objects. Encrypting system tables in non-prod environments enforce security
controls and prevents database index and metadata tampering.

+ Staging push for Postgres
Staging push enables organizations to push data into Delphix without having to directly query
production instances. With staging push, teams can use 3rd party solutions to recover data to
staging instances that automatically sync to Continuous Data. This also enables logical replication
workflows (common for PaaS sources) and the use of tools like pgbackrest.

+ Staging Push for IBM Db2 HADR
Staging push will be added in the next release for IBM Db2 in a High Availability Disaster Recovery
(HADR) configuration. This gives teams an alternative way to sync data into the Continous Data.

+ Cache analysis for Elastic Data engines
We plan to add a Ul for teams to better understand the effectiveness of allotted Delphix Elastic Data
engine cache size. This enables users to optimize DCE cache sizes to meet required cost-
performance levels for VDBs.

+ Storage device removal Ul
The team will be able to remove disks on engines backed by block storage through the Ul in addition
to the CLIin 6.0.15.

+ Zero trust for Postgres
6.0.15 supports custom “least privilege” OS user roles to be assigned to the “Delphix_0S" user to
perform virtualization operations from Postgres sources.

+ TDE source database support for EBS plugin
6.0.15 supports TDE source databases for the EBS plugin.

Certifications

+ Oracle 19c on RHEL 8.6 (6.0.15.0+)
+ Oracle 21c on RHEL 8.6 (6.0.15.0+)
AppData on RHEL 8.6 (6.0.15.0+)

3.1.18 Release 6.0.14.0

+ The Delphix DevOps data platform will feature some product name changes to better align with our
offered solutions:

+ Continuous Data (Virtualization)
+ Continuous Compliance (Masking)

+ Continuous Vault (Data vault)
Single engine Continuous Vault
The Single Engine Continuous Vault provides effective protection against ransomware attacks in a
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standalone Delphix Engine. This option may be preferable for deployments where maintaining two
separate engines is not architecturally necessary. See Delphix Continuous Vault for more information.
AWS Elastic Data engines

This offering will support the use of AWS S3 object storage in place of traditional block storage,
making it easier and more efficient to store more data for longer with Delphix. For this release, only
engines deployed on AWS are supported, with support for other infrastructures to come.

Microsoft SQL Server Virtual-to-Physical (V2P) improvements

With these new improvements, users can specify a separate drive for SQL Server transaction log files,
since these often need to split across multiple locations due to size. This ensures that DB files
rehydrate in the manner that is most efficient during initial V2P, which helps avoid unnecessary
downtime; this works in tandem with our ransomware solution. An additional enhancement to
improve transfer performance involves replacing XCopy with Robocopy multithreading capabilities.
Oracle MT TDE support for encrypted system tablespaces

Every Oracle database has a system tablespace that is always used to store system data, including
information about database tables, indexes, sequences, and other objects. Oracle TDE can encrypt, in
addition to the data itself, the system tablespace for maximum security. This feature allows Delphix
to provision VDBs with TDE-enabled encrypted system tablespaces to maintain the overall database
security in non-production environments.

Staging push for SAP HANA via CommVault

CommVault is the most popular backup application for SAP HANA. We have certified that the backup
application can be used as expected by our customers with our new Staging Push capability.
Salesforce data protect and version performance improvements

The March release will allow the user to configure up to 30 parallel upload threads (a 10x increase),
improving our restore performance to ensure a fast recovery. We've also added several
improvements towards faster and leaner retries for any records that fail during restore, plus
increased the efficiency and reuse of API calls while downloading data (leading to faster backups and
better resource utilization).

Ingest and restore for PostgreSQL

This feature allows you to ingest logical backups (pg_dump/pg_restore) from PostgreSQL, which
enables workflows for direct ingestion from PaaS data sources (AWS Aurora & RDS), deployment to
laaS-hosted targets, and selective ingestion of individual databases from multiple database instances
of PostgreSQL.

Certifications

Oracle 19¢ on RHEL 8.5 (6.0.14.0+)
Oracle 21c on RHEL 8.5 (6.0.14.0+)
AppData on RHEL 8.5 (6.0.14.0+)
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3.1.19 Release 6.0.13.0

3.1.19.1 New in this release

+ Support for AWS object storage
This release adds support for the use of AWS S3 object storage in place of traditional block storage.
This release currently supports only those engines that are deployed on AWS.

+ Staging push for SQL Server
This release supports staging push for SQL Server. Staging push allows you to push data to Delphix if
you have tools, configurations, or security concerns that do not work with the existing pull model.
Staging push enables, for example, compatibility with data stored in backup systems and gives you
control over the staging database. For more information, see Staging Push Implementation for SQL
Server (see page 2047).

+ Support for TLS 1.3
This release provides support for TLS 1.3 for connections from the virtualization engine to the host
and engine-to-engine communication.

+ Auto vPDB restart for single instance linked CDBs
This release supports the auto-restart feature for single-instance vPDBs in a linked CDB. The auto-
restart feature allows the virtualization engine to detect and restart VDBs if the remote host has been
restarted.

+ Transparent Data Encryption (TDE) for Oracle Multitenant RAC (Oracle 12.2 and 21c)
The Oracle TDE feature encrypts the sensitive data (database tables and tablespaces) stored on the
disk. This prevents misuse of the data if the disks or storage mediums are lost or stolen. The data is
transparently decrypted for authorized users when they access the data. Our large enterprise
customers leverage Oracle RAC configurations for their business-critical applications. This release
adds support for Oracle 12.2 and 21c. For more information, see Provisioning a TDE-enabled vPDB to
a Cluster Target®.

*  FluentD monitoring
FluentD is a popular open-source data logging layer for DevOps and Site Reliability Engineering (SRE)
teams® to stream telemetry to their chosen monitoring solution to improve systems observability.
Delphix already provides the ability to forward data events and performance metrics to Splunk’®.
Delphix 6.0.13 enables additional Fluentd configurations to be developed and added to the engine.
extending telemetry output’ to new tools like ELK, New Relic, and DataDog.

+ Db2 plugin version 4.1.3
This plugin release resolves some issues that are listed in the Db2 Release Notes (see page 438).

+ EBS plugin version 3.0.3
This plugin release resolves some issues that are listed in the EBS Release Notes (see page 460).

g https://docs.delphix.com/docs/datasets/oracle-environments-and-data-sources/provisioning-and-managing-virtual-
databases-with-oracle/provisioning-a-tde-enabled-vpdb-to-a-cluster-target

9 https://www.delphix.com/solutions/sre-teams

10 https://splunkbase.splunk.com/app/4373/

11 https://www.fluentd.org/dataoutputs
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3.1.19.2 Certifications

Virtualization
Microsoft Windows Server 2022

Oracle E-Business Suite (EBS) 12.2.11 in OCI
Hypervisors/Clouds

ESXi 7.0 U3c

3.1.20 Release 6.0.12.0

3.1.20.1 New in this release

HANA staging push

The HANA 2.0 plugin introduces the Staging Push feature. This feature provides a new data ingestion
mechanism that helps users to push data into the Delphix-provided mount point on their own. For
more information, see Delphix Architecture for HANA (see page 1861).

Multiple device removal

You can now remove multiple storage devices at a time when engines are over-provisioned or when
moving to new storage. This is done only after ensuring sufficient resources to support the removal.
Transparent Data Encryption (TDE) for Oracle Multitenant RAC (Oracle 18c and 19¢)

The Oracle TDE feature encrypts the sensitive data (database tables and tablespaces) stored on the
disk. This prevents misuse of the data if the disks or storage mediums are lost or stolen. The data is
transparently decrypted for authorized users when they access the data. Our large enterprise
customers leverage Oracle RAC configurations for their business-critical applications. We have added
support for provisioning a TDE-encrypted vPDB to a linked (Physical CDB) target RAC environment on
Oracle 18c and 19c in this release. For more information, see Provisioning a TDE-enabled vPDB to a
Cluster Target (see page 1529).

3.1.20.2 Certifications

Oracle 21c on SLES 15 SP3 (6.0.11.0+)
Oracle 19c on SLES 15 SP3 (6.0.11.0+)
Oracle 21c on SLES 15 SP2 (6.0.11.0+)
Oracle 19c on SLES 15 SP2 (6.0.11.0+)
AppData on RHEL 8.4 (6.0.11.0+)
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3.1.21 Release 6.0.11.0

3.1.21.1 New in this release

« OAuth2 API support
The Virtualization and Masking engine APIs are now accessible via OAuth2 tokens that improve
Delphix's security offerings. For more information, see Configuring OAuth2 Authentication for API
Access (see page 669).

+ Oracle support for Exadata, Exadata Cloud, or Exadata Cloud-at-Customer (ExaCC) cluster
This release adds support for Exadata, Exadata Cloud, or Exadata Cloud-at-Customer (ExaCC) Cluster
for Oracle databases. For more information, see Oracle Support Matrix'2.

« Apply Hotfixes using the self-service Ul
You can now apply hotfixes using the self-service upgrade Uls.

+ TDE for Oracle Multitenant - support for rekey
Oracle Advanced Security Transparent Data Encryption (TDE) provides the ability to create virtual
pluggable databases with a new key (independent from the source database). This is to facilitate
another layer of security - ensuring that different keys are used in the production and non-production
systems. For more information, see Provisioning a TDE-enabled vPDB (see page 1435).

+ Modify DBID for non-multitenant Oracle VDBs after provisioning
You can now generate a new DBID after a VDB is provisioned and refreshed. For more information,
see Generate a New DBID for Oracle VDBs (see page 1413). Support for multitenant databases is
currently not available.

+ New wizard for creating replication profile
A new multi-step wizard is now available that replaces the previous in-place editing option to manage
Replication Profiles. For more information, see Replication User Interface (see page 2267).

3.1.21.2 Certifications

Oracle 21c on RHEL 8.4, RHEL 8.3, SLES 15 SP1 (6.0.11.0+)
+ Oracle 19c on RHEL 8.4 (6.0.10.0+)
+ Exadata Cloud-at-Customer(ExaCC)/Exadata support for Oracle 12.2 on OEL 7.8 and OEL 7.9

3.1.22 Release 6.0.10.0

3.1.22.1 Virtualization

SQL Server-support for Azure storage backups
SQL native backups can now be read directly from Azure Cloud storage. For more information, see
Restoring SQL Backups Stored in Azure Cloud Storage (see page 2076).

12 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/4817620/0racle+support+matrix
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+ Support dSource upgrades from Non-MT to MT in Oracle
Once a dSource is converted to a multitenant PDB, you will be able to share its storage blocks with its
non-multitenant predecessor. Delphix will only store the incremental changes to the database. For
more information, see Prepare and Upgrade a Non-MT Oracle dSource to MT (see page 1343).

+ Oracle-provision to the latest Point-In-Time on RAC
Provision to the latest point-in-time is now supported.

+ Flexible ORACLE_HOME permissions configuration
Removed the need to set permissions of the "SORACLE_HOME/dbs" subdirectory using STARTUP
SPFILE syntax to simplify Oracle operations. For more information, see Requirements for Oracle
Hosts and Databases (see page 1279).

+ Support for manually starting an Oracle VDB
An Oracle VDB can now be manually started. For more information, see Manually Starting a VDB (see
page 1426).

+ Attach and detach Oracle CDB containers
Detaching, attaching, and linking of the Oracle CDB containers is now supported via CLI. For more
information, see CLI Cookbook: Attaching, Detaching, or Linking a CDB (see page 2484).

+ Password vaults and remote hooks for Ul
In the 6.0.9.0 release, we introduced the ability to use password vaults with hooks. This allows our
customers to ensure a high level of security with all operations with external systems. This can now
be configured via the user interface. For more information, see Passing Credentials Securely to Hook
Operations’3.

+ NFSv4
NFSv4 is now enabled by default. For more information, see NFSv4 Configuration (see page 703).

+ 12-month support for upgrades and Forward Compatible Replication (FCR)
To better align with the Delphix support program, Engine upgrades, and FCR operations must be
within versions no more than 12 months apart. For example, upgrading to version 6.0.10.0 will require
the previous version to be at least 6.0.4.0. For more information, see Upgrade Matrix (see page
429) and Replication Overview (see page 2232).

+ HANA plugin port control
You can now keep the port numbers consistent throughout the HANA VDB life cycle so that the
connections made to the VDBs are not disrupted during their life cycle. For more information,
see Provisioning HANA VDBs: An Overview (see page 1915).

+ User-specified mount path For Db2 dSource
You can now specify a mount path of your choice to host the dSource dataset on the target host. For
more information, see Linking a Db2 dSource™.

+ Staging push automation for Db2 dSource
You can now use a set of scripts that can be used to automate the restore and roll forward
operations on the dSource.

13 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/6262834/
Passing+credentials+securely+to+hook+operations
14 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/5309019/Linking+a+Db2+dSource

Release notes — 98


https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/6262834/Passing+credentials+securely+to+hook+operations
https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/5309019/Linking+a+Db2+dSource
https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/6262834/Passing+credentials+securely+to+hook+operations
https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/5309019/Linking+a+Db2+dSource

Continuous Data — Continuous Data Home

3.1.22.2 Certifications

3.1.22.3 Virtualization

OCI VM.Standard.E4 (see page 608)
AWS r5n.24xlarge (see page 583)
Oracle 21C RH 8.3"°

3.1.23 Release 6.0.9.0

3.1.23.1 Virtualization

Delphix data vault - additions

In continuation to the Delphix data vault for ransomware protection released in 6.0.8.0, this release
enables you to manage this feature from the Delphix Engine user interface and also lets you monitor
the regular valid replication received. For more information, see Delphix Data Vault (see page 2214).

TLS 1.3

The TLS 1.3 support is added as an available secure connection option at the Engine Admin Console
to be used between engines.

Phonehome data collection frequency

The default collection period for the Phonehome users is now changed to daily. For more information,
see System Configurations - Enable Phone Home (see page 951).

Password vaults for remote hooks

With this release, the hooks running on environments can now obtain credentials from the engine and
its configured password vaults. These credentials can be used to perform custom authentication
tasks in a secure manner. Currently, this feature is supported via the command line interface only. For
more information, see Passing Credentials Securely to Hook Operations'®.

Delphix integrations (dxi) docker image

A new dockerized version of the dxi library is now available. For more information, see Docker
Image?”.

3.1.23.2 Certifications

Virtualization
« EBS 12.2 on Oracle 19¢'8

15 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/4817620/0racle+support+matrix

16 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/6262834/
Passing+credentials+securely+to+hook+operations

17 https://hub.docker.com/r/delphix/dxi

18 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/13041894/EBS+12.2+plugin+3.0.0+release+notes
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+ Db2 11.1.4.6 Fix pack’®
+ Hypervisors/Clouds

« ESXi7.0U2%0

3.1.24 Release 6.0.8.0

3.1.24.1 Virtualization

Delphix data vault
The Delphix Data Vault for ransomware protection (accessible via CLI) enables organizations to
recover access to their application data much faster than traditional backup solutions after malicious
attacks. It relies on the new data vault Replication feature, which replicates critical business DB data
stored on Delphix engines to a new target engine called Data Vault. Once securely stored on the Data
Vault, the replicated DB data can be used to recover business applications upon a ransomware attack
with very low RTO and RPO.

+ Dxi executable and support for encrypted credentials
We will be distributing the dxi CLI, a Delphix solution built to facilitate simpler and seamless
integration of Delphix Platform Operations into existing workflows, such as Windows, macOS, and
RHEL binaries. This will simplify adoption and remove the requirement on Python. Delphix has also
added encryption for the login credentials.
Expansion of retention period on replicated objects
At present, when snapshots on the replication source engine are deleted (either due to retention
policies or user action), the next replication job will delete those snapshots on the replication target
engine. This improvement will allow you to extend the retention period of replicated objects on target
engines while keeping the original retention at the source. Once the object in the target engine
reaches its retention period, it will be flagged and deleted by the policy agent based on a daily
schedule.

+ Db2 staging push
Delphix now supports Staging Push for non-DPF Db2 databases. The Staging Push architecture will
allow organizations to bring their data to Delphix, with their own tools and standard processes. This
facilitates the use of any backup tool, a major ongoing source of requests. This should dramatically
increase the volume of data that can be easily managed by Delphix.
HANA plugin staged architecture
Delphix introduces a staging architecture for HANA virtualization. This will make it consistent with
other virtualized data sources. This new architecture will build a foundation for future staging push
capabilities, as Delphix has begun to introduce other platforms. These changes, together, will allow
us to support more prospective organizations with various SAP-certified, 3rd-party backup
applications for HANA. Delphix will continue to support the pull ingestion method with HANA native
backups and logs.

+ ASE native encryption support
SAP ASE version 16.0 introduces the ability to fully encrypt databases and provides protection for all

19 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/12911839/Db2+4.0.1+release+notes
20 https://delphixdocs.atlassian.net/wiki/spaces/CD/pages/12911839/Db2+4.0.1+release+notes
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the data, indexes, and transaction logs in a database. This offers full database protection while
allowing the user to query and manage the data as usual, as the encryption is transparent to existing
functions. In response to customer demand, we have added a security enhancement to support
encrypted ASE databases. This allows customers to maintain the ASE encryption that is active on
their sources and propagate that through to their VDBs.

System tunable interface

A new web service API is introduced which allows you to set or receive the values of a system
tunable via Delphix CLI. A Support engineer can now provide context via a Support case to modify
these values.

Oracle customized full backups

There is a rarely-seen bug in Oracle that results in some blocks not being written to the datafiles
during an Oracle SnapSync operation. When this happens, the datafiles can become incomplete and
provisioning/refreshing from that snapshot might fail. We are providing a SnapSync option via CLI
that you can customize to accept all datafiles during an Oracle SnapSync operation to prevent this
error.

3.1.25 Release 6.0.7.0

3.1.25.1 Virtualization

Simplified connection management for Oracle databases

This feature streamlines the way that Delphix communicates and interacts with Oracle databases by
simplifying the connection management infrastructure. Prior to this release, connections were
established to Oracle databases using two different methods (remote connections from the Delphix
Engine and local connections from the Delphix toolkit) and communication was performed with
Oracle databases using two different users (a Delphix OS user and a Delphix DB user). Starting with
this release, all communication with Oracle databases will be performed locally on the Oracle host
and all connections to Oracle databases will be established using OS authentication. Existing Oracle
dSources and VDBs will continue to function with no user intervention required. This feature results in
several key benefits for Oracle DB customers such as the elimination of the requirement for a Delphix
DB user when linking, automated PDB discovery, elimination of Delphix interaction with any network
listener, and many more.

Virtualization SDK support for password vaults

Building off of the existing CyberArk and Hashicorp support for Oracle, SQL Server, and SAP ASE
database user credentials, Continuous Data will extend password vault coverage to the virtualization
SDK (vSDK). This will enable data sources that are connected via a vSDK plugin to incorporate this
more secure method of authentication.

SAP ASE device mapping improvements

The Continuous Data experience with SAP ASE heavily relies on and mirrors a database’s device
allocation from the initial load (creating the dSource) to provision (creating VDBs). As these source
device allocations shift over time, Delphix maps these changes and propagates them to their
associated Delphix objects. However, dramatic device layout changes can negatively impact
performance. This enhancement provides a quality-of-life (QoL) improvement to the overall SAP ASE
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experience by providing better error handling and escape valves should a dSource get into a bad state
due to a major device layout shift.

+ Improved storage utilization for large pools
Up through the 6.0.6 release, Continuous Data has enforced a storage usage limit of 85%. Once met,
this limit will cause certain API operations to be disabled to ensure engine data integrity. In the 6.0.7
release, this threshold is relaxed significantly. The new thresholds are as follows:

+ “Warning”: when 85% of the total storage quota is reached or 1536GB of free storage is
remaining (whichever is less), which can be resolved/ignored, with no impact on system
behavior.

+ “Critical”: when 90% of the total storage quota is reached or 1024GB of free storage is
remaining(whichever is less), which cannot be resolved/ignored, with some impact on system
behavior.

+ “Minimum”: when 95% of the total storage quota is reached or 512GB of free storage is
remaining (whichever is less). In this case, a critical fault is raised and cannot be resolved/
ignored, with a substantial impact on system behavior (stop policies, VDB operations, etc).

PVSCSI support

In addition to LSI Logic, with the 6.0.7 release, Delphix has added support for the VMware Paravirtual
vSCSI controller (aka PVSCSI). While VMware designed PVSCSI to support very high throughput with
minimal processing cost, the performance improvements on Delphix engines can vary from case to
case. In 6.0.7, we also support manual changes from LSI Logic to PVSCSI for currently deployed
engines.

3.1.26 Release 6.0.6.0

3.1.26.1 Virtualization

Solaris x86 to Linux x86 Oracle DB provisioning

This feature allows the provisioning of Oracle Virtual Databases from Solaris x86 dSources to Linux
x86 target environments.

TDE for Oracle Multitenant

Oracle Advanced Security Transparent Data Encryption (TDE) provides the ability to encrypt sensitive
application data on storage. Delphix will now support TDE for Oracle 12cR2, 18c, and 19c¢ multitenant.
This release introduces support for single-instance linked container databases (CDBs) using software
keystores. Virtual Container Database (vCDBs), RAC, and rekeying of the TDE encryption keys are not
supported in this release.

Note:

Please note the following important restrictions for TDE for the Oracle Multitenant feature:

+ TDE-enabled vPDBs must be provisioned to a linked CDB, not a vCDB.

+ RAC dSources and target CDBs are not supported.

+ The Oracle version must be 12.2 or higher (12.1 is not supported).

+ System tables or tablespaces either in the PDB or CDB must not be encrypted.
+ Oracle Key Vault is not supported.
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Hardware keystores are not supported.
Keystores must not be on ASM storage.

The dSource from which the initial provision is done must be encrypted when it is linked.
Existing dSources cannot be encrypted without unlinking and creating a new dSource.

Encrypting an already-provisioned unencrypted vPDB (with clear data) which is managed by
Delphix is not supported
Single to Multitenant VDBs
Oracle announced the end of support for non-multitenant databases in their 20c release, and as such,
Oracle DB customers are planning their upgrade and migration programs. Delphix will now support
provisioning a virtual pluggable database from a non-multitenant virtual database.
Added support for HashiCorp namespaces.

3.1.26.2 Certifications

Virtualization
ASE 15.7/16 on RHEL 7.9
Oracle 12.1 on RHEL 7.9 and SLES 12 SP5
Oracle 12.2 on RHEL 7.9 and SLES 12 SP5

Oracle 19c on RHEL 7.9 and SLES 12 SP5
Hypervisors/Clouds

ESXi 7.0 U1

3.1.27 Release 6.0.5.0

3.1.27.1 Virtualization

NFSv4 support:

Support has been added for Oracle and ASE on AlX.

Expanded Replication: Replication of non-data objects

Our customers are increasingly using replication to facilitate moves of data across network
boundaries, to the cloud, and for DR purposes. We've had long-standing requests to replicate more
than just the data, and in this release, we will support the replication of users, roles, permissions,
policies, and configuration templates.

Upgraded Windows Connector:

The Windows Connector will now support newer versions of Microsoft's .NET framework (4.x), which
encompasses myriad higher security standards, new functionality, etc. Previously, the connector
relied on .NET 3.5 due to two dependencies: SQL Server and Powershell, both have since been
removed with SQL Server 2016+ and Powershell update in 6.0.3.0.

Db2 Extensible Ingestion:

We will now support an extensible model for ingesting Db2 data. In this new, additive, model, we will
support customers manually performing a restore & roll forward of their staging database to Delphix
from native backups or arbitrary third-party backup tools which integrate directly with Db2. This will
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allow customers to bring data from whatever system or backup they have and restore it to an exact
point in time, as needed.

3.1.27.2 Certifications

Virtualization
ASE 16.0 on RHEL8.1 and RHEL8.2 on 6.0.4+
ASE 16.0 on SLES12.4 on 6.0.4+
Oracle 19.7 on RH7.8 and RH8.0 on 5.3.9+ and 6.0.3+
ESX 7.0
NFS v4 support on AIX

IBM Cloud Catalog. Delphix is now available in the IBM Cloud Catalog, a private marketplace
for trusted IBM Technology partners that is offered to large IBM enterprise customers. In 6.0.5
we will start with a few certified instances for virtualization and masking and will grow our
presence as more the business justifies the cost and efforts. Specifically, we support the
following instances:

mx2-8x64
mx2-16x128
mx2-32x256
mx2-48x38
Oracle Cloud: The following are newly supported instance types:
VM.Standard2.8
VM.Standard2.16
VM.Standard2.24

3.1.28 Release 6.0.4.0

3.1.28.1 Virtualization

HashiCorp and expanded CyberArk support:

Delphix has extended both CyberArk and HashiCorp Vault support to Oracle Database Users in
addition to previously supported ASE and MSSQL domain users. GUI support for HashiCorp Vault has
been added during setup to authenticate host users and database users.

Note:

The HashiCorp namespace Enterprise feature is supported starting 6.0.6.0.

NFSv4 support:

Support has been added for SUSE and Db2 on AIX.
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3.1.28.2 Certifications

Virtualization
OClI Support
NFSv4 support for Db2 on AlX and SuSE
SQL Server Instances with a Managed Service Account

3.1.29 Release 6.0.3.0

3.1.29.1 Virtualization

CyberArk and Hashicorp vault support for virtualization:

Delphix is introducing password vault support to authenticate environment and database linking and
will support both CyberArk with Oracle and Hashicorp with CLI only.

Capacity management:

Understanding where and how storage is used on Virtualization Engines can be a challenge, in
particular, understanding how and where space is held and how to recover it. In this release, Delphix
provides better details of held space, particularly around locked objects, and provides clear
instructions about what steps are required to free up space.

Diagnosability:

Additional performance health-check analytics in phone-home have been added to better
troubleshoot and understand customer problems.

Powershell upgrade:

Delphix is reducing our requirements for Windows hosts running PowerShell by allowing you to use
any PowerShell version from 2.0 to 5.1. Delphix will now use the default available PowerShell version
on each host. When specifying hooks (such as “configureClone”), users may specify whether to use
2.0 or whatever PowerShell version is installed on the host.

Support for Oracle read-only homes:

Delphix is introducing support for Oracle read-only homes, which is a new Oracle feature starting with
Oracle 18c. In a read-only Oracle home, all the configuration data and log files reside outside of the
read-only Oracle home. This feature allows you to use the read-only Oracle home as a software image
that can be distributed across multiple servers.

Replication performance:

Delphix will continue to improve replication performance for replication specifications that include
multiple objects and single-object replication throughput.

SAP ASE support for VDB upgrade:

SAP ASE Customers will now be able to validate DBMS Upgrades with this feature that enables
provisioning VDBs to a higher version than the source DB (e.g. ASE 15.7 > ASE 16).

Shared NFS for toolkits

With this release, Delphix introduces shared NFS for clustered environments. Customers wish to use
a common NFS mount point, in which the Delphix toolkit for each cluster node can be deployed. The
product today only creates a directory with appliance UUID and OS user in the folder name and uses
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this for detection to determine if a host is already managed by that Engine. As such, this prevents the
customer from utilizing common NFS storage due to name conflict.

When a new environment is created, upgraded or if the toolkit path is changed, a new toolkit is
created with naming convention Delphix_COMMON_ for common directory and Delphix_ for user
directory.

With this change, the customer can use mounts on shared file systems (like NFS) as a toolkit path for
clustered environments without any naming conflict. This change is not intended for windows
environments.

3.1.29.2 Certifications

Virtualization
EBS 12.2 with RHEL 7.6
PostgreSQL 12.1 & 12.2 with RHEL 7.8
Oracle 11g R2 and Oracle 19¢ with RHEL 7.8 on 5.3.9.0 and 6.0.2+

3.1.30 Release 6.0.2.0

3.1.30.1 Virtualization

Support for Db2 Database Partition Feature (DPF):

Delphix has long supported distributed Db2 (running on Unix/Linux Systems). However, Db2 supports
partitioned databases as a means of scaling to larger, more complex systems. With this release,
Delphix will now support Db2 DPF allowing you to scale to an increasing number of your Db2
databases.

Windows authentication for SQL Server:

You will now be able to use Windows Authentication to link SQL Server databases. Rather than
providing both a database user and a Windows user to ingest data, you can leverage one set of
credentials (a Windows OS user) to perform all source operations. This capability will simplify SQL
Server deployments and reduce Delphix’s security requirements on source databases.

Smart failover:

Smart Failover allows the Delphix Administrator to simplify failover processes by automating object
conflict resolution. By selecting a new option “Automate Object Conflict Resolution” before the
failover process starts, the failover process will rename all conflicting objects and show a report of all
object changes at the end.

NFSv4 support: In 6.0.2 Delphix will start providing NFSv4 for data sources running on RedHat 7.0 or
later. NFSv4 can be enabled using the CLI. Support for additional host OS versions will be added in
subsequent releases. Delphix will consider enabling NFSv4 by default for those supported
configurations in a future release.

Support bundles not required for upgrade: When upgrading from 6.0.0 or greater to a release 6.0.2 or
greater, we no longer require support bundles to be sent to Delphix. This allows you to execute more
self-service upgrades.
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3.1.30.2 Certifications

ASE 16.0 on AIX 7.1

AWS r5n Instance Support: r5n.2xlarge, r5n.8xlarge, r5n.16xlarge
Azure E Series Instance Support: E8s_v3, E16s_v3, E32s_v3
Masking support of Oracle 19c.

3.1.31 Release 6.0.1.0

Masking extended connectors: A very common request for masking has been to support additional
data sources, outside of the currently supported list?!. Thus, the next step in the strategy is the
release of Masking Extended Connectors, which will allow our customers to add JDBC drivers to the
masking engine to facilitate the masking of additional data sources. This will allow masking to be
used for other common databases that can be accessed via JDBC, like SAP HANA, Informix, etc.
SQL server CDC support: We have expanded our support for SQL Server databases using Change

Data Capture?? (CDC), a SQL Server feature that captures all the change information that is applied to
the databases and stores it in change tables. Now, users will have the ability to preserve CDC data
and enable CDC for SQL Server VDBs.

3.1.31.1 Certifications

Virtualization
ASE 16 and 15.7 with Solaris SPARC 11U3 and SPARC 11U4
ASE 16 and 15.7 with RHEL 7.7
SQL Server 2019 Support with Windows 2016 and Windows 2019
Oracle 19c with SUSE SLES 15 SP1

Oracle 19c¢ with Solaris 11 U4 and U3 x86
Hypervisors: The following hypervisors have been certified in 6.0.1.

VMware ESX 6.5 U1, U2, U3
VMware ESX 6.7 U3

3.1.32 Release 6.0.0.0

Google cloud support: Delphix now supports running in Google Cloud Platform for existing supported
databases.

Enhanced Networking Adapter (ENA) support: Delphix supports networking on AWS instances with the
Elastic Network Adapter (ENA). This offers our customers enhanced networking capabilities and more
economical options. Notably, this includes the AWS R4 instance types.

21 https://delphixdocs.atlassian.net/wiki/spaces/CC/pages/9962697/Data+source+support
22 https://docs.microsoft.com/en-us/sql/relational-databases/track-changes/about-change-data-capture-sql-server?
view=sql-server-ver15
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+ Masking NFS/CIFS mount: Our customers increasingly are masking files alongside their databases.
The masking engine has classically supported this via FTP/SFTP but now to make things easier
Delphix has introduced the ability to directly mount and mask a file system - over NFS and CIFS. This
should dramatically simplify the process of file masking.

+ Oracle quality: Continued focus on Oracle quality and have introduced several quality improvements
with our 6.0 release.

+ Masking API updates: 6.0 introduces a significant number of new endpoints, including mainframe
control, as well as updates for existing endpoints. This release also introduces versioning for the
masking API, allowing our customers to upgrade without risk of breaking their integrations.

+ AdoptOpenJDK 8 for the Delphix toolkit: Delphix has changed the Java Development Kit (JDK) that is
included with the toolkit, and is sent to all Delphix connected environments. Customers who require
using Oracle Java may continue to do so with the feature to provide their own Java, which shipped in
5.3.5.

+ Removed instance check: When running in AWS or Azure, the product will no longer raise a fault
when it detects that it is running on an unsupported instance. This enables Delphix to certify
previously released software on new instances without having to modify the software.

The product will still detect what instance it is running on and include this information in the user
interface and phone home bundles. We will also continue to publish a matrix of supported instances
for Azure, AWS, and GCP in the product documentation. Delphix provides no guarantee of
performance or support for unsupported instance types.

+ Upgrade process: The upgrade to 6.0 will be an in-place upgrade like other Delphix releases, there are
a few changes that will improve the process overall for 6.0:

- We will require an upgrade to an interim release first (either 5.3.6). This can be done at the
same time as the customer upgrades to 6.0 or in the months prior.

+ We will be introducing new upgrade checks to ensure that customers are not using features
that have been removed. For a list of removed features see Deprecated and End-of-Life
Features (see page 432).

+  We will provide an upgrade image specific for each platform we support with
Virtualization (VMWare, AWS, Azure, GCP). This will allow us to be more precise in
customizing the images for each.

3.2 Fixed issues

Multiple Device Removal on engines version 6.0.12.0 to 6.0.17.2

For Data Engine versions between 6.0.12.0 and 6.0.17.2, there is a critical kernel module change
that impacts the Multiple Device Removal feature. This change necessitates a reboot to activate
the new module. Consequently, if your engine is still on versions within this range and has
undergone a deferred reboot upgrade, it will not support Multiple Device Removal without a
system reboot. Post-reboot, the feature will function normally.

In versions 7.0.0.0 and above, Multiple Device Removal operates as intended regardless of the
upgrade method used, whether a deferred reboot upgrade or a full upgrade.
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Block-to-object storage migration
For kernel versions below 15.0.0.0, in-place block-to-object storage migration is not possible. To
utilize this feature, you must first complete a full upgrade to version 15.0.0.0 or higher.

3.2.1 Release 20.0.0.0 Changes

3.2.2 Fixes that take effect after upgrading and rebooting

Bug Description
numb
er

DLPX- | Fixed an issue that can cause excessive CPU usage and poor system performance after a
89834 | system has been running for an extended period of time.

3.2.3 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | When a user selects a group for replication but subsequently deselects specific objects,
64990 | Continuous Data automatically deselects related parent groups. This ensures only the
specifically chosen objects are replicated.

DLPX- | Verbatim regarding different “apply upgrade” types have been updated for better user
69276 | experience.

DLPX- Modified the action item Ul to accommodate owner info.
72414

DLPX- | Added the ability to apply changes to DNS Configuration via the Ul.
75574

DLPX- | Fixed an "unknown error" in Oracle environment discovery when the LC_ALL environment

81656 ) . . . )
variable is set in the associated host's bashrc file.
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Bug Description

numb

er

DLPX- | Fixed an error when enabling/starting a Oracle RAC provisioned vPDB in a linked CDB if one of

82055 | the cluster nodes is down.

DLPX- | Improved handling of missing networking devices after instance type migration.

84710

DLPX- | Fixed an issue where after critical engine storage utilization issue is resolved, an attempt is

86069 | made to incorrectly resume replicated dSources.

DLPX- | Fixed an issue to prevent redundant faults on the Continuous Data Engine caused by failed

86611 | restores of source database backups on Commvault. This avoids the recreation of the staging
database on the dSource, thus saving significant infrastructure resources.

DLPX- | Added the actual error message in output and updated the message to be more generic.

88039

DLPX- | Fixed an issue where an Oracle vCDB was getting re-registered with the default listener (port

88414 | 1521) after a host environment refresh.

DLPX- | Fixed an internal error in running the purgelog API for a linked CDB after all PDBs are

88679 migrated out from it.

DLPX- | Fixed an issue where a provisioning job warning is posted because of "ORA-25153: Temporary

89115 | Tablespace is Empty".

DLPX- | Support bundles do not contain diagnosable session information for iSCSI

89386

DLPX- | Fixed an issue where a new value for the tunable ORACLE_MT_PROVISION_SORT_AREA_SIZE

89436 did not come into effect during provision or refresh of Oracle vPDBs.

DLPX- | Fixed an issue where storage space recovery did not happen right after a failover commit

89538 | operation.

DLPX- | Addressed HF-1283 & HF-1328.

89597
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Bug Description
numb
er

DLPX- | Fixed an issue where TDE software keystore based provisioning fails after upgrading to
89817 | Continuous Data Engine 19.0.0.0 release.

3.2.4 Release 19.0.0.0 Changes

3.2.5 Fixes that take effect after upgrading and rebooting

Bug Description
numb
er

DLPX- | Fixed kernel deadlock issue that may occur during block-to-object storage migration.
88884

3.2.6 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Added better messaging in the event of Windows Host reaching the Maximum LUN Limit.
22606

DLPX- | Fixed an issue where if CRS Home is on a different version than Oracle Home, the export job
72967 | tried to run the SQLPIus utility from the CRS HOME instead of Oracle Home, leading to job
failure.

DLPX- | Clarified a user error that did not provide exact details when missing gtar causes Solaris
74892 Environment discovery failure.

5'7-2(8 Labels for autoVDBRestartValue throughout in the app has been made uniform to Yes/No.

Release notes — 111



Continuous Data — Continuous Data Home

Bug Description

numb

er

DLPX- | Added relevant error message when the LDAP server name is not resolved.

77621

DLPX- | Fixed an issue when discovering an Oracle RAC cluster, instance numbers starting with 1 were

82158 | automatically assigned, resulting in SnapSync failures.

DLPX- | Fixed wrong environment name shown in summary and progress page when running Network

82754 | Performance tool throughput test and DSP test.

DLPX- | Fixed an issue where Java core analysis, when generating support bundles, can sometimes get

84115 | stuck without timing out.

DLPX- | Fixed inconsistent behavior of capacity historical data calculation when an ownerless container

86028 | is encountered.

DLPX- | Fixed an issue to provide better action in the event of Windows Environment creation or refresh

87822 | failure caused by invalid characters in the database name.

DLPX- | Fixed internal error for Data Vault Replication spec when spec schedule's Cron expression has a

87965 | single white space at the end of expression.

DLPX- | Fixed an issue where if a datafile is added when a SnapSync job is running, provision or refresh

88322 | to the snapshot generated by the SnapSync job will fail.

DLPX- | Fixed an issue where refreshing or provisioning a RAC vPDB may fail on Oracle 12.x with the

88753 | error, “failed to apply logs in database recovery” if a PDB is open in some RAC nodes and
mounted in others. This could also happen for a non-RAC database in some situations, but has
been resolved.

DLPX- | Upgrades during block to object storage migration are now allowed.

88925

DLPX- | Fixed an issue that could occur when converting instance types on a Cloud Engine.

89004

DLPX- | Fixed anissue where a RAC vCDB is provisioned with only 2 online log groups with 4MB each,

89068 | per thread. This is the minimum allowed size for online logs. Now, the user can specify the

desired number and size of log groups for a RAC or non-RAC vCDB.
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Bug Description

numb

er

DLPX- | Fixed an issue related to MSSQL full backup hangs by logging the robocopy command output
89300 to the log file, at the Delphix connector logs folder, during sync operation.

DLPX- | Fixed a race condition during an '‘Apply now' upgrade that may cause the boot loader to become
89392 | corrupted.

3.2.7 Release 18.0.0.1 Changes

3.2.8 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Removed race condition during an "Apply now" upgrade where the engine's boot loader may get
89392 | corrupted.

3.2.9 Release 18.0.0.0 Changes

3.2.10 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Fixed an issue where the audit log did not tell the reason of login failure when the same
69788 | username is defined under DOMAIN & SYSTEM.

DLPX- | Fixes an issue where device links were not being generated correctly.

71024

DLPX- | Fixed an issue where the Delphix management stack could fail to start when finalizing a
78465 | deferred upgrade that was initiated while the stack was down.
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Bug Description
numb
er
DLPX- | Fixed an error message when the DelphixConnector service is already installed with the
79498 | previous version.
DLPX- | Fixed an issue where starting an Oracle vPDB in a linked CDB failed after one of the RAC nodes
80623 | is rebooted.
DLPX- | Fixed an issue where the Delphix Fluentd service would silently accept invalid Splunk
83344 | configurations without testing the connection first.
DLPX- | Fixed a failure in Oracle dSource snapshot operation due to the traceroute command timing
84824
out.
DLPX- | Fixed an issue where an event type that does not match the defined regex pattern lead to failure
85466 | in creating an alert profile.
DLPX- | Fixed an issue where an invalid hec_host value can be saved to the Splunk configuration without
86212 | actionable feedback being provided.
DLPX- | Fixed an issue where the SSH connectivity test did not detect expired passwords.
87844
DLPX- | Fixed an issue where a replication job on a target engine could cause an upgrade to fail.
88114
3.2.11 Release 17.0.0.0 Changes
3.2.12 Fixes that take effect immediately after upgrading
Bug Description
numb
er
DLPX- | Fixed missing timeflow error when enabling VDBs post replication failover.
50012
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Bug Description
numb
er

DLPX- | Fixed an issue where Support bundle generation can be time consuming if the engine has a
57673 | large number of core files to process.

DLPX- | Updated the suggested error action to offer improved guidance to users in the event of a SQL
78962 | server hook script failure caused by disabled or uninstalled Windows PowerShell 2.0.

DLPX- | Fixed an issue after upgrading an Oracle VDB from 12c to 19¢ where the VDB refresh fails with,
81559 | "failed to mount database instance" due to ORA-01130 or ORA-00201 errors.

DLPX- | Fixed an issue causing unneeded CPU utilization that occurred due to excessive reads of
82143 | Fluentd configuration.

225’32(5 Fixed an issue with the telegraf.service restarting in a loop after an upgrade.

DLPX- | Fixed a deadlock between a replication lock and the metadata store connection pool.
85494

DLPX- | Fixed an issue that was leaving stale metadata after the deletion of tlog backup snapshots in
86966 the Staging Push environment.

DLPX- | MSSQL File mapping for V2P operations now supports regex with ? (i.e. 21 ) for case
87401 insensitive search.

DLPX- | Clarifications have been added to provide better insight to the reason for disabling some
88040 | datasets during SDD Replication.

DLPX- | Prevented database file deletion for new VDBs when the old VDB is dropped after replication
88056 | failover.

DLPX- | Added a banner to move-to-asm.sh warning users about deprecation and impending EOL in
88113 Continuous Data 23.0.0.0 (May 2024)

DLPX- | Increase disk removal threshold to 90% used space from the previous limit of 80%.
88143
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Bug Description
numb
er

DLPX- | Fixed an issue where the support bundle redactor runs out of memory when too many alerts are
88351 | loaded at once into memory, which resulted in all metadata being missed from support bundles.

DLPX- | Fixed an issue when provisioning, refreshing, or rewinding an Oracle vPDB that has a different
88480 | minor version than the target Oracle Home, and datapatch is enabled, it may fail with,
"ORA-01652: unable to extend temp segment by 128 in tablespace TEMP".

DLPX- | Fixed an issue where not enough samples are collected for performance analysis.
88488

DLPX- | Fixed an issue where the undo_tablespace parameter was considered restricted and not
88518 allowed to be changed by the user after an Oracle VDB is provisioned.

3.2.13 Release 16.0.0.0 Changes

3.2.14 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed a delay that may occur when an Elastic Data Engine has had devices removed and added,
87910 | and is then upgraded from 11.0.0.0 or earlier to 12.0.0.0 - 15.0.0.0 (inclusive).

3.2.15 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Fixed an issue where the first SnapSync of an Oracle DoubleSync snapshot incorrectly showed
78318 | missing logs.
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Bug Description
numb
er

DLPX- | Fixed an issue preventing users from being able to delete Delphix-generated CA certificates if
84253 | no dependencies exist.

DLPX- | Fixed an issue where the Environment refresh job failed with "The object OraclePDBConfig does
87163 | not exist on the system".

DLPX- | Fixed an issue where exporting a VDB or vPDB to ASM would fail with ORA-32771 when the
87320 | database has a temporary bigfile tablespace.

DLPX- | SQL server database files will be dropped from the staging database DATA\db directory when
87516 | the source database drops the files. All files and folders not part of the MSSQL database will be
removed from the DATA\db folder.

DLPX- | Fixed an issue where provisioning an Oracle VDB/vPDB fails with "ORA-03214: File Size
87702 | specified is smaller than minimum required" when temp files have a non-default local uniform
size.

DLPX- | Fix provided to raise a fault for replicated Python Plugins with an unsupported vSDK build API
87885 | version and mark them as inactive.

DLPX- | Fixed an issue where fixed_vdb_parameters (uncustomizable parameters) are incorrectly
87908 | updated and resulted in the inability to perform VDB snapshot operations.

DLPX- | Fixed an issue where a missing NTP configuration could prevent upgrade image verification
88250 | from succeeding.

3.2.16 Release 15.0.0.0 Changes

3.2.17 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixes a hang in the I/0 subsystem that can cause the Delphix Engine to become unresponsive.
86450
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Bug Description

numb

er

DLPX- | Increased the limit of masked timeflows per snapshot from 32 to 16000 for SDD.
86595

3.2.18 Fixes that take effect immediately after upgrading

Bug Description

Numb

er

DLPX- | Environment discovery will not fail if Ag Listeners are not reachable from the Engine. If a listener

72342 | is unreachable, it will be reported during linking or sync operation.

DLPX- | Fixed an issue where the Splunk HEC Token could leak in Support Bundle through the

79973 | fluent.conf file.

DLPX- | Removed fluent.conf file from Support Bundles.

80093

DLPX- | The ‘Type’ column filter in the admin Ul Jobs page now contains the DB_ROLLBACK job type.

83609

DLPX- | Browser Tab title changed from Delphix System to "engineName - Delphix Setup".

85082

DLPX- | Fixed an issue where the vCDB TDE refresh failed if "Target vCDB TDE KeyStore Location" is set

86892 | with "tde" trailing path.

DLPX- | Fixed an issue where after a canceled refresh operation, VDB refresh or delete may fail due to

86894 | error code exception.oracle.vdb.no.virtual.datafiles.found . If aworkaround is
still needed, disable the VDB and try the operation again.

DLPX- | Fixed an issue where if a SOURCE_DISABLE job of a TDE-enabled VPDB is interrupted after it's

86964 unplugged from the CDB, but before it's dropped from the CDB, any subsequent disable jobs
against the vPDB would fail.
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Bug Description

Numb

er

DLPX- | Escaped constructs in Regex Patterns (for example, \Q, \E) are now allowed for MSSQL V2P File
86965 | Mappings.

DLPX- | Fixed an issue where the Privilege section of the User Management wizard was momentarily
87224 | hanging for Engines with multiple datasets or groups.

DLPX- | Updated MSSQL JDBC driver to version 7.4.1.0. This fixes the issue that created multiple faults
87454 | with RejectedExecutionException .

DLPX- | Fixed an issue where the move-to-asm.sh script could fail with, "move-to-asm.sh: Failed to
87522 move online log files", while attempting to move online log files to ASM.

DLPX- | Analytics timestamps are now accurate when the collection interval is customized via the CLI.
87547

DLPX- | Fixed an issue related to provisioning failures from a snapshot taken after opening the staging
87623 | database with the resetlogs option.

DLPX- | Fixed an issue related to provisioning failures from a snapshot taken after opening the staging
87624 | database with the resetlogs option.

DLPX- | Fixed an issue preventing retries of upgrades after quiesce failures.

87649

DLPX- | Fixed an issue regarding upgrade verification error version 13 (stack startup verification failed)
87650

dueto StreamReadConstraints limit when deserializing event bundles.
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3.2.19 Release 14.0.0.0 Changes

3.2.20 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Added a mechanism to automatically restart internal service if I/0 to object storage is not
86764 | making progress.

DLPX-
87360

DLPX- | Eliminated deadlock scenario introduced by upstream changes to ZFS.
86962

3.2.21 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Fixed issues related to having stale mounts on staging and target host.
67911

DLPX- | Capacity table Ul for received replica now shows aggregated size for virtual and source
71914 | datasets.

DLPX- | Seconds is also shown as part of the snapshot point in time on the Summary of Refresh Wizard.
79098

DLPX- | Support for SSL for Fluentd/Insight data consumers.
83250

DLPX- | Fixed an issue where provisioning an Oracle vPDB into a new vCDB when the source PDBSSEED
84003 | has a TEMP tablespace, where the initial allocation plus file headers is greater than 100M (for
8k blocksize) fails with “ORA-03214: File Size specified is smaller than minimum required”.
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Bug Description

numb

er

DLPX- | Fixed a failure reported by a start operation on a self-service container or an enable operation

85770 | for a Oracle virtual source that is already enabled.

322(5 Fix ensures the is_encrypted flag is inherited during provisioning via snapshot. Activate
with the tunable CREATE.ENCRYPTED.SEED.DB set to true (the default is false).

DLPX- | |nstead of raising faults for java.util.concurrent.RejectedExecutionException,

86620 changes have been made to log the issue in debug logs and fail silently, to reduce noise.

DLPX- | Fixed an issue where a TDE-enabled vPDB provision or refresh operation fails with a misleading

86644 | error if the parent CDB or parent PDB’s primary key is missing in the parent TDE keystore on the
target host.

DLPX- | Fixed an issue causing VDB operations to fail after upgrade verification is run.

86685

DLPX- | Updated Spring Framework dependency version to 5.3.28.

86805

DLPX- | Fixed an issue that caused post-upgrade cleanup to fail.

86854

DLPX- | Fixed an issue to prevent linking an Oracle PDB that is added manually in a virtual CDB.

86906

DLPX- | Fixed an issue in refreshing self-service containers with ordered sources, post upgrade to

87006 | 12.0.0.0.

DLPX- | Fixed a size discrepancy in the OVA to fix certain deployment issues.

87038

DLPX- | Post-refresh Snapsync of an Oracle VDB/vPDB fails with

87219

exception.oracle.vdb.uncustomizable.parameters.changed afterthe PDBis
detached/attached following a standby switchover.
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3.2.22 Release 13.0.0.0 Changes

3.2.23 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | If an Oracle CDB/vCDB has a quota policy configured, Delphix will ensure that PDB/vPDBs are

61403 | disabled/enabled properly when quota policy disables/enables the CDB/vCDB.

DLPX- | Fixed an issue to provide better action when a plugin upload fails due to the existence of a badly

71066 | provisioned VDB.

DLPX- | Fixed an issue where the Target Database Exists error may be thrown during VDB

74553 provisioning, if a VDB was present during the last Environment Refresh.

DLPX- | A RAC node can only be disabled if no virtual sources are in ‘running’ status on the node.

78987

g;—zpé(s Fixed an issue where executing expect commands logged sensitive information.

DLPX- | Removed build date from the Upgrade Images page Ul.

84624

DLPX- | Created new Oracle faults for quota policy violation with more details for error and action text.

85298

DLPX- | AWS Cloud engines now support IMDSv2.

85747

DLPX- | Fixed an issue where Oracle VDB unquiesce/enable may fail after a failed quiesce/disable on

86109 | 10.0.0.X or 11.0.0.X.

DLPX- | Fixed an issue where if TNS_ADMIN for an Oracle vCDB was wrongly set during provision or

86163 | refresh, it would cause older clients such as SQL*Plus 9.2.0.8 and Oracle Application Server
10.1.0.3 to fail with ORA-28040: No matching authentication protocol.
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Bug Description
numb
er

DLPX- | Fixed an issue for secondary nodes with different MSSQL instance owners than the primary
86272 | node, where it now works with Delphix Managed backups.

DLPX- | Fixed an issue related to failed Delphix engine upgrades due to plugin operations that were
86344 | failing.

DLPX- | Fixed an issue in the interaction between replication and replica retention policy.
86496

DLPX- | Fixed the functionality to relink/attach SQL Server Availability Source Group database using the
86497 | Link dSource dialog.

DLPX- | Fixed an issue where if any detached dSources were present then the performance history page
86563 | would hang.

DLPX- | Fixed the GUI un-responsiveness of the Datasets page, after viewing the replication profiles.
86787

g|6_8pz)1(2 Fixed a failure in the verify upgrade job while upgrading to 12.0.0.0.

3.2.24 Release 12.0.0.0 Changes

3.2.25 Security fixes

Bug Bug Description Security bulletin
numb | introd
er uced
in
DLPX- | 6.0.13. | Sysadmin can execute shell commands on the underlying TB109
86329 | 0 Operating System.
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3.2.26 Fixes that take effect after upgrading and rebooting (optional)

Bug Description

numb

er

DLPX- | Fixed a bug where Accelerated Networking was broken due to missing drivers.
86177

3.2.27 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Fixed an issue where a null pointer exception is encountered during parsing of an Oracle archive
44117 | log not present in the Delphix file system.

DLPX- | Fixed an issue where the Snapsync of an Oracle vCDB may become unresponsive if the Delphix
59966 | archive log destination is removed or changed, pointing to an invalid location.

DLPX- | Reduced VDB downtime on upgrade.

72422

DLPX- | Improved error behavior when attempting to expand storage devices with underlying problems.
82702

DLPX- | Fixed an issue where the initial configuration of Syslog breaks most of the pre-existing

83430 | appenders.

DLPX- | Fixed an issue allowing environment users that are NOT in the primary group of the primary OS
84611 | user to monitor the builtin files VDBs.

DLPX- | Replaced the Win32_Volume class output with mountvol output to fetch volumeld for Delphix
85578 | ISCSI mount points.

DLPX- | Added a filter to fetch only the IPv4 address for AG cluster nodes.

85647
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Bug Description
numb
er

DLPX- | Now displaying the state of enabled services in the Delphix Startup Screen.
85748

DLPX- | Fixed an issue where after a Delphix Continuous Data engine upgrade to 10.0.0.0, faults related
85857 | to listener registration are thrown during source enable.

DLPX- | Fixed an issue where a vPDB provision fails when invoked as a non-instance environment user,
85883 | with standby source and datafile added in the recovery stream.

DLPX- | Added a new condition in subquery to uniquely identify filegroup for commvault backup files.
85925

DLPX- | Fixed an issue where TDE diagnostics for directory permission fails if the TDE artifact directory
86050 | has a space in the path or name.

DLPX- | Fixed an issue where ASE instance discovery is failing during environment add/refresh when
86102 | ASE instance is running in multi-process mode with multiple ASE engine.

DLPX- | Fixed an issue where users are sometimes unable to generate a complete support bundle.
86201

DLPX- | Internal services will now restart during a deferred upgrade, enabling the delivery of fixes without
86240 | requiring a reboot.

3.2.28 Release 11.0.0.0 changes

3.2.29 Security fixes

Bug number Bug Description Security
introduc bulletin
edin

DLPX-85604, Product Several input fields in the Self-Service feature are TB104

DLPX-85606, Inception | vulnerable to cross site scripting (XSS).

DLPX-85608
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3.2.30 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Improved error behavior when attempting to expand storage devices with underlying problems.
82702

DLPX- | Eliminate the possibility that a spurious udev event during drive expansion will cause the pool to
85526 | suspend.

3.2.31 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Fixed an issue from release 10.0.0.0 where users could not replace certificate chains when using
8606 | root certificate authorities from Java's default list.

DLPX- | Fixed an issue where users were unable to add an environment when part of the host name
8591 contained all numeric elements.

DLPX- | The icons for the export functionality have been updated to secondary buttons (along with the
8575 | icon) for clarity.

DLPX- | Fixed an issue where provisioning a TDE-enabled vPDB into a new vCDB with "Mask this vPDB
8573 | check fails with "ORA-46636: cannot add second keystore to the target keystore".

DLPX- | Starting from 7.0.0.0, the URL for "Help Documentation" has beed updated.
8571
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Bug Description
numb
er

DLPX- | Fixed a Ul message saying, "management stack needs restart after replacing certificate', when it
8562 | did not.

DLPX- | Removed weak CBC ciphers from default list.
8560

DLPX- | MSSQL: Linking and AttachSource operations will not require unnecessary permissions of
8549 | source user on the staging host and staging database.

DLPX- | Fixed the software version main window issue so that it now updates if a previous version is
8544 | selected.

DLPX- | Improved the error message for environment authentication failure by including username.
8520

DLPX- | Fixed an issue where adding HPUX environment failed with an Unsatisfied link error.
8487

DLPX- | Added new tunable, MSSQL.ROLLBACK_HANDLING_AFTER_FAILED_RESTORE. If this tunable is
8479 | setto true, the Delphix engine will perform a zfs rollback on DATA LUN right after a restore db
2 failure.

DLPX- | Fixed an issue where the environment user public key is not displayed in the CLI/API.
8473

DLPX- | Fixed an issue to disallow CLI or API transactions for an Environment user with a null publickey
8470 | or privatekey.

DLPX- | Improved error message to show correct host name and user name in the case of builtin files
8461 virtual source status failure.

Release notes — 127



Continuous Data — Continuous Data Home

Bug Description

numb

er

DLPX- | Fixed an issue so that Fluentd/Splunk integration will accept protocol parameter in any case.
8392

7

DLPX- | Fixed an issue with changing port number while configuring Kerberos.

8389

7

DLPX- | Fixed an issue where new authorization would not be granted unless the old one gets removed
8336 | successfully.

0

DLPX- | DeletionDependency object in APl documentation has been updated to reflect that size is Valid
8158 | for TimeFlowSnapshot and HeldSpace objects.

7

DLPX- | Fixed an upgrade verify issue when fs.inotify.max_user_watches exceeds the limit of 16384.
8289

5

DLPX- | Fixed an internal error that appeared in the Oracle dSource upgrade operation while resuming
8032 | logsync for the dSource.

5

DLPX- | Resolved issues related to incorrect mount path by normalizing the path.

8022

1

DLPX- | Improved the selection of faults and the toggle behavior of "Hide Resolved/Ignored” from the
7949 "Verification Result's Faults List" on the Version Upgrade page.

2

DLPX- | Fixed an issue where the NTP server would not validate when configured.

7883

9

DLPX- | Added timeout functionality to JDBC queries made through DSP. Leaked connections due to
7782 | network issues will be auto-closed after the timeout period. Timeout can be set using the tunable
6 dsp.jdbc.queryTimeout.
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Bug Description
numb
er

DLPX- | Fixed a misleading prompted message about host being unavailable.
7738

DLPX- | Performance improvement: Enabled unbuffered copy and multithreading options with the
7676 | robocpy command for vFile operations.

DLPX- | Fixed an internal error that appeared when the purgelLogs API was used for timeflows with no
7544 | snapshots.

DLPX- | Fixed an issue where environment refresh and VDB provision/refresh operation will fail with an
7490 | "internal error" if the target host's filesystem becomes 100% full.

DLPX- | Fixed an issue where if an environment is disabled, VDB operations like start, stop, rollback,
7305 refresh, undo, disable would not be allowed.

DLPX- | Fixed upgrade check result messages to make them consistent with the failure's severity level.
6307

DLPX- | Delphix will now throw a job warning and raise a critical fault in the Delphix Admin Ul if a failure
6342 | is encountered while backing up the archived logs and LogSync is disabled. In this case, Delphix
5 will invoke an RMAN script to delete the backups.

DLPX- | Fixed an exception encounter (paired with an indefinite loading sign in the Ul) when an
6734 | environment addition task was cancelled in between. The environment got deleted in the next
7 attempt but the toolkit folder did not. Added DUE to show the warning for toolkit deletion failure.

DLPX- | Improved the error message for null or whitespace timezone registry.
8498

DLPX- | Fixed the issue where snapshots were created with the wrong (older) timeflow that led to a
8567 | failure to enable the linked sources with internal error.
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Bug Description
numb
er
DLPX- | Reduced the size of the temporary directory unique name to be backward compatible with the
8510 name "_delphix’.
2
3.2.32 Release 10.0.0.1 changes
3.2.33 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
num
ber
DLPX | Addressed an issue that in rare scenarios could lead to data loss during upgrade or reboot of
-8576 | Cloud Engines (Upgrade to a version with the fix is safe).
0
3.2.34 Release 10.0.0.0 changes
3.2.35 Fixes that take effect after upgrading and rebooting (optional)
Bug number Description
DLPX-85019 (only Fixed a bug that causes the management service to fail startup upon initial VM
applicable to initial deployment in the cloud, if the DHCP domain name of the VM ends with a
deployments) period (.).
DLPX-85109 (only Fixed a bug that causes the management service to fail startup upon initial VM
applicable to initial deployment in the cloud, if the DHCP domain name of the VM contains bad
deployments) characters (does not belong to [a-zA-Z0-9.]).
DLPX-84985 Fixed a deadlock which caused iSCSI connections to fail on Windows hosts.
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Bug number Description

DLPX-84995 Fixed an issue where NFS could cause excessive CPU usage when open files

from NFSv4 mounts exceeded 16,384.

DLPX-62215 Fixed a nuance in the CAPACITY_RECLAMATION job.

3.2.36 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Configuration discovery script fixed to handle Windows host timezone more smoothly.

51276

DLPX- Improved error message for failure in deleting CDB sources with no associated PDBs, but with

53420 | timeflow dependencies from migrated vPDBs.

DLPX- Fixed failure in connecting to a Compliance engine while running a compliance job as a post-

59162 | provision hook operation for RAC VDBs.

DLPX- Fixed authentication failures past the first node while adding Kerberized RAC environments.

61781

DLPX- | Fixed logsync failures caused by commands exceeding shell limit of 1,024 characters.

66944

DLPX- | Certificates in the Truststore are considered for making connections to SMTP servers.

68327

DLPX- Fixed an issue where Oracle provisioning/refresh/rewind operations may fail with error

74134 | "ORA-01169: DATAFILE number 1 not found. Must be present.”

DLPX- | To handle unusually demanding workloads, the maximum heap size of the management

76200 | application can now be increased by system administrators via the maxHeapSizeGb property of
the CLI at /system.
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Bug Description

numb

er

DLPX- Fixed an issue related to a message being ignored during the mount check when provisioning

78673 | virtual databases. The message is not thrown because the provision completes successfully,
but it could still be seen in the logs.

DLPX- Fixed an issue of a raised fault due to inconsistent snapshot creation time, due to manual

80925 | change of Delphix engine time.

DLPX- Fixed an issue that occurred during the discovery of a cluster when adding or refreshing a

81874 | Windows FCI environment with multiple NICs. The issue involved the use of the IP address of
hosts that were already added.

DLPX- | The Delphix Fluentd logs do not automatically rotate when exceeding their expected maximum

81982 | size of TO0MB.

DLPX- Fixed an issue where provisioning an Oracle TDE-enabled vPDB into a linked CDB with a

82169 | different patch level than the source CDB will fail leaving the vPDB in a broken state.

DLPX- | The validation of RSS on the target host will now only occur when the customer uses an IP

84108 | address for an environment. This update removes the detection of the RSS property on
interfaces that are not relevant.

DLPX- | You can now use a single script to copy all transaction log backup files, regardless of whether

84422 | they were created using native backup or Litespeed backup.

DLPX- | The syslog pattern is now fully configurable and can be changed to conform to RFC 5424.

84647

DLPX- | A false warning message that listener registration was not successful is posted when enabling

84655 | a VDB or a vCDB, users can ignore this message.

DLPX- | Unable to add Oracle Staging push PDB if the Staging Environment has more than one

84679 | repository.

DLPX- | To address the issue of multiple IP addresses, the validation of RSS on the target host will now

84686 | only occur when the user uses an IP address for an environment. This update removes the need
to find the IP address in the code.

DLPX- | Fixed clean-up job failure for V2ASM of a RAC VDB when one of the nodes's DB instance is

84898 | shutdown.
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Bug Description
numb
er
DLPX- Improved initial load time of datasets page.
84929
DLPX- | The Delphix Continuous Data Engine now considers truststore certificates for more
84944 | connections, including secure connections to proxy and SMTP hosts.
DLPX- PowerShell scripts code enhancement.
85053
DLPX- Fixed an issue which caused the vPDB Refresh operation to fail due to vPDB unplug operation
85095 | timing outin 30 mins.
3.2.37 Release 9.0.0.1 changes
Bug Description
numb
er
DLPX- | Fixed a bug that can bring down VDBs using NFSv3.
85176
3.2.38 Release 9.0.0.0 changes
3.2.39 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- | Fixed handling of domain names with a terminal period (.) in Terminal.
85019
DLPX- | Fixed a bug in out of memory situations that could result in service interruptions.
68852
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3.2.40 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Posted a job warning message when listeners are not registered successfully as part of an
41505 | Oracle VDB/vPDB provision job.

DLPX- | Fixes fault.policy.log.retention.old.snapshot,which is not raised against a PDB
46210 snapshot instead of CDB snapshots.

DLPX- | For MSSQL, 'Delphix Copy Only Full Backup' is now excluded when synchronizing to most recent
57047 | backup files.

DLPX- | Provides a better action message in Oracle nologging-related faults.
58762

DLPX- | Retention no longer removes the previous timeflow until the current timeflow is successful.
65557

DLPX- | Fixed an issue that could cause upgrade failures.
68852

DLPX- | Fixed an issue where API login with an ambiguous user name returns an incorrect action.
69790

DLPX- | The correct exception is now showing when hostname is not resolvable during Environment
70090 | Validation.

DLPX- | If there are any DB snapshots associated with the VDB during creation of a Self-Service
79792 | bookmark, there will be a message to drop all associated snapshots with the VDB and try again.

DLPX- | The CLI error message that appears due to 'invalid primaryAddress value', has been updated to
81260 | provide better insight on a resolution.

DLPX- | Fixed an issue where the environment discovery path was not checked to ensure it is a valid
83702 | unix path.
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Bug Description
numb
er

DLPX- | Fixed an issue causing HOST_REFRESH failures when toolkit is on a shared filesystem, with
83905 an Oracle RAC configuration.

DLPX- | For MSSQL, warning fault raised in case there is a failure while querying instance port.
84068

DLPX- | After upgrades, NFSv3 services are automatically disabled if they are no longer required.
84284

DLPX- | Fault raised due to inconsistent snapshots creation time, due to manual change of Delphix
84339 | Engine time.

DLPX- | SMTP Test now has a check in the Ul to let the user know if the password was unaltered. Save
84351 | now has a check to not send the password if it was unaltered.

DLPX- | Datasets Search bar will now work for the staging push dSource as well.
84528

DLPX- | Increased size of ssh key fields to allow for larger key, for environment users.
84589

DLPX- | Fixed an NFS issue that could cause NFSv3 services to be disabled even though there were
85081 | active v3 mounts after an upgrade.

3.2.41 Release 8.0.0.0 changes

3.2.42 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed a rare deadlock in the kernel that can cause a Delphix Engine to become unresponsive to
83859 | all management operations.
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3.2.43 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Fixed an issue where Oracle VDB provision job will fail if the "Open database after provision” flag

43174 | is set to false.

DLPX- | Removed the CLI ability to set default user as it was not needed and prevents deletion.

48083

DLPX- | After initial server setup, Default Snapshot/Snapsync policies are always in "US/Pacific",

52904 | regardless of the timezone selected during initial Engine Setup. An admin has to manually
change the time zone.

DLPX- | Improved error messaging during toolkit preparation (discovery) when there are host problems.

53209

DLPX- | Added a fix to throw a critical alert on the last failed attempt to collect the archive log.

59248

DLPX- | Added atimeout in the drop database PowerShell script.

59308

DLPX- | Fixed an issue where the environment discovery could hang indefinitely when UserLAnd

59689 | commands hang (i.e. Isnrctl status, ps, etc.).

DLPX- | Fixed an issue where the user was unable to provision an Oracle VDB when there is a dollar sign

61734 | inthe Tablespace name.

DLPX- | Permits listing users with only the "domainUserType" parameter.

62857

DLPX- | Fixed an issue where provisions/refreshes of Oracle VDBs could fail when an obsolete

64413 | parameter is specified in the VDB config template.

DLPX- | Fixed an issue where multiple snapshots were reporting the same time in the Delphix

72691 | Continuous Data GUI for standby databases.
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Bug Description
numb
er

DLPX- | Increased users' pubkey support from 10 to 1000.
72740

DLPX- | The correct error message will now be displayed in case of a provisioning failure due to waiting
75521 | for the 'DB STARTUP' process timeout.

DLPX- | Fixed an issue where the Security Banner was not displayed after SSH login.
75605

DLPX- | Added a fix to disable UNDO operation if any children for the timeflow are present.
77438

DLPX- | Fixed a misleading "toolkit inaccessible" error if password expired.
77792

DLPX- | Fixed an issue where users with the SYSTEM permission are able to disable any source.
78702

DLPX- | For MSSQL, raised a critical fault in case the Validated Sync interval increases to 16 minutes or
78741 more.

DLPX- | Fixed an issue where canceling an Oracle VDB preprovision job or a vPDB (into linked CDB)
79136 | provision job leaves the auxiliary database mounted on the target host.

DLPX- | Fixed an issue where the Delphix Continuous Data Engine allowed an environment with a
79919 | duplicate "crs_database_name" to be added.

DLPX- | Improved the error message for when the system is out of space.
81182

DLPX- | The Ul will now show the running jobs up to 60 days old.
81425

DLPX- | Added a fix to improve "keystore.merge.required" fault for an Oracle TDE-enabled vPDB.
81497

DLPX- | Fixed an issue where navigating resolved faults was slow.
82152
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Bug Description

numb

er

DLPX- | The port in the connection string for a vPDB in a Linked CDB may be shown incorrectly when it is
83575 | registered to a non-default listener.

DLPX- | Fixed an issue where exporting the TDE encryption keys failed when the keystores root is on
83635 | ACFS and referenced via a symlink.

DLPX- | Suggested action in "exception.ccc.authenticate.failed" no longer references Delphix Connector.
83788

DLPX- | The issue where a Oracle PDB dSource snapshot is marked as not provisionable after detaching
83823 | and re-attaching the PDB to a different CDB using force flag is now resolved

DLPX- | Fixed an issue where a provision of an Oracle vPDB may fail during recovery if there are many
83904 | datafiles that are renamed under a single ORA-01244 error.

DLPX- | Package details are no longer revealed during HTTP redirection.

83954

DLPX- | Fixed an issue causing inability to add a hook, due to "Duplicate key" error.

83977

DLPX- | Persisting total "database_transaction_log_bytes_used" while taking a snapshot, for debugging
84103 | purposes.

DLPX- | The Replication Page performance has been optimized by making network calls efficiently.
84151

DLPX- | Ina Single Engine Continuous Vault product, adding a new Sybase dSource to a locked group
84255 | may result in the background environment monitoring process to stop working.

DLPX- | Fixed an issue where NFS mounts on a Solaris target could fail after a deferred upgrade.

84324

DLPX- | Fixed an issue that causes upgrades from versions < 6.0.17.0 to any version between 6.0.17.0
84495 | and 7.0.0.0 on a replication target engine which may fail due to the management services being

down, requiring a support call.
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3.2.44 Release 7.0.0.0 changes

3.2.45 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed handling of domain names with a terminal period (.) in Terminal.
83579

DLPX- | Fixed a race condition between storage device link creation and the storage pool import
83611 process.

DLPX- | Added additional diagnosability tracepoints to the kernel unmount code.
83701

DLPX- | Fixed a hang in the iSCSI initiator.
83697

DLPX- | Fixed an issue that was causing stale entries to be created in a system file.
83675

DLPX- | Fixed a crash in the zcache_probe command during upgrades.
83684

DLPX- | Fixed cases when zcachedb was opening devices for writing when it should be read-only
83916 | access.

3.2.46 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed an issue which may cause the Delphix Engine to hang when doing storage migration.
80130

Release notes — 139



Continuous Data — Continuous Data Home

Bug Description
numb
er

DLPX- | Fixed an issue when storage device removal consumes an unexpected high amount of memory
83395 | upon its completion.

DLPX- | Fixed a hang in the iSCSI initiator.
83697

3.2.47 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Fixed a misleading "toolkit inaccessible" error on VDB Stop/Refresh if password expired.
66792

DLPX- | Fixed an issue causing phone home redaction fails when JSON contains management stack
68053 | errors.

DLPX- | Fixed an issue where C drive label gets over-written during mount script execution.
71907

DLPX- | For MSSQL, provided a fix to raise warnings in case CommVault restore fails.
74604

DLPX- | Fixed display data in Datasets Performance page table.
75278

DLPX- | Listeners and Instances for SQL Server AG (Availability Group) will now be shown on the User
75488 | Interface correctly.

DLPX- | Fixed an invalid version status transition when upgrade is cancelled.
77214

DLPX- | Automatically disable NFSv3 services when they are no longer required.
78014
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Bug Description
numb
er

DLPX- | Fixed dSource Database Authentication issue. Now the user is able to edit the credentials of the
78506 | dSource DB, where authentication is configured using “Domain User with HashiCorp Vault
Credentials”.

DLPX- | Added more error information for Environment discovery failure when ISCSI target port is
80300 | blocked on network.

DLPX- | Fixed an issue where the vPDB unplug operation timed out during disable operation.
80473

DLPX- | Fixed pagination on Snapshots tab of Storage Capacity page. Now the user will be able to see all
80512 | the snapshots using the pagination control at the bottom of the page.

DLPX- | DFE caused by policy schedule with a non-recurring quartz cron string.
81238

DLPX- | Added a more descriptive message while handling the condition where VDB is renamed outside.
81750

DLPX- | For MSSQL, raised a warning fault during environment monitoring in case dlpxrunas is removed.
81794 | Also, provided fix to propagate the cause of host unavailability while environment refresh.

DLPX- | Itis now permissible to remove devices after a deferred upgrade from before 6.0.12.0 (multi-
82288 | device removal support added) to 7.0.0.0 or after.

DLPX- | The issue with the failure of the Oracle vPDB provisioning from a standby source and datafile
82316 | added in the recovery stream is now resolved.

DLPX- | Fixed Script: Replacing Self-signed Certificates, on the Delphix Connector.
82882

DLPX- | Cron expression handling has been fixed as per quartz cron expressions.
83002

DLPX- | Fixed the issue where an invalid fault "fault.oracle.db.connection.failed” was raised during VDB
83153 | refresh.
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Bug Description

numb

er

DLPX- | Profiling script code enhanced.

83372

DLPX- | Fixed an issue where Oracle move-to-asm script fails due to missing initialization parameter file
83422 | init.orain "SORACLE_BASE_CONFIG/dbs".

DLPX- | Upgrade Spring framework to 5.3.20.

83434

DLPX- | Users can now perform V2P of dSource and VDB shapshot to root of a Windows drive.
83564

DLPX- | Users can now V2P an MSSQL dSource or VDB snapshot to a Mounted volume on a Windows
83608 | path.

DLPX- | Upgrade verify will fail from coming from 6.0.15.0 if a Fluentd plugin other than splunkHec is
83622 | configured. Support help will be needed to upgrade.

DLPX- | Fixed network connectivity issues in cases where the MAC address changes.

83706

DLPX- | Implemented a fix to prevent invalid transition after a deferred upgrade.

83783

DLPX- | Fixed an edge case issue that could cause an engine to be rebooted after a device has been
83787 | removed from the storage pool.

DLPX- | MountLunData.ps1 script code enhanced.

83789

DLPX- | Fixed an issue causing script failure output duplication in debug logs.

83819

DLPX- | Fixed an issue where datasets would intermittently going inactive with critical faults.

83824

DLPX- | While editing an Environment User, the Password field will be empty by default in order to get
83828 | the correct password from the end user.
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Bug Description
numb
er

DLPX- | Fixed an issue where existing TDE-configured vPDBs would fail to enable after upgrading the
84073 | Delphix Engine from 6.0.14.0 to a later Delphix Engine version.

3.2.48 Release 6.0.17.0 changes

3.2.49 Security fixes

Bug Bug Description Security bulletin
numb | introdu

er cedin

DLPX- | 5.2.0.0 | Weak DH 1024 bit exchange key detected by security TB099

83043 scanner for the Delphix connector.

3.2.50 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed an issue that could cause an AWS EC2 Delphix Engine to be left with no network
75209 | configuration following a change of instance type.

DLPX- | Fixed bug that caused disks with write errors in their history to have degraded performance
80122 | (activated after optional reboot).

DLPX- | Fixed bug that would sometimes cause VMs with a lot of MSSQL VDBs to report issues on
81081 | reboots (activated after optional reboot).

DLPX- | Fixed bug that would sometimes cause OS panics when issuing a reboot (activated after
81701 | optional reboot).

DLPX- | Fixed an issue where the NFS server could fail when restarted (activated after optional reboot).
82405
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3.2.51 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | The issue with adding concurrent environment that resulted in
46621 | exception.executor.object.exists exception is now resolved.

DLPX- | The Delphix engine now returns a descriptive error message if Oracle SnapSync or environment
56976 | monitor fails to connect to the database in the scenario where the value of ORACLE_HOME or

ORACLE_BASE is setincorrectly in orabasetab file.

DLPX- | The issue that occurred during Oracle provisioning where if a job is canceled during recovery
57078 | steps, provisioning will continue until the end of recovery before the job is actually cancelled is
now resolved.

DLPX- | The issue where large text objects inserted into MDS caused errors and potentially
57934 | OutOfMemory is now resolved.

DLPX- | Warning fault will no longer be raised when linking is done to a source host running Enterprise
59179 | Edition SQL Server and a staging host is running Standard Edition SQL Server.

DLPX- | Fixed issue that prevented customers from reusing disks from old engines to new ones.
60981

DLPX- | For SAP ASE, pre and post validated sync scripts have been removed. Any existing hooks are
63889 | converted to pre-hooks list and post-hooks list, respectively.

DLPX- | For MSSQL, provided a fix to handle registry exceptions for source environment.
64169

DLPX- | Fixed issue that prevented customers from using a disk after running the I/0 report card on it.
70817

DLPX- | Updated the error action for Lua and Platform plugin upgrade validations.
71064

DLPX- | Added fix to prevent multiple connector operations' testing for the presence of the same SCRIPT
73533 | directory.
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Bug Description

numb

er

DLPX- | For MSSQL, added a retryer to get the FQDN of the host.

78787

DLPX- | Added additional guidance while doing Replace Certificate on the Upload Certificate step.
81043

DLPX- | Standby files for MSSQL V2P operations are now created in the DATA/db folder.

81532

DLPX- | Fixed an issue of Arithmetic overflow while fetching database size.

81842

DLPX- | Fixed an issue in the intersection of extended replica retention, chained replication, and an entire
82050 | timeflow getting deleted on the source engine.

DLPX- | Fixed an issue where TDE-enabled RAC vPDB provisions may fail with “ORA-28374: typed master
82145 | key not found in wallet” when activating the key in the target CDB.

DLPX- | Disabled Apollo client DevTools to avoid vulnerabilities.

82262

DLPX- | Delphix Engine improvements.

82371

DLPX- | Fixed an issue where provisioning or refresh of TDE-enabled vPDBs could fail with an internal
82433 | errorif the tdeKeystoresRootPath contains any special characters.

DLPX- | Password field is now initially empty so that users can enter password.

82514

DLPX- | Delphix Engine improvements.

82527

DLPX- | Rollback during upgrade now works on Cloud Engines.

82686
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Bug Description
numb
er

DLPX- | Fixed an issue where API clients that close their connections early while getting a list of
82859 | snapshots could cause an internal resource leak that could make the application unresponsive if
areplication job is initiated afterward.

DLPX- | Managed Source Data Ul page now correctly displays the Type of Data for AppData sources.
82908

DLPX- | Provided the capability to override default root squash behavior for mounted filesystem of
82972 | unstructured files via Tunable: LUA_VFILE_TOOLKIT_ROOT_SQUASH_DISABLE .

DLPX- | Fixed an issue of environment refresh failure for Windows host after upgrade to 6.0.16.0
83103 | occurred due to iSCSI related registry parameters’ monitoring.

DLPX- | Fixed an issue following upgrades where SSO entitylD changes without user intervention.
83105

DLPX- | Fixes environment refresh of an Oracle Live Source environment failure reporting an internal
83148 | error.

DLPX- | From Windows Connector side, while handshaking, stop using the cipher suites which uses
83149 | Diffie-Hellman key exchange with keys less than 2,048 bits in size.

DLPX- | Improved the error message that is displayed when RMAN/sqlplus connection to an Oracle
83206 | virtual database fails.

DLPX- | Delphix Engine improvements.
83359

DLPX- | Delphix Engine improvements.
83504

DLPX- | The default behavior for VDBs is altered, to disable DBCC CHECKTABLE commands for datafile
83595 | accessibility.
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3.2.52 Release 6.0.16.0 changes

Bug Description
numb
er

DLPX- | Fixed an issue causing redirect responses to reveal server type and version when HTTP
6775 | redirection is enabled.

DLPX- | Improved the way volumes are fetched while working on mounts.
7206

DLPX- | Fixed an issue that occurred when manually adding a database to an environment which has the
7439 | same unique name as a database in another environment managed by the same Delphix engine.
6 Previously, Delphix reported an incorrect environment containing the same unique name.

DLPX- | Updated the Self-Service refresh warning message.
8017

DLPX- | changeArchivelogMode now has an associated job event.
8027

DLPX- | Fixed an issue where Oracle move-to-asm script would fail while dropping temp due to tempfiles
8038 | being in use and unable to be dropped after the database was started.

DLPX- | For S3 object store, the "Base URL" input is renamed to "endpoint”. The "region” input is now a
8118 | dropdown for the user to select from a list of standard regions. The endpoint corresponding to
4 that region will now be auto-populated.

DLPX- | Fixed an issue where Direct NFS was not being detected for Oracle 21.
8169

DLPX- | Fixed an issue where an environment refresh after upgrade did not remove outdated/obsoleted
8199 | toolkit componentsin 6.0.014.0 and 6.0.15.0.
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Bug Description
numb
er

DLPX- | Fixed an issue that prevented the creation of a network route whose gateway is reachable
8207 | through multiple interfaces.

DLPX- | Added checks to prevent using NFSv4 with Direct NFS for some Oracle 19 versions that don't
8211 support v4 due to an Oracle bug.

DLPX- | Fixed an issue where Speculative Logging was being called out of context and could lead to
8223 unbounded consumption of rpool.

DLPX- | Fixed an issue where the provision/refresh of an Oracle Key Vault vPDB fails with, "ORA-28365:
8230 | walletis not open".

DLPX- | Action-based alerts now include the success or failure state of the action, including the reason in
8232 case of failure.

DLPX- | Enabled the creation of on-link network routes; routes whose destination are directly reachable
8233 | without a gateway.

DLPX- | Improved Replication performance on engines with a lot of objects.
8238

DLPX- | Fixed an issue where after editing credential environment variables, the create/provision VDB
8239 | wizard would fail because the environment variables were missing the password field in the
2 payload. The required password field has now been added.
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3.2.53 Release 6.0.15.0 changes

3.2.54 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Increased the inotify limit to address a defect during upgrade.
8076

3.2.55 Fixes that take effect immediately after upgrading

Bug Description
num
ber

DLPX | Fixed an issue where LogSync for an Oracle RAC standby does not set max number of backup
-6824 | tasks correctly.

DLPX | Added granularity in restore job events to mark various phases of Restore Backup process.
-7337 | Added events in Restore Backup job to provide information at the start of the Redo phase of a
5 restore command.

DLPX | Fixed an issue causing auto population of the encryption key when no input is given.
-7567

DLPX | Fixed a minor typing issue when deleting a MSSQL database.
-7891

DLPX | Fixed a VDB Start Fault after a VDB start job is successful.
-7922
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Bug Description

num

ber

DLPX | Made improvements in environment monitoring to return the NO_DELPHIX_DATABASE status for
-7952 | Staging Push dSources when they are not managed by Delphix, and avoids monitoring other
8 attributes for such databases.

DLPX | Made a change in the enable flow for Staging Push dSources to always make an attempt at
-7959 | unmounting the DATA storage before dropping the staging database.

6

DLPX | Mount with local_lock=all on Linux, when mounting VDBs with NFSv3.

-7978

0

DLPX | Use the offset in the time_zone column of msdb.dbo.backupset to convert the timestamp
-7999 | correctly for a backup from a source, and then continue using the staging host timezone to
9 display the time of a snapshot on the Ul.

DLPX | Updated MDS5 checksums for Oracle 12.1.0.2.0 OJDBC jars.

-8020

6

DLPX | Fixed an issue where Oracle JDBC jar checksum checks are being reported as false positives
-8025 | despite underlying database connection issues.

4

DLPX | The Spring framework has been updated due to the Spring4Shell vulnerability.

-8040

6

DLPX | Fixed an issue where the Delphix Ul would sometimes not render, showing waiting for response.
-8048

7

DLPX | Added an action item to check for support Host and Server Type combination while adding
-8049 | MSSQL environments.

4

DLPX | This change will introduce the ability to add sporadic failures via tunable:

-8061 | ADDITIONAL_SPORADIC_FAILURES.

9
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Bug Description
num
ber

DLPX | Cross-Site Scripting (Reflected) in /resources/json/delphix/session.
-8090

DLPX | Removed the requirement for Linux kernel recover-lost-locks setting when using NFSv4 with
-8104 | Oracle dNFS.

DLPX | Can now enable/disable SNMPv3 vs. v1/v2.
-8109

DLPX | Updated the command for checking database files accessibility while fetching the VDBs status
-8110 | with a lighter and less intrusive command, to get relief from VDBs being stopped randomly.

DLPX | Fixed an issue preventing the upgrade of a replication Continuous Vault source with automatic
-8124 | replication.

DLPX | Fixed an issue causing Appdata SnapSync to crash with NullPointerException when a virtual
-8130 | database is not successfully refreshed or rollbacked.

DLPX | Fixed the unnecessary alerts of timezone discovery failure that users were facing randomly for
-8135 | the cluster environments.

DLPX | Improved performance of the Replication page.
-8150

DLPX | Users should now be able to enable the feature flag AZURE_DATA_BANK.
-8169

DLPX | Fixed an issue where an engine could not be setup when objectStorage is enabled.
-8171
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3.2.57 Security fixes
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Bug Bug Description Security bulletin
numb | introd
er uced
in
DLPX- | 5.2.2.0 | Arbitrary Code Execution may be performed when TB098%3
8105 configuring masking environments
9
3.2.58 Fixes that take effect immediately after upgrading
Bug Description
numb
er
DLPX- | Oracle LogSync should automatically resolve faults for transient issues
38908
DLPX- | Null Pointer Exception in Oracle LogSync backup stream handler
39193
DLPX- | Job cancel requests during Oracle provisioning are not processed until the end of recovery
57078
DLPX- | move-to-asm.sh does not support TDE-enabled databases
57405
DLPX- | disable the OPTIONS method for all HTTP(S) requests
62343
DLPX- | Oracle LogSync thread may hang when trying to remove temporary RMAN command file from
64386 | source host toolkit directory

23 https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB098_Arbitrary_Code_Execution_May_Be_Performed_When_Configuring_Masking_Environments
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Bug Description

numb

er

DLPX- | Ensure "source-archive" directory is unmounted at start of Oracle Provision

65413

DLPX- | Oracle LogSync can create orphaned logs in certain scenarios

66879

DLPX- | Provide tunable for Oracle LogSync client timeout

69453

DLPX- | Common Toolkit directory is not removed from a mounted shared NFS location when the

69802 | environment is deleted

DLPX- | Force disable should succeed despite environmental problems

76382

DLPX- | Fixed an issue on the Setup pane to allow successful completion of an smtp test against a

77840 | specific email address

DLPX- | SCM/Talaria failure reason should be communicated in the Delphix fault warnings

78412

DLPX- | Removing windows environment performs cleanup of iSCSI persistent login target

78726

DLPX- | Disable operation is prohibited on replicated sources

78754

DLPX- | Prevent DSP connections for disabled Oracle RAC cluster nodes

78986

DLPX- | Resolved an issue of an infinite spinner when validating BEQ credentials for Oracle dSource with

79077 | duplicate uniqgue_name. While linking a dSource, credentials are now required when discovering
an unknown CDB.

DLPX- | Splunk HEC token logged to debug logs during splunkHec test

79242
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Bug Description
numb
er

DLPX- | Allow users to unset Oracle database user name and credentials through CLI if Simplified
79396 | Connection Management is enabled.

DLPX- | SnapSync fails if more than 1000 tempfiles exist in the whole CDB
79502

DLPX- | Changed the NFSv4 minimum supported target Redhat version to 6.4 (was previously 6.3).
79591

DLPX- | Unable to provision PostgreSQL VDB to Linux host with processor type of ppc64le
79742

DLPX- | Improved the action item for failure to enable/attach the staging push dSource.
79823

DLPX- | Improved the action item for failure to enable/attach the staging push dSource.
79942

DLPX- | Limit SNMP configuration access to sysadmin
80137

DLPX- | Oracle SnapSync crashes with NullPointerException when a PDB dSource is renamed and
80144 | replaced with a new PDB of the same name

DLPX- | Fixed issue with filename conflicts during source backup restore
80217

DLPX- | It was necessary to restart the auxiliary CDB during a TDE provision after recreating the
80302 | autologin keystore

DLPX- | Oracle environment monitor triggers fault.oracle.db.connection.failed fault immediately on
80369 | dataset stop or disable.

DLPX- | Fixes long delay in operations such as VDB start/stop when JDBC Thin connection to database
80415 | fails due to unable to establish network connection.

DLPX- | Provide mount location to upgrade scripts during Lua to Python upgrade process if mount
80439 | specification has not been provided.
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Bug Description
numb
er

DLPX- | Fixed spinner issue while provisioning a VDB from a SQL Server staging dSource from Provision
80440 | VDB option in datasets menu

DLPX- | TDE-enabled provisions to a RAC target fail with "ORA-28365: wallet is not open" while
80482 | attempting to reopen the database in start_database.sh in the auxiliary

DLPX- | Fix failing TDE-enabled vPDB provisions to a linked RAC container database due to "ORA-28365:
80483 | wallet is not open" errors

DLPX- | Improved performance across dataset and replication related pages.
80487

3.2.59 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Theissue with removing files with complex file permissions on EBS is now fixed
80078

3.2.60 Release 6.0.13.1 changes

3.2.61 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | libc upgrade necessitates PostgreSQL re-index.
80818
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3.2.62 Release 6.0.13.0 changes

3.2.63 Security fixes

Bug Bug Description Security bulletin
numb | introd
er uced
in
DLPX- | 5.3.0.0 | Arbitrary Code Execution May Be Performed by Engine System | TB0962*
79789 Administrators.

3.2.64 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | The issue with the confusing vPDB error on a snapshot after resetlogs of a linked CDB is now

7868 fixed.

DLPX- | You can now update the Oracle cluster home through the user interface.

41671

DLPX- | When dSource is an Oracle standby in RTA mode, LogSync was raising the

43467 | fault.oracle.linkedsource.log.conflict error and getting disabled on its own. This issue is now
fixed.

DLPX- | Users can now change logSyncinterval for Oracle dsources.

50309

DLPX- | The count for masking jobs fetched from the Masking Engine is now configurable. By default, it

59757 | is setto 500.

DLPX- | The manual recovery of a database after V2P from a snapshot of dSource was failing with an

67604 | error. This issue is now fixed.

24 https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB096_Arbitrary_Code_Execution_May_Be_Performed_by_Engine_System_Administrators
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Bug Description
numb
er

DLPX- | The self-signed certificate is now compliant with the requirements for trusted certificates in
68684 | Mac0S 10.15.

DLPX- | Oracle VDB migration check needs to be done against the Oracle target host instead of the
74613 | source. Furthermore, the Error and Action plan provided should include the target hostname.

DLPX- | The CLI now returns correct and descriptive error messages when executing unauthorized
75467 | requests on uninitialized engines.

DLPX- | To diagnose BEQ connection failure, this release adds MD5 checksums for ojdbc*.jar for Oracle
75646 | release versions up to currently supported release version.

DLPX- | The issue with the JDBC connection string for an Oracle vPDB not getting updated after an IP
75878 | address change is now fixed.

DLPX- | The issue with the failure of environment discovery of an Oracle Cluster with a
75989 | NullPointerException error is now fixed.

DLPX- | Previously, the Oracle JDBC test connection with the wrong password was increasing the
76956 LCOUNT value by more than 1. This issue is now fixed.

DLPX- | This release now speeds up metadata that is sent during replication when Extended retention is
77140 | involved.

DLPX- | Previously, when source discontinuity on the dSource was followed by resync on the livesource,
77231 | one or more livesource workers were failing to start. This prevented livesource status from
getting updated and the first snapshot from being taken after resync. This issue is now fixed.

DLPX- | This release fixes NPE when Linking dSource with missing backup and unreachable nodes.
77600

DLPX- | This release improves scalability for engines with an extremely large number of snapshots that
77880 | were causing them to run out of memory.

DLPX- | Previously, V2P export with absolute data files was failing with an internal error. This issue is
78015 | now fixed.
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Bug Description

numb

er

DLPX- | Insecure DES is no longer supported for SNMPv3.

78174

DLPX- | This release adds V2P support for Windows server 2022 host machines.

78420

DLPX- | This release improves load times for Datasets and Dataset Performance pages for engines with

78473 | alarge number of datasets and containers.

DLPX- | Previously, when switching from the backup server to ASE, dump history was not working for

78488 | dSources configured to use the remote backup server. This issue is now fixed.

DLPX- | This release fixes an issue with disabled VDBs not being able to undo a refresh.

78594

DLPX- | TLS 1.0 and TLS 1.1 ciphers are no longer available. Any system that is only configured with TLS

78688 | 1.0 or TLS 1.1 ciphers is switched to use the default cipher set.

DLPX- | Invalid sync parameters will not cause DE server unavailability.

78693

DLPX- | Switching sync strategy from source sync strategy type to sourceless strategy type is not

78696 | allowed.

DLPX- | VDBs can now be automatically started with the tunables if stopped intermittently because

79126 | Windows fail to write on the mount (Msg 9001).

DLPX- | This release eases restrictions on taking a snapshot of PDBs with encrypted UNDO tablespaces.

79292

5'9—52(4 Previously, Snapsync of a standby PDB in mount mode was failing with the ORA-01109:
database not open error message. This issue is now fixed.

5;4'33(2 Previously, clicking on a Replication Profile was resulting in the following error message An

error happened while communicating with the server . Thisissue is now fixed.
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Bug Description
numb
er

DLPX- | Under certain conditions, arbitrary code execution may be performed by sysadmins.
79789

DLPX- | This release fixes failures if the VDB name is more than 68 characters.
79808

3.2.65 Release 6.0.12.1 changes

3.2.66 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Theissue with remote syslog configurations preventing engine upgrades or virtualization
79151 | service restarts is now fixed.

3.2.67 Release 6.0.12.0 changes

3.2.68 Log4j updates

Based on detailed testing and analysis, all the currently supported products are not susceptible to known

log4j vulnerabilities. Please refer to TB095 Technical Bulletin?® for more information. All instances of log4j in
currently supported Delphix products are updated to log4j 2.17.1 as of this release.

Delphix keeps you updated on the latest developments and keeps releasing hotfixes, procedures, and
workarounds for such critical vulnerabilities. For more information on how Delphix supports our product and
customers in such cases, see Delphix Product Security (see page 902)

For more information, refer to the following pages:

+ TBO095 log4j vulnerabilities?®

25https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB095_log4j_Vulnerabilities_(CVE-2021-44228%2C_CVE-2021-45046%2C_CVE-2021-45105%2C_CVE-2019-17571%2C_
CVE-2021-4104)

26 https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB095_log4j_Vulnerabilities_(CVE-2021-44228%2C_CVE-2021-45046%2C_CVE-2021-45105%2C_CVE-2019-17571%2C_
CVE-2021-4104)
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+ Uninstalling the delphix connector service from the target database servers (see page 2006)

« Delphix product lifecycle policies?

7

+ Product security (see page 902)

3.2.69 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Validation for target database parameter 'DB_FILES' for single-tenant databases for the

23068 | following operations: provisioning, refresh, rewind, and converting a dSource to LiveSource is
now added. Furthermore, specific error messages for handling ORA-00059 errors are added.

DLPX- | The issue with the SnapSync of an Oracle standby dSource in Real-Time Apply mode calculating

44544 | the snapshot's timestamp incorrectly is now fixed. This issue was resulting in ORA-01194 or
ORA-01152 errors when provisioning to a timestamp after the snapshot.

DLPX- | Theissue with the data files of a VDB getting unmounted when provisioning, refresh, or rollback

56691 | jobis canceled manually is now fixed.

DLPX- | The issue with the latest snapshot of a LiveSource taking a long time to show the SCN/

57971 | timestamp range on its card in the GUI is now fixed.

DLPX- | Ul now allows the selection of older dataset repositories (downgrade) in addition to selecting

60320 | newer ones (upgrade).

DLPX- | The issue with the stopped Oracle VDB monitoring by the environment monitor that resulted in

67069 | connection errors flooding the debug log is now fixed.

DLPX- | Theissue with the “Copy query to clipboard” SQL copy functionality in the “Managed Source

68132 | Data” is now fixed to have correct apostrophe characters.

DLPX- | The issue with the failure of detaching or deleting an Oracle dSource operation on RAC

72123 | environments (This issue was occurring due to failure of deletion of RMAN backups on RAC and
the operation needs to be retried with a force option) is now fixed.

DLPX- | The Ul showing enabled or disabled for cluster nodes now uses a grid table. The Enabled

72779 | column contains a checkmark to show whether the cluster is enabled or disabled. Users are
able to select or unselect the checkmark to enable or disable a cluster.

27 https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Support_Policies/
Product_Lifecycle_Policies_(KBA1003)
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Bug Description

numb

er

DLPX- | Critical storage faults should not be ignorable nor manually resolvable

73975

DLPX- | This release fixes an issue where the RESUME operation failed without any error thrown to the

74862 | user on dSources where ENFORCE was still in progress. The fix will make sure that even if
RESUME fails, it throws a DUE to the user with suggested actions to resolve the issue.

DLPX- | The issue with the failure of refreshing a VDB provisioned as an empty vfiles since there is no

75763 | parent container to refresh from is now fixed.

DLPX- | The issue with the VDB Disable operation that resulted in an error message while connectivity

76266 | with the host machine can't be established is now fixed.

DLPX- | You can now run Upgrade Verify when another upgrade is in progress.

77123

DLPX- | This release fixes the difference in time shown for MSSQL snapshot based on different

77347 | database authentication methods.

DLPX- | The issue with the failure of the End Entity Certificate expiration fault is now fixed.

77638

DLPX- | The issue with the failure of the Oracle SnapSync with an error message, "RMAN-06183: datafile

77664 | or datafile copy (file number ) larger than MAXSETSIZE" if a datafile resized in the middle of
SnapSync is now fixed.

DLPX- | The issue with the faults table missing data if there was more than one page of faults is now

77913 | fixed.

DLPX- | The issue with the unsupported Windows release error message is now fixed.

77925

DLPX- | MSSQL VDB database size will now be refreshed periodically based on

78113 | environment_monitor.dynamic_attributes_check_period tunable.

DLPX- | The issue with the MSSQL validated sync schedule not getting updated without successful

78183 | backup restoration is now fixed.
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Bug Description
numb
er

DLPX- | The issue with the failure of a few operations on self-service containers due to incorrect entries
78244 | corresponding to the Oracle log metadata on the Delphix engine is now fixed.

DLPX- | The issue with the input bug that retained cleared out DB credentials in the dSource linking
78258 | wizard is now fixed.

DLPX- | The issue with the failure of a SnapSync of an Oracle standby dSource in Real-Time Apply mode
78263 | with an error message, "exception.oracle.snl.linkedsource.current_scn.invalid" if the rate of
change in the database is low is now fixed.

DLPX- | Offline Oracle bystander PDBs data files can now be optimized leading to improved provision
78265 | performance.

DLPX- | The issue with the CLI being unable to log in to system users when the main virtualization
78309 | service is down is now fixed.

DLPX- | Theissue with a large number of missing Oracle archive logs causing an error while viewing
78334 | datasetis now fixed.

DLPX- | Hosts running Windows Server 2022 can now be added as Source and Target environments to
78392 | the Delphix Engine.

DLPX- | SSLv3, TLS 1.0, and TLS 1.1 are no longer configurations options for HTTPS. Any system
78522 | configured only with these removed options will be automatically set to use TLS 1.2.

DLPX- | This release upgrades log4j from 1.2.17 to the latest 2.x in Windows Connector.
78791

DLPX- | This release upgrades log4j in virtualization to 2.17.1.
78938
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3.2.70 Release 6.0.11.0 changes

3.2.71 Security fixes

Bug Bug Description Security bulletin
numb | intro
er duc

ed

in

DLPX- | 6.0.8 | Arbitrary Code Execution by Delphix System Administrators TB09428
77921 | .0 may be Performed on Virtualization and Masking Engines

3.2.72 Fixes that take effect immediately after upgrading

Bug Description
numbe
r

DLPX-5 | The issue with the missing redo alert raised during the environment monitor check has now
3019 been resolved.

DLPX-5 | Discovery and monitoring rely on "Connected" in sqlplus output, which may not be the case if
9299 NLS_LANG is set to another language (e.g. Japanese). Downstream operations, like linking or
provisioning, may then fail due to missing user privileges.

DLPX-5 | The issue with copy-Only Backups failure with Virtual Service Accounts has now been resolved.
9662

DLPX-6 | The issue with the Hostchecker not properly checking /home/delphix permissions has now
2706 been resolved.

DLPX-6 | The issue with Oracle Provisioning scripts having hard-coded timeout issues has now been
4082 resolved.

28https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB094_Arbitrary_Code_Execution_by_Delphix_System_Administrators_May_Be_Performed_on_Virtualization_and_Mas
king_Engines
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Bug Description
numbe

DLPX-6 | Added retry functionality to the 'read backup files' operation during a validated sync to an
5729 account for an unstable environment.

DLPX-6 | SAML response is not logged on successful SSO login.
9778

DLPX-7 | The issue where LiteSpeed xp_restore_headeronly stored procedure failure message

2043 are displayed when validated sync is active for dSources with LiteSpeed backup has now been
resolved.

DLPX-7 | A Ulissue that occurred while updating the vault when only the private key is changed has now
2220 been resolved.

DLPX-7 | Admin user created from management Ul is no longer showing as 'non-admin’ type.
2225

DLPX-7 | The 'Verify Credentials' button from the DSP Throughput test page is now removed.
2237

DLPX-7 | The dependency on a parent snapshot relying on the latest snapshot is now removed if a
2369 parent snapshot does not exist during the VDB enable operation.

DLPX-7 | Oracle dSource attach operation with changed DB ID using 'Force' option is now allowed.
2778

DLPX-7 | Updated the "no Delphix connector" message while provisioning a Windows source
4555 environment.

DLPX-7 | Oracle LiveSource LogSync should only catalog valid archive log files.
4676

DLPX-7 | Inthe Add Environment GUI, the mouseover information for "Set Delphix Session Protocol
4851 Options (DSP)" has been currented.

DLPX-7 | The race condition issue when running Oracle VDB refresh and dSource snap sync resulting in
4896 incorrect MDS entry for the parent snapshot of a VDB in the dlpx_timeflow table has now
been resolved.
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Bug Description

numbe

r

DLPX-7 | Added a product name and product version for the Delphix Connector executable so this
5335 information can be available before installation.

DLPX-7 | For ag cluster nodes, if the refresh fails due to timezone discovery failure, don't delete the
5500 nodes from MDS as it doesn't mean we had an issue with the nodes.

DLPX-7 | Database configs will be replicated only if the associated VDB is replicated.

5952

DLPX-7 | Theissue causing environment 'Add' or 'Refresh’ to fail when PowerShell Transcription is
5995 enabled has now been resolved.

DLPX-7 | The issue where TCP fallback connection to database stops responding if the Oracle database
6244 instance is down has now been resolved.

DLPX-7 | Databases of UNKNOWN cdb type are now included in the attachment of a non-PDB container.
6290

DLPX-7 | Added Delphix support for WALLET_ROOT and TDE_CONFIGURATION parameters to

6731 manage wallets in 19c instead of sqlnet.ora.

DLPX-7 | Added "Response" to faults along with other details when logged in the Admin App.

6759

DLPX-7 | Remove orphaned Oracle logs resulting from archive log fetch timeouts.

6777

2'7-;;7 Added execution timeout for execution of UpdateFileACL.psl.

DLPX-7 | The issue where a user was unable to change 'from address' of SMTP server to

6974 noreply@delphix.com?® in the GUI has now been resolved.

DLPX-7 | The issue where an Oracle VDB cannot be provisioned between different minor versions if the
7112 Source is on higher RU has now been resolved.

29 mailto:noreply@delphix.com
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Bug Description
numbe

DLPX-7 | The issue where after a hotfix was removed due to a successful upgrade, the system would
7284 still indicate the hotfix was installed post-upgrade has now been resolved.

DLPX-7 | The issue where provisioning a vVDB fails with java.lang.OutOfMemoryError when
7345 sqlplus is used to rename the datafiles has now been resolved.

DLPX-7 | Replicated password vaults will no longer be visible in the UI.
7405

DLPX-7 | The issue where provisioning a vPDB from a PDB dSource fails with "ORA-65114: space usage
7676 in container is too high" if PDB max_size/max_pdb_storage is configured has now been
resolved.

DLPX-7 | The issue where a refresh/disable/destroy of a VDB using NFSv3 could cause loss of access
7708 to other VDBs that were using NFSv3 has now been resolved.

DLPX-7 | The issue where V2P operations from a VDB snapshot would result in the deletion of any
7844 production datafiles that exist on specified V2P target directory has now been resolved.

DLPX-7 | Removed 'Factory Reset' for Delphix Engines that are Data Vaults, as the operation is disabled
7904 for those engines.

DLPX-7 | The issue that can cause a VDB stop, refresh, or rollback to fail with an internal error has been
7912 resolved.

ORB-24 | Removed the requirement that SAML SSO email addresses must match case-sensitively for
65 SSO logins.

3.2.73 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numbe
r

DLPX-7 | Increased nvme I/0 timeout to prevent storage issues in EC2 (Activated after optional Reboot).
7577
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3.2.74 Release 6.0.10.1 changes

3.2.75 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-7 | Loading the setup app dashboard (as sysadmin) was rendering a server error popup with
7467 instruction to contact Delphix Support. This 6.0.10.0 error has been known to impair the ability
to configure web proxy, PhoneHome, SMTP servers, and other connectivity settings via the
GUL. It has now been resolved.

3.2.76 Release 6.0.10.0 changes

3.2.77 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-1 | The issue with provisioning to the latest available time that resulted in generating
8438 the exception.oracle.target.point.not_provisionable exception has now been
resolved.

DLPX-3 | Previously, static routes were being added using the add command. Now, the same can be
5480 added using the create command.

DLPX-5 | The issue with the failure of management service to start after configuring some abbreviated
7516 timezones from a picklist in server setup or sysadmin CLI has now been resolved.

DLPX-5 | Previously, the Oracle SnapSync operation was resulting in a warning for BCT usage on
8133 editions that do not provide it. This issue has now been resolved.

DLPX-5 | The issue with the deletion of the last snapshot on timeflow by Retention during a failed Oracle
8675 DB_SYNC operation has now been resolved.
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Bug Description

numbe

r

DLPX-6 | The issue with memory being exhausted while reading too many snapshots from MDS has

3003 now been resolved.

DLPX-6 | If the staging source has the "Use as Staging" flag set as off, the user was seeing a specific

3347 exception while trying to enable a linked dSource to point in the direction of what needs to be
done. Any compatibility failure will now have a specific exception.

DLPX-6 | Previously, querying the following operation "backupset table" and "whether a database is part

3601 of AG or not" was resulting in deadlocks and lock timeouts errors. We have now added retries
to resolve the issue.

DLPX-6 | The issue with throwing fault.oracle.linkedsource.incomplete.tempfile for

4369 physical standby has now been resolved.

DLPX-6 | The issue with misleading status in the progress bar while taking a copy-only backup has now

5949 been resolved.

DLPX-6 | Previously, the Oracle dSource SnapSync operation was not displaying a clear failure message

9831 if a dSource db_unique_name is changed. This issue has now been resolved.

DLPX-7 | The issue with the restarting of the NFS-server by the reaper thread while deleting a vPDB from

0317 a linked CDB with Talaria turned on has now been resolved.

DLPX-7 | The issue with Ul displaying only the suffix of the device name used by Hyper-V has now been

1018 resolved. Ul now displays a unique device name for storage in Hyper-V.

DLPX-7 | The issue with the allowance of incremental SnapSync after

1292 LogSync throws fault.oracle. linkedsource.log.conflict has now been resolved.

DLPX-7 | The NFSv4 is now set as the default option when mounting datasets from OS platforms that

1639 support it.

DLPX-7 | The need to set permissions of $ORACLE_HOME /dbs subdirectories using STARTUP SPFILE

1769 syntax is now removed.

DLPX-7 | The issue with the CLI network setup not configuring the first network interface when multiple

2011 interfaces exist has now been resolved.
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Bug Description
numbe

DLPX-7 | The issue with CDB log file retention working incorrectly if a PDB has multiple time flows
2186 pointing to the same CDB timeflow has now been resolved.

DLPX-7 | The format of zpool_iostat_60.log has been enhanced in this release. A timestamp is
2432 recorded for each sample in the log, making it easier to determine the time for each sample.

DLPX-7 | The issue with disabling the Oracle LogSync after running the validated sync job has now been
2956 resolved.

DLPX-7 | The timezone monitoring is now added for the Windows hosts.
3575

DLPX-7 | You can now refresh a VDB whose parent dataset is in a different group without needing
3590 authorization on the parent or its group.

DLPX-7 | The issue with the failure of olsnodes when run as a non-Oracle user has now been resolved.
3800

DLPX-7 | The issue with throwing a new DUE and NotFoundException when ojdbc libs cannot be read
4504 has now been resolved.

DLPX-7 | Ul now displays a detailed error message for transaction log-chain break fault.
4945

DLPX-7 | The issue with the failure of SnapSync operation when Database incarnation reset-logs end
4992 time is changed from "2021-03-13 22:03:07.0" to "2021-03-13 21:03:07.0" for virtual pluggable
database “ " has=""

now=""been="">">

DLPX-7 | The issue with the recording of the insufficient details by Logsync when dbid change was
5389 detected has now been resolved.

DLPX-7 | The issue with the failure of the Oracle vPDB provisioning with the "ORA-00959: tablespace
5517 "TEMP' does not exist" error has now been resolved.

DLPX-7 | The issue with the failure of an Environment discovery with the "DelphixFatalException:
5721 Unknown Oracle Database status: REFRESHING" error has now been resolved.
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Bug Description

numbe

r

DLPX-7 | The issue with saving unnecessary logs by Retention if bookmark falls exactly on a snapshot

5737 end SCN or snapshot end timestamp has now been resolved.

DLPX-7 | Previously, failure to start I/0 services after the upgrade operation was resulting in a stack

5897 restart loop. This issue has now been resolved.

DLPX-7 | The internal error being signaled during VDB SnapSync by removeUnneededZFSF-iles when

5851 a data file is physically removed during processing by an external cause has now been
resolved.

DLPX-7 | The NFS latency for workloads involving a lot of parallel I/0 (e.g. Oracle VDBs with concurrent

6288 accesses to many data files) is now improved.

DLPX-7 | Previously, entering key pairs directly into hook environment variables, as opposed to via a

6388 vault or as passwords were resulting in an internal error. This issue has now been resolved.

DLPX-7 | The issue with NFS-based VDBs becoming unresponsive has now been resolved.

6406

DLPX-7 | The issue with the V2P Functionality to customize target directory structure for exporting

6447 database files to separate file systems not working as documented has now been resolved.

DLPX-7 | The issue with the unnecessary accumulation of heap when validated sync is active for

6613 dSources using an environment user that eventually can cause out of memory issues has now
been resolved.

DLPX-7 | The issue with the removal of extraneous Oracle data files while creating snapshots has now

6690 been resolved. The extraneous Oracle data files are now removed during the provisioning
operation.

DLPX-7 | For V2P operation, we now use the unbuffered copy method for better performance.

6692

DLPX-7 | Theissue with the creation of the extraneous Self-Service branch segments during the

6718 replication operation has now been resolved.

DLPX-7 | Environment clusters will now show faults from their child nodes.

6760
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Bug Description

numbe

r

DLPX-7 | Previously, the engines that are in the DEFERRED upgrade state were resulting in the "Large

6802 Receive Offload" option turned off which was leading to performance degradation in network
transfers. This issue has now been resolved. Upgrading the engines that are in the DEFERRED
state will also resolve the issue.
Screen reader support is now enabled.

DLPX-7 | CRON expression labels now ask for Quartz format on the user interface.

6891

3.2.78 Fixes that take effect after upgrading and rebooting (optional)

Bug Description

numbe

r

DLPX-7 | The NFS reliance on DNS to prevent VDB unresponsiveness related to DNS unreliability is now
6619 reduced.

DLPX-7 | The NFS latency for engines with many Oracle dNFS clients is now improved.

6203

DLPX-7 | The issue with the Delphix Engine crashing or becoming unresponsive when canceling a
6119 replication job has now been resolved.

DLPX-7 | Optimized in-memory cache eviction by making minor improvements to I/0 performance.
6991
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3.2.79 Release 6.0.9.0 changes

3.2.80 Fixes that take effect immediately after upgrading

Bug Description
numbe
r

DLPX-2 | MS SQL instances PatchLevel will be displayed in preference to the version on the Ul.
8435

DLPX-4 | Improved the error message that is displayed when a JDBC connection cannot be established
0005 or the Oracle database Instance is unavailable.

DLPX-4 | Oracle Home Check may generate spurious faults if Oracle Home entry does not exist in /etc/
8080 oratab.

DLPX-5 | Attempting to provision a plugin-based VDB onto an incompatible OS (Windows to Linux or
5951 vice versa) is possible in the Ul, and would fail with a crash requiring a restart. Now an
informative error message is shown after the attempt is made.

DLPX-5 | Fixed creation of retention policies workers on replica objects after failover.
9613

DLPX-6 | Environment refresh should ignore cluster discovery for Oracle VDBs.
4307

DLPX-6 | Fixed the side-effects of the native Windows "Recent Files" behavior, when large numbers of
6191 PowerShell operations are being run concurrently.

DLPX-6 | Domain administrators can now create, view, and edit the alert profiles of other domain users.
7537

DLPX-6 | Poor error message when selecting Timeflow range.
9605

DLPX-7 | On detaching a dSource, delete backup server entry from MDS and related ones if the backup
0502 server is unused.
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Bug Description
numbe

DLPX-7 | In case we have null values coming for recovery_model from msdb.dbo.backupset table, the
1002 user will see a generic exception for manual sync and a fault for validated sync.

DLPX-7 | Users will now see a warning when they remove any object from the replication specification
1908 list.

DLPX-7 | Prevents the same IP address from being configured on more than one network interface.
2012

DLPX-7 | Environment names for Windows and Oracle Clusters are once again editable by users.
2411

DLPX-7 | When we do MSSQL standalone environment discovery, the user will see a warning for
2609 databases attached to AG that are present and will not be discovered unless cluster
environment discovery is selected.

DLPX-7 | Improved Oracle SnapSync performance by eliminating unnecessary calls to
2695 getTotalHoleBlocks.

DLPX-7 | Duplicate listener entry gets generated in MDS if Oracle listener is manually started with a non-
3409 uppercase name.

DLPX-7 | Fixed a display error of some snapshot names in the command line interface which showed
3586 references instead of actual names.

DLPX-7 | Provisioning an Oracle vPDB fails with "ORA-65149: PDB name conflicts with existing service
3720 name in the CDB or the PDB" if the PDB and CDB names are the same.

DLPX-7 | Environment names for Windows and Oracle Clusters are once again editable by users.
4050

DLPX-7 | The Target Directory path is combined with other directories such as Data Directory, Archive
4078 Directory, Temp Directory, etc to build the full path for data files, archive logs, temp files, etc.
As long as the combined paths are valid the V2P job proceeds.

DLPX-7 | Fixes a misleading warning about insufficient space on a replication target.
4197
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Bug Description
numbe

DLPX-7 | Snapshots created as a result of refresh or rewind operations will now be labeled as just
4201 "Snapshot" to avoid confusion. Users are advised to look at the Timeflow markers to know
when the Timeflow operation was performed.

DLPX-7 | Delphix Engine repeatedly reports "Failed to parse logfile".
4367

DLPX-7 | Improved diagnostics information for the case when Delphix Engine fails to connect to the
4377 Windows host.

DLPX-7 | fix an issue that causes the management service to crash under heavy CPU load.
4387

DLPX-7 | Added handling of dangling nodes during Windows cluster environment add and refresh
4398 operations.

DLPX-7 | Delphix OS users cannot provision 12.2 TDE vPDB due to directory permissions in the default
4486 wallet location.

DLPX-7 | Enabled more logging in Delphix connector logs for timeouts.
4495

DLPX-7 | During RAC vPDB provision, Oracle 19.9 target CDB crashes with ORA-00600 [krccfl_chunk]
4681 when BCT is enabled.

DLPX-7 | Improved error message displayed when the storage device initialization fails unexpectedly.
4806

DLPX-7 | Provisioning the 2nd generation VDB fails if the dSource has imported read-only transportable
4860 tablespaces fails.

DLPX-7 | Allow adding invalid or unreachable paths as a shared backup location for dSources.
4975

DLPX-7 | Invalid JDBC connections are not purged from the connection pool when the home is changed.
5026
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Bug Description
numbe

DLPX-7 | Improved performance for the Environment Databases pages when there are a lot of
5134 databases.

DLPX-7 | Update exception description is seen when the SnapSync fails for ASE encrypted database.
5363

DLPX-7 | local listener set to null if oracle.lsnr.protocol_registration_order is quoted.
5401

DLPX-7 | Fix a bug that can cause Oracle RAC VDBs to fail with stale NFSv3 mounts if NFSv4 is also
5506 enabled.

DLPX-7 | Insufficient heap memory settings on AIX cause connector and SnapSync to hang or crash.
5532

DLPX-7 | FIPS compliant algorithms will be used while merging the old and new toolkit directories
5663 during environment refresh.

DLPX-7 | Delphix may remove Oracle VDB temp tablespaces during Snapsync.
5716

DLPX-7 | Fixed creation of retention policies workers on replica objects after failover.
5735

DLPX-7 | Rearranged Syslog configuration dialog inputs to avoid confusion and have a more consistent
5834 user experience.

DLPX-7 | BEQ processes can hold on to file descriptors leading to hook scripts hanging after upgrading
5858 t0 6.0.7.0.

DLPX-7 | Remove hardcoded 5-minute timeout for doDropPDBKeepDatafiles.sh.
6018

DLPX-7 | TDE SnapSync should ignore WARNING plugin violations.
6140
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3.2.81 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numbe
r

DLPX-7 | Fix a bug that was causing the Delphix Engine storage pool to fail to import on boot under
1980 certain circumstances.

3.2.82 Release 6.0.8.1 changes

3.2.83 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-7 | Some Delphix operations may fail if mount and umount commands, on staging or target hosts,
5804 are setup to run as sudo and if sudo rules prohibit these commands from running with
unrecognized options. The issue is fixed now after removing "-v" added in 6.0.8.0.

3.2.84 Release 6.0.8.0 changes

3.2.85 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-4 | Skip parsing of DBCC when code 0 is not present in the DBCC page output. In case the DBCC
9694 page has code 0 but not dbid, use bdbid (present in the buffer section).

DLPX-6 | VDB SnapShot does not progress if ASE database devices are not on Delphix storage,
8764 environment monitoring raises a fault. Subsequent VDB operations like enable, disable, start,
stop, delete, snapshot, or refresh will fail.
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Bug Description
numbe

3;52(7 Delphix Engine should not allow linking Oracle DB with null db_unique_name .

DLPX-7 | For newer ASE versions (>= 15.7 SP138 and 16.0 SP02 PL05 and ASE 16.0 SP03), do not run
1300 DBCC PAGE anymore, as it was an identifier for DBCC CHECKALLOC that is already not run.

DLPX-7 | Error message asking user to manually perform disable/enable operation or correctly rename
1471 the target database back will be displayed during Start VDB, if VDB does not exist.

DLPX-7 | Provide a mechanism to enable VDBs up to filesystem mount point.
1687

DLPX-7 | Fixed a bug that results in a memory reservation not being represented correctly in the Delphix
1875 APL.

DLPX-7 | Deletion of vPDB in a vCDB shows this warning, "Encountered an error while shutting down and
2046 cleaning up Oracle files."

DLPX-7 | Downloading a support bundle is not supported at the same time that an upload of an upgrade
2209 image has been initiated by the same Delphix user.

DLPX-7 | Fixed an issue where some error dialogs would freeze in Internet Explorer 11.
2319

DLPX-7 | Connection timeout when deleting remote shipper script can cause a timeout in LogSync
2705 client.

DLPX-7 | ASE sync using Dump History fails for large dump history files.
2757

DLPX-7 | Timezone is set incorrectly for snapshots of Solaris 10 dSources and VDBs.
2780

DLPX-7 | Storage capacity now includes usage from all file system objects, not just snapshots.
2904

DLPX-7 | Fixed an issue where the support bundle dialog showed a loading spinner intermittently while
3143 jobs were running.

Release notes — 177



Continuous Data — Continuous Data Home

Bug Description

numbe

r

DLPX-7 | Traverse all shared backup locations while syncing, even if some of the paths are invalid or not
3354 reachable.

DLPX-7 | Fixed bug where adding or editing a parameter using the Ul VDB Config Template "Text" tab
3489 was truncating the parameter's value.

DLPX-7 | Incorrect mount options used when a single instance RAC is linked as a standalone single
3602 instance.

DLPX-7 | Added paging for days with large numbers of snapshots to prevent slowdown.

3607

DLPX-7 | Fixed an out-of-memory condition that occurs in SSH tunneling for encrypted log-syncs when
3623 storage latencies are high.

DLPX-7 | The help text on upgrade replication warnings have been updated to avoid confusion between
3627 Ignored and Resolved.

DLPX-7 | Fixed Missing security headers.

3668

DLPX-7 | Cross-site request forgery (CSRF) issue in management Ul.

3669

DLPX-7 | Fixed an issue where the faults table was unable to navigate to other pages.

3727

DLPX-7 | Fixed VDB refresh failures due to SQL Server Error 924 after setting VDB to single user mode.
3797

DLPX-7 | Implemented logic to retry offline database along with a drop database to overcome deadlocks
4025 while off-lining or dropping the database.

DLPX-7 | VMware Hot-Add memory is not immediately reflected in the system API.

4029

DLPX-7 | Fixed a typo in "Download Support Bundle" Ul component where the word "suport" was missing
4057 a'p".
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Bug Description
numbe

DLPX-7 | Ownership of files inside VDB now matches new owner when VDB owner is changed.
4254

DLPX-7 | Fixed an issue where the user could not upload a keystore with a blank keystore passcode.
4298

DLPX-7 | Fixes an issue with namespace deletion when the replication receive jobs have been cleaned
4362 up.

DLPX-7 | VDB Enable with attemptStart=false will now mount the datasets so that VDB can be started.
4442

DLPX-7 | Cluster discovery for Oracle RAC clusters are partially failing on Solaris 10.
4457

DLPX-7 | Fixed a bug so that an upgrade completes even when jobs fail.
4529

DLPX-7 | Fixed a bug so that upgrade completion is properly handled after kernel upgrades.
4542

DLPX-7 | Delphix Engine uses the uptime command to keep track of a target host reboot and auto start
4645 VDBs on the host. In some cases, the output of this command is not what is expected and
causes unintended restart of a stopped VDB. This issue is now fixed.

DLPX-7 | Oracle errors during doCreateSPFile.sh are not captured.
4656

DLPX-7 | Fixed a bug where the Dataset scroll does not extend to the bottom of a dataset list, thus
4704 truncating the status of the last dataset in the expanded group.

DLPX-7 | Prevent support bundle collection from cancelling replication.
4883

DLPX-7 | Talaria TCP fallback fault may be misconstrued if an Oracle RAC node is down.
4911
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Bug Description
numbe

DLPX-7 | Prevent granting replicated roles to users.
4997

DLPX-7 | Post upgrade cleanup task may become unresponsive while attempting a migration from 5.3.x
5083 to 6.0.x due to several threads stuck in WAITING state.

DLPX-7 | Provisioning an Oracle VDB fails if change-archivelog-mode.sh takes longer than 5 minutes.
5095

DLPX-7 | Improved performance of the Environment Databases page under certain conditions.
5134

DLPX-7 | Fixed "out of memory" issue when processing a large number of objects on the Target engine.
5188

DLPX-7 | Addressed a performance issue on the Target engine when receiving large number of
5204 replicated objects.

DLPX-7 | Snapshot names are incorrectly redacted in the MDS dlpx_action table in support bundles.
5208

DLPX-7 | Fixed a replication issue when there are sources with TLS enabled.
5416

3.2.86 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numbe
r

DLPX-7 | Fixed a bug that can cause a Windows iSCSI initiator to fail connect to the Delphix Engine.
2065

DLPX-7 | Console Delphix status screen shows a Python stack trace if the system is configured with a
2681 static IP address.
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Bug Description
numbe

DLPX-7 | Console Delphix status screen shows a Python stack trace if the system has no default route.
3423

DLPX-7 | Fixed an issue that causes management service failures in low memory situations.
4216

DLPX-7 | Fixed a bug that can cause a replication job to fail with an internal error.
4622

DLPX-7 | Fixed a bug that can cause NFSv3 clients to lose locks during upgrade verification.
5089

DLPX-7 | Fixed a bug that can lead to Oracle data corruption when running VDBs on Oracle 19¢ with
5524 dNFS.

3.2.87 Release 6.0.7.0 changes

3.2.88 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-3 | LogSync failed with "Cannot read archived log due to failure of log shipping script".
9006

DLPX-3 | Fixed a bug that caused the management service to become inaccessible if the storage pool
9245 ran out of space.

DLPX-5 | Provisioning a VDB or vPDB failed with unclear error message 'A database with the name "xxx'
9155 already exists'.

DLPX-6 | Fixed Out of Memory issue when replicating a large number of objects.
0317
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Bug Description

numbe

r

DLPX-6 | Replica VDBs will be updated when performing a point-in-time restore.

0947

DLPX-6 | vPDB provision did not raise an error when a non-provisionable target point-in-time was
2805 provided.

DLPX-6 | Fixed Out of Memory issue when receiving large number of replicated objects.

2969

DLPX-6 | Skipped connecting to ASE dSources during SnapSync policy runs as it is not applicable for
4600 them, hence prevent recurrent faults that the policy throws for connectivity issues.
DLPX-6 | Maximum identify provider authentication time age can be customized for single sign-on.
7363

DLPX-6 | Fix to make Snapsync throw exception if manifest file is missing or of 0 bytes instead of
7607 internal error with null pointer exception.

DLPX-6 | Fixed a bug that caused the upgrade to hang, while waiting for running jobs to finish.
7767

DLPX-7 | Allow the entity id for SAML single sign-on to be a URL for compatibility with Azure AD.
0821

DLPX-7 | doRenameDatafiles cleanup of extra files fails due to file permissions mismatch.

1783

DLPX-7 | Fixed an issue that prevents changing the default gateway using the network setup CLI.
2010

DLPX-7 | Maximum SAML response time skew can be customized for single sign-on.

2075

DLPX-7 | Oracle privilege discovery not performed for all homes if an invalid home exists.

2191

DLPX-7 | When a user tries to change credentials for a dSource, validating the credentials before
2351 updating them. In case of invalid credentials, showing user an error message about it.
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Bug Description
numbe

DLPX-7 | Initial ORA-65294 error not reported to user when vPDB provision fails due to compatible
2545 parameter mismatch.

DLPX-7 | Fix and issue that prevents use of the NFSv4 on some versions of SUSE Linux targets.
2652

DLPX-7 | Patching Oracle 19C vCDB leads to ORA-25153 as described in 2285159.1.
2698

DLPX-7 | Fixed issue with SQL Server 2014 dSources with filestreams where sync failed in merging
2807 filestream directories due to long path names.

DLPX-7 | Datasets hooks script editor properly displays multiline scripts instead of as one long line on
2882 non-Chrome browsers.

DLPX-7 | Empty string in SNMPv3 USM username creation no longer throws fatal error.
2916

DLPX-7 | Non-sys user credentials for Oracle sources cannot use password vault.
3048

DLPX-7 | Fix a bug that prevents the API from displaying the correct number of CPUs or amount of
3108 memory assigned to a Delphix Engine after a hot-add operation.

DLPX-7 | Fix an issue that prevents the configuration of additional NICs on Azure Delphix Engines.
3201

DLPX-7 | Fix a bug that can cause a VDB to fail to mount while other VDBs are being stopped.
3202

DLPX-7 | Fix a bug that prevents the sysadmin from deleting a default route.
3424

DLPX-7 | SnapSync job fails with 'internal error during execution' due to ONS/FanManager errors.
3527

DLPX-7 | Fixed a bug that prevented accessing SDD specs from CLI.
3528
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Bug Description

numbe

r

DLPX-7 | Kerberos ticket expiration date parsing is incorrect after migration from lllumos to Linux.
3611

DLPX-7 | Provisioning an Oracle TDE-enabled vPDB fails with the error "ORA-28367: wallet does not
3742 exist" if the TDE wallet for the target linked CDB is stored on ASM storage.

DLPX-7 | Fix a file descriptor leak that causes the management service to crash over time.

3765

DLPX-7 | Auxiliary CDB instance uses dSource keystore location if WALLET_ROOT is configured in
3789 dSource.

DLPX-7 | CDB database password may be leaked as part of environment monitor checks that launch
4030 sqlplus command on the source or target host.

DLPX-7 | Delphix OS user cannot provision TDE-enabled vPDB due to directory permissions in the default
4043 wallet location.

DLPX-7 | Delphix OS user cannot provision TDE-enabled vPDB in Delphix-writable keystore location due
4044 to directory permissions.

DLPX-7 | Drop database fails if default database is set to any other than master.

4119

DLPX-7 | Sync fails with db.aseldb.source.dump_history.incomplete_stripes after dump history file is
4164 purged and Use dump history is enabled for the dSource.

DLPX-7 | During failover of a namespace, if there is a collision between an environment in the

4233 namespace with one on the target engine, the namespace environment will get renamed if its

host does not match that of the environment on the target.

Release notes — 184



Continuous Data — Continuous Data Home

3.2.89 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numbe
r

DLPX-7 | Improve replication receive throughput.
3390

DLPX-7 | Improve write performance under extreme disk fragmentation.
3393

DLPX-7 | Improve write performance under extreme disk fragmentation.
3280

3.2.90 Release 6.0.6.1 changes

3.2.91 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- Fixed an issue that can cause the management service to fail to start after upgrade on systems
73848 | that have had SNMP enabled.

DLPX- Fixed a file descriptor leak triggered by faults and alerts that can cause the management
73859 | service to fail.
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3.2.92 Release 6.0.6.0 changes

3.2.93 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | VDB recovery failed when files other than archive logs were detected by Oracle.
47065

DLPX- Fixed the bug where VDB directory under the DelphixConnector directory was not being
47493 | removed from the target host on MSSQL VDB deletion.

DLPX- | Added sorting parameter to network test APIs.
48046

DLPX- Replication may send more data than expected if masking involves dropping large DBF files.
61405

DLPX- | The height of the storage configuration list was limited to show 3 disks at a time. It will now
61525 | dynamically grow with the number of disks.

DLPX- Increased connector timeout from 10 minutes to 30 minutes to avoid unnecessary faults due to
63603 | timeout during Validated Sync operation.

DLPX- Delphix Engine hostname change is now immediately reflected in Splunk events.
67368

DLPX- Fixed an issue that caused the management service to remain offline following an out-of-space
67593 | condition.

DLPX- Introduced better handling of UniversalConnectionPoolException errors during SnapSync.
68531

DLPX- | Oracle environment discovery failed due to an unhandled exception occurring at insert into
69759 | dlpx_faults.

DLPX- Fixed a bug that caused network configuration problems when removing and adding additional
69852 | NICs.
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Bug Description
numb
er

DLPX- Redaction of usernames took forever on tables with millions of entries.
70426

DLPX- move-to-asm.sh fails if timing is set in glogin.sql.
70583

DLPX- | Removed Failed Actions section of Actions sidebar, in favor of manually dismissing from
70638 | Running Actions and falling to Finished Actions section.

DLPX- Removal of all instances in a RAC VDB should not be allowed.
70653

DLPX- Fixed issue related to the creation of empty DisableBroker.sgl on the Windows machine in case
70808 | DisableBroker.sqgl execution fails in the first attempt.

DLPX- | Added more detailed error message for when the Delphix Engine fails to push a script to
70896 | Windows host.

DLPX- Fixed an issue that causes job progress to not update in Self-Service.
70919

DLPX- Fixed a bug that results in a Delphix Engine remaining powered on following a shutdown from
70928 | the user interface.

DLPX- For AG databases, a full backup is not required even recovery fork guid changed but the LSN
71093 | chain didn't break because of transactional log backups.

DLPX- | Unable to ignore snl.bct.needed warnings if Block Change Tracking is legitimately disabled on
71097 | an Oracle dSource.

DLPX- | Recovery of PDB should fail if the database is down after offlining datafiles.
71153

DLPX- | While deleting initiator in Windows environment deletion operation, delete all the views as well
71370 | for thatinitiator.

DLPX- VDB is auto disabled if the hook fails.
71685
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Bug Description
numb
er

DLPX- Reduced the size of support bundles.
71865

DLPX- | When a PDB is selected for replication, its CDB and all other PDBs in the parent CDB get
71961 automatically selected for replication.

Going forward, in the above scenario, while the CDB will get selected, its other PDBs will no
longer get selected.

DLPX- Fixed VDB refresh operations failures due to 'DB STARTUP' background process spid greater
72031 | than 50.

DLPX- | Migrate VDB verifies against the old configuration, rather than new.
72066

DLPX- Fix an issue that causes a fully-qualified hostname to be changed on upgrade from 5.3 to 6.0.
72083

DLPX- | Added namespace support for HashiCorp password vaults.
72131

DLPX- doCreateTempfiles.sh.template exits with code 0 on failure.
72265

DLPX- Incomplete recovery not detected during provisioning.
72340

DLPX- | Unlock Solaris x86 Solaris -> Linux x86 provisioning.
72386

DLPX- For clusters with long hostnames, vPDB sync fails with
72452 | exception.oracle.accessor.instances.missing.

DLPX- Fixed a bug that prevents the application from coming up after an upgrade
72495

DLPX- | Delphix no longer logs environment variables in logs on connected hosts since this could leak
72686 | sensitive information such as passwords that are sometimes stored as environment variables
on database hosts such as for the ASE database.
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Bug Description
numb
er

DLPX- Fixed a Snapsync performance issue.
72730

DLPX- | SnapSync job fails with 'internal error during execution' due to ORA-01652.
72790

DLPX- | The scenario which was causing the null pointer has been fixed now.
72862

DLPX- | Validation of connection to a container for PDBs should allow connecting to CDBSROOT.
73300

DLPX- | Added platform detection for ESX 7.0uT.
73311

DLPX- Replication of policies between two engines, in a loop, could lead to OOM exceptions.
73449

3.2.94 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Addressed a minor CVSS 5.9 security issue with no known attack vectors.
72990

DLPX- | Fix for CVE-2020-10753.
73067

DLPX- Fix for CVE-2020-12059.
73069

DLPX- | Fix for CVE-2020-1760.
73070
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3.2.95 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- Fixed a bug that causes support bundle collection to fail with an internal error.
71924
DLPX- Fixed a system crash that can happen when replicating a masked VDB using SDD.
72918
DLPX- Fixed a bug that can cause a replication source to crash if it had run replication while running
73147 | on5.0.
3.2.96 Release 6.0.5.0 changes
3.2.97 Fixes that take effect immediately after upgrading
Bug Description
numbe
r
DLPX-2 | The unistallation of the Delphix Connector installer should succeed even if one of the
3360 component connector services doesn't exist.
DLPX-6 | Reduced the time taken to generate support bundles in some cases.
9155
DLPX-6 | Recreating a controlfile against an Oracle source may yield misleading error during snapshot.
7316
DLPX-7 | JDBC driver updated to resolve intermittent JDBC connection failures due to JDBC SSL bug.
0766
DLPX-7 | Options passed to VDB mounts on target AlIX hosts did not include read and write size values.
0785 This fix adds the rsize and wsize parameters to mount command depending on the maximum

values host is configured to support.
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Bug Description
numbe

DLPX-7 | Enabling Validated Sync while SAP ASE SnapSync job is running leaves staging database
0741 unrecoverable.

DLPX-6 | Fixed a bug that causes a network interface to become unconfigured if its MAC address
9865 changes.

DLPX-7 | If LogSync is suspended when performing SnapSync of a standby database in real-time apply,
1233 SnapSync attempts to backup the archived logs which can cause SnapSync to become
unresponsive.

DLPX-6 | UEM/Hostchecker directory ownership checks fail on HPUX environment with long usernames.
9800

DLPX-6 | Provided mechanism for the user to bypass corrupted/incomplete jdbc libraries.
9807

DLPX-6 | Bundle ID "fault.environment.configuration.file.owner" reports insufficient host address.
6585

DLPX-6 | createDelphixDBUser.sh fails when "@" used in the password.
5739

DLPX-7 | SAP ASE database provisioning fails if the source database has holes in log fragments.
0973

DLPX-7 | Improved error handling for Oracle memory configuration errors.
1532

DLPX-6 | Allowed assigning privileges over replicated objects through the Ul.
2987

DLPX-7 | TIMEFLOW_REPAIR incorrectly skips a log because of "wrong database”.
1593

DLPX-7 | Added NFSv4 support on AlX for Oracle and SAP ASE.
1751

Release notes — 191



Continuous Data — Continuous Data Home

Bug Description

numbe

r

DLPX-7 | Dynamically disable RPC services if NFSv3 is no longer in use.

1736

DLPX-7 | Network DSP Test between versions 5.3 and (6.0.3, 6.0.4) is fixed.

1772

DLPX-7 | Replicate non-data objects like delphix engine users, authorizations, roles, permissions,

1513 policies and DB config templates.

DLPX-7 | Unable to load dummy recovery database dump due to SAP ASE error 15728.

1305

DLPX-7 | Enabling SAP ASE dump history causes lllegalStateException in

1172 getDumpListFromLastRestoreDateAndFiles due to timestamp mismatch because of TZ.

DLPX-7 | SAP ASE internal error raised when dump history file is purged using sp_dump_history.

1178

DLPX-6 | Fixed arace condition between a DB_DELETE job and the Oracle retention policy worker for the

5101 same container that can lead to a deadlock between the job and the worker.

DLPX-7 | Fixed an issue that causes the Delphix Engine UUID to change upon rebooting in IBM Cloud.

1918

DLPX-7 | Fixed an issue where upgrading an Oracle dSource or changing the environment userin a

1141 linked Oracle dSource fails with the error "SOURCE_UPGRADE job for xxx failed due to an
internal error during execution."

DLPX-7 | Updated Ul time zone library to IANA 2020a.

1611

DLPX-7 | Fixed a memory leak during incremental replication.

0349

DLPX-7 | Fixed an issue that prevents 5.3.x - 6.0.x upgrade if a static route exists that goes over a DHCP

2038 interface.
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Bug Description
numbe

DLPX-7 | Fixed a bug of always order hooks alphabetically rather than the running order set by users.
2148

DLPX-7 | Allowed Enable/Disable of VDB if its current Timeflow has at least one snapshot.
1971

DLPX-7 | Changed the Time Point field on a VDB back to reflecting the point on the parent the VDB was
2115 created from, but displayed in the timezone of the parent.

DLPX-7 | 6.0.4.0 can no longer interact with 5.3.x remote Masking Engines.
1995

3.2.98 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numbe
r

DLPX-7 | Fixed a bug that causes the system to become unresponsive after expanding multiple storage
0675 devices.

3.2.99 Release 6.0.4.2 changes

3.2.100 Fixes that take effect immediately after upgrading

Bug Description
numbe
r

DLPX-7 | Fixed an issue that can render a Delphix Engine unbootable if a reboot occurs after upgrade
2155 verification but before the upgrade is applied.
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Bug Description
numbe

DLPX-7 | Fixed an issue where upgrading an Oracle dSource or changing the environment user in a
1141 linked Oracle dSource fails with the error "SOURCE_UPGRADE job for xxx failed due to an
internal error during execution."

3.2.101 Release 6.0.4.1 changes

3.2.102 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-7 | Fix a bug that causes feature flags to be disabled when upgrading to 6.0.4.0.
1930

3.2.103 Release 6.0.4.0 changes

3.2.104 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-6 | Resolved an issue where temporary database backup/device files created for cleaning up the
8173 target database were not being deleted.

DLPX-6 | The management stack runs out of memory as the environment monitor does not purge stale
8773 objects.

DLPX-6 | Allow linking an Oracle PDB with a lowercase name.
9573
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Bug Description
numbe

DLPX-6 | Allow provisioning an Oracle PDB with a lowercase name.
9634

DLPX-6 | After detaching a PDB, perform unplug/plug, and attach again, if disabled is performed before
9962 SnapSync, the PDB can no longer be enabled.

DLPX-6 | Prevent Self-Service Container branches getting into an unusable state by blocking deleting the
6045 last segment of branches.

DLPX-7 | Snapsync performs an unnecessary checkpoint.
037

DLPX-6 | Users will see the detailed error message upon connection failure to Delphix connector during
8277 OS user validation and there will also be a "More" button with an error message which will open
an error popup with all error details.

DLPX-7 | Onthe "Add Environment" screen when OS user validation will get fail, they will see the "More"
0288 button along with the error message. When the user clicks the button, an error popup opens
with all details of the error and suggested action.

DLPX-7 | NFSv4 support for appdata sources running on AlX.
0832

DLPX-6 | Fixed GUI reporting conflict information when creating a Retention Policy.
8495

DLPX-7 | Added Environment User field for MSSQL sources in Datasets -> Configuration -> Source tab ->
0788 Staging Environment section.

DLPX-5 | Fixed bug where the sort sequence was incorrect. Fixed in Hook Operation Templates.
8047

DLPX-6 | Provision against VPDB after create/drop a new tablespace failed with
7931 exception.oracle.targetscripts.rename.datafiles.

DLPX-5 | Comps.xml associated with Oracle Homes are marked as unparseable if they are longer than
9910 65535 characters.
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Bug Description
numbe

DLPX-5 | CLI provisioning fails when the mount point provided includes quotes around the path.
5476

DLPX-7 | Changed type to text and spaced "Secret Key" and "Username Key".
1168

ORB-32 | gsupport using api.delphix.com as a proxy for verifying the Cloud Agent binary's code
85 signature certificate.

DLPX-7 | Allow provisioning across patch versions for Oracle versions on or after 18.X.
1006

DLPX-7 | Migrate NTP configuration when upgrading between 5.3 and 6.0.
1334

ORB-32 | Communication with Central management servers is now routed through the web proxy when
86 one is configured for the Engine.

ORB-31 | Summary: Increase an action's failure message size to 256 characters so users can view large
17 failure messages.

3.2.105 Release 6.0.3.1 changes

3.2.106 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed an issue that can cause the Virtualization Management service to become inaccessible
71339 | when the system memory became highly fragmented.
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3.2.107 Release 6.0.3.0 changes

3.2.108 Fixes that take effect immediately after upgrading

Bug Description
numbe
r

DLPX- | More details will be displayed in the error message in case DB_SYNC fail due to missing
63192 | SELECT permission on database 'msdb'.

DLPX- | Removed unnecessary Source Continuity source-archive file system.
67708

DLPX- | A meaningful error message will be displayed in case the user is missing 'VIEW ANY
66878 | DEFINITION' and 'VIEW SERVER STATE' permissions on AG Instance and linking is performed.

DLPX- | Fixed the issue when Environment discovery fails with Internal Error when Oracle DB instance
68668 | name is > 15 characters.

DLPX- | Added support for Read-Only Oracle homes.
68539

DLPX- | Fixed a bug that causes factory reset to fail when there are provisioned VDBs.
62027

DLPX- | Eliminated a virtualization management service crash caused by egregious use of memory by
67830 | environment monitoring.

DLPX- | Enabled NFSv4 support for older RedHat NFS clients.
69067

DLPX- | Fixed an issue when SCAN Listener is not discovered for Oracle 19c Cluster Environment.
68491

DLPX- | Improved replication throughput by parallelizing data streams.
68931
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DLPX- | Fixed an issue where in some cases a VDB's Time Point would not appear.

69350

DLPX- | Prevented a full snapsync after detecting an incarnation change of and reverting to a previous
62602 | incarnation of an Oracle database.

DLPX- | Resolved the issue of intermittent failure of DB_SYNC for source database full backups

69579 | containing in-memory tables which were caused due to improper merging of filestream folders.
DLPX- | Fixed an issue when Environment Monitor task monitors replicated entities could lead to Out of
69104 | Memory.

DLPX- | Increased online Redo Log size when using VDB Provisioning defaults from 50mb to 1024mb.
58561

DLPX- | Storage is removed even when the drop database fails, causing ASE error 823.

68831

DLPX- | Linking will not fail in case a slash is used as the path delimiter on the source database.

68323

DLPX- | Allowed NolLogging Diagnosis to be shown and edited for Oracle CDBs.

69561

DLPX- | Fixed an issue that causes the CLI to hang when deleting an object.

69625

DLPX- | Source Environment selection in Attach dSource dialog is now alphabetically sorted.

65357

DLPX- | Fixed an issue where Hotfixes aren't listed until after management service restarts.

65215

DLPX- | The increased timeout of doShutdownOraclelnstance.sh script from 20 seconds to 10 minutes.
57988

DLPX- | Resolved the issue where during validated sync, fault "fault. mssql.source.next.backup.missing"
70018 | was caused due to backupsets with similar first and last Isn.

DLPX- | dSource selection in dSource Linking Wizard is now alphabetically sorted.

66671
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DLPX- | MSSQL server cluster address is now editable through the Environments GUI.

65723

DLPX- | Gracefully handle accelerated networking on Azure.

69514

DLPX- | Implemented retries with some time delay in case of a failure while switching database user
68942 | mode.

DLPX- | Some orcl_log_info entries have a very large and incorrect end_scn (281474976710655).
56626

DLPX- | Deleted users' actions should be included in the action/audit log API results.

67579

DLPX- | Enhanced instruction text relating to SSH when editing environment users.

69863

DLPX- | Removed excessive debug logging for DSP connections which results in fast rollover of debug
70081 | logs.

DLPX- | CLI/ API calls to refresh/rewind vCDB directly should be disallowed.

66203

DLPX- | RHEL 7.6 connector log shows Unidentifiable version string: RedHatEnterpriseServer 7.6.
67194

DLPX- | When VDB is disabled, environment configuration can now be edited in the UL.

66754

DLPX- | A wrong certificate is identified as an issuer of a self-signed certificate in rare cases.
62095

DLPX- | Do not require an issuer to be present or keep the full chain intact on Truststore operations.
69243

DLPX- | Permit non-CA certs in user Truststore.

59331

DLPX- | Changed error message when there are no compatible installations on provisioning.

60779
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DLPX- | Provisioning failures due to BitLocker encryption will be identified and a proper error message
69518 | will be displayed.

DLPX- | Fixing memory leak in hk2 library.
64797

DLPX- | Password vault migration nullifies ASE linked source dump credentials.
70039

DLPX- | Protection against a variant of billion laughs attack (XML entity expansion).
70089

DLPX- | Added API support to revert from static to DHCP DNS settings.
64207

DLPX- | Faults reported for Oracle Home missing where the Central Inventory does not show this Oracle
68857 | Home present.

DLPX- | Exclusively specifying 'required' parameters to discover Oracle cluster via CLI results in an
64435 | exception.

DLPX- | Alerts & Faults are reported for hosts in a namespace that can cause Out of Memory issue.
69604

DLPX- | Prevented cloning of Tiimeflow storage for Oracle source continuity.
39882

DLPX- | Resolved an issue when validated sync (with full/diff) restored multiple backupsets and a
67425 | restore failed with a SQL server transient issue after a source continuity reset event resulting in
a state where no operations could be performed on the dSource.

DLPX- | "DLPX_EXECUTE_SQL_CLEANUP_RETRY" will also print nested SQL error messages in case of
70433 | command failure.

DLPX- | Customers now have access to an API to display the Engine License information.
68582

DLPX- | Displayed in confirmation dialog the name of the user being deleted.
61335

DLPX- | Resolved output buffer issue while identifying BitLocker encryption during provisioning on
70639 | Win19.
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DLPX- | Updated messages on the upgrade page when the operation fails.
66259

DLPX- | Bumped up connector version for NET 4x installer as shipped OpenJDK version had been
70782 | upgraded.

3.2.109 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Improved performance of dataset deletion.
68995

DLPX- | Improved single connection replication throughput.
68997

DLPX-
68999

DLPX- | Addressed an issue that causes long periods of I/0 unresponsiveness.
70697

DLPX-
70703

DLPX- | Fixed a bug that can cause a Windows iSCSl initiator to fail to connect to the Delphix Engine.
69953

DLPX- | Fix a hanginthe I/0 subsystem that can cause the Delphix Engine to become unresponsive.
70512
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3.2.110 Release 6.0.2.1 changes

3.2.111 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Provisioning a VDB from a dSource or another VDB will fail if the following conditions are met:

70065 + Delphix Engine has at least one dSource and a VDB created using a Python plugin prior to
the upgrade

Delphix Engine was upgraded to 6.0.2
Provisioning was attempted from the Ul after the completion of the upgrade

DLPX- | Fixed an issue that the time point attribute of a VDB is not shown.
69350

3.2.112 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed an issue that causes MSSQL operations to hang after the reception of an iSCSI LUN reset.
69864
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3.2.113 Release 6.0.2.0 changes

3.2.114 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Fixed an issue where provision against PDB after unplug/replug against the same linked PDB
62806 | fails with exception.oracle.targetscripts.controlfile.create.

DLPX- | Oracle Source Continuity creates an unnecessary source-archive file system on zfs.
67567

DLPX- | LogSync may fall behind when connected to an Oracle physical standby database in Real-Time
27807 | Apply mode.

DLPX- | Customer provided Oracle Java missing in the search path for Java on hosts.
68385

DLPX- | Reducing the number of nodes for RAC VDB and VDB in NOARCHIVELOG mode may result in
62782 | ORA-00258 errors during VDB enable operation.

DLPX- | Better error message when plugins are uploaded out of sequence.
62738

DLPX- | The product now recognizes VMware with BIOS date of 12/12/2018 as VMware 6.7.0u2.
68722

DLPX- | SnapSync of Oracle 19¢ DB with encrypted tablespace fails with fatal exception "Block header
68579 | 91 is not empty".

DLPX- | Fixed the issue where a huge number of error messages from ASE caused OutOfMemory Error.
68689

DLPX- | Always On AG discovery will not fail in a multi-subnet environment.
68957

DLPX- | Can now recover multiple Self-Service containers at the same time.
63088

Release notes — 203



Continuous Data — Continuous Data Home

Bug Description

numb

er

DLPX- | Improved handling of snapshot standby.

47977

DLPX- | SnapSync failed with exception.oracle.dsource.sync.no_hosts.rac on RAC clusters with very
64125 | long hostnames.

DLPX- | PDB enable failed after migration if mountBase has a trailing slash.

62584

DLPX- | Virtualization can now fetch jobs from Masking engines configured with HTTP redirection.
68657

DLPX- | Itis nolonger mandatory to have at least one enabled system administrator with local

69121 | credentials.

DLPX- | Fixed an issue where too many requests were being sent for Faults from the Datasets pages.
68167

DLPX- | Large stderr produced by failed rsync jobs are truncated to prevent Java OutOfMemory errors.
69082

DLPX- | Datasets filter updated so that all items within a group that matches the filter string are
58600 | displayed, even if the items contained in the group do not match the filter string.

DLPX- | VDB deletion failed due to the inability to delete LogSync worker.

65896

DLPX- | Improved diagnosability of PDB discovery issues.

57903

DLPX- | Fixed issue where start/stop buttons were not being displayed in the RAC instances

68878 | configuration table.

DLPX- | Enabled replication smart failover by default.

69271

DLPX- | The user-visible name for Oracle cluster objects is being replaced with the Oracle cluster name.
66715 | For Windows clusters, the user-visible name is being replaced with the cluster address.
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Bug Description
numb
er

DLPX- | Changed default replication settings for better out of the box performance.
68929

DLPX- | Improved replication throughput when sending multiple timeflows.
68930

DLPX- | Fixed a memory leak that occurs when experiencing connectivity errors.
69245

DLPX- | Atleast one non LDAP system user should be enabled when the LDAP server is being disabled.
69377

DLPX- | LDAP principal fields were not being redacted in phone-home bundles.
68575

DLPX- | Self Service Recover operation failed due to missing Timeflow.
68528

3.2.115 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Re-introduced console splash screen with IP address and service states.
66808
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3.2.116 Release 6.0.1.1 changes

3.2.117 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Improved synchronous write performance over iSCSI.
69203

DLPX- | Improved SQL Server data ingestion performance by leveraging asynchronous writes on
69167 | underlying storage.

DLPX- | Eliminated possible data corruption on SQL server and vFiles over iSCSI that can occur when a
69298 | Delphix Engine reboots.

3.2.118 Release 6.0.1.0 changes

3.2.119 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | For SAP ASE, instead of using the DBCC CHECKALLOC command to fix DBID mismatch issue,
60689 | the MOUNT command with FIXDBID and ALLOW_DBID_MISMATCH clauses will be used, to
improve performance.

DLPX- | VDB snapshots need to clean unneeded ZFS datafiles.
65831

DLPX- | Improved boot time after 5.3 to 6.0 migration by optimizing metadata indexing.
63949

DLPX- | Upgrades to 6.0.0.0 will only be supported from a release greater than or equal to 5.3.6.0.
66261
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Bug Description
numb
er

DLPX- | Snapshot of a linked database can end up with extra datafiles that do not belong to the
66486 | database which might cause VDB on VDB provision to fail during rename of datafiles.

DLPX- | Cluster environment discovery was incomplete if the host locale was not English.
66558

DLPX- | DB_LINK using incorrect user when RAC node also configured as a standalone environment.
66804

DLPX- | vPDB save state lead to rollback or child provisioning failures.
66768

DLPX- | Unable to link database with CLBMSWIN1251 charset.
66823

DLPX- | Fixed a bug causing the timezone selector to only be visible when manually setting the time.
64538

DLPX- | Removed the Windows Diagnostics Files and Directories on successful Diagnostics upload.
66809

DLPX- | Provision failed when the source was from a RAC Oracle Standard Edition database and the
67279 | target was Oracle Standard Edition.

DLPX- | Fixed an issue that sporadically caused replication to fail with an internal error.
67451

DLPX- | Delphix Engine should select the highest version ojdbc driver available at ORACLE_HOME/ojdbc/
67454 | lib.

DLPX- | Ensures child worker threads are gracefully exited when parent linked source sync job has
66077 | completed/terminated.

DLPX- | MSSQL Validated sync will resume when storage usage falls below the threshold if storage
45983 | threshold enforcement failed in the past.

DLPX- | Fixed an issue where MT provision may result in ORA-02058 due to un-purged or inflight 2PC
67560 | transactions on dSource.
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Bug Description
numb
er

DLPX- | Old timeflows and snapshots are not getting removed by snapshot retention.
67594

LX-20 | Report the correct amount of memory allocated to EC2 Nitro instances.
20

DLPX- | Fixed an issue where VDB point in time provisioning might fail if Oracle database environment is
67413 | configured in a non-English locale.

DLPX- | PDB provisioning failed if the source had shutdown triggers.
67684

DLPX- | Fixed failure during point in time 'Virtual to Physical' provisioning.
67575

DLPX- | After setting the database online give it some extra time to startup completely, before doing any
67668 | further operation on it.

DLPX- | Redact sensitive information from phone-home data.
67759

DLPX- | Validated sync stops working if Delphix cannot connect to the backup server.
64638

DLPX- | Even when the staging instance is down, attempt counter to detect backup files keeps on
65559 | increasing and eventually, it stops detecting backups.

DLPX- | When atarget host is used by a large number of dSources for staging or has a large number of
56537 | objects, the performance of Delphix operations like validated sync, refresh, rewind, etc can be
slow due to Powershell processes being serialized.

DLPX- | Removing cluster resource without removing its dependency can result in cluster failure. So,
67894 | added retryer logic while fetching the resource dependencies (Get-ClusterResourceDependency)
and ultimately fail the operation after all the retries.

DLPX- | Unsupported SQL server backup type gets picked while validated sync and the operation fails
67813 | while looking for the backup. So, introduced a tunable filter to automatically skip SQL backups
taken by backup software not supported by yet Delphix.
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Bug Description
numb
er

DLPX- | Added env host connectivity toolkit support for SLES on Power9.
67925

DLPX- | Retries to fetch image identifiers during Netbackup restore if there is a mismatch between
67934 | MSDB and Netbackup Master.

DLPX- | Fixed an issue where retention enforcement can generate user-visible errors while attempting to
67655 | delete snapshots with dependencies after PDB migration to new CDB.

LX-19 | EBS NVMe devices can now be used in Delphix Engines.
44

DLPX- | Fixed an issue where hostchecker 'Check Oracle DB Instance' fails on HPUX and AlX.
68022

DLPX- | PDBs with lower/mixed case names will not enable after an upgrade.
68124

DLPX- | Fixed a bug that limits the number of disks that can be added in GCP.
68126

DLPX- | Update the primary db file names in a transaction with the Timeflow creation to make sure
67421 | whenever a Timeflow is created successfully we have its primary file information.

DLPX- | Skip VDBs having its current Timeflow as null from 'PrimaryDbFileAvailabilityCheck' as these
67440 | VDBs doesn't undergo queisceing and are recoverable by refreshing them.

DLPX- | Linking wizard - Target Environment step - Privileged Credentials authenticates on the selected
61818 | target now.

DLPX- | Some non-Admin users, lack all permissions, are unable to login to upgraded engine.
68117

DLPX- | A wrong version input by user while manually adding a SQL Server instance, created issues in
67290 | provisioning VDBs. SQL Server version will now be auto-discovered for manually added
instances on adding or refreshing the environment.
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Bug Description
numb
er

DLPX- | Updated error message to let know user that non discovered CDBs are filtered out from the list
66238 | when linking a detached source.

DLPX- | When atarget host is used by a large number of dSources for staging or has a large number of
68457 | objects, the performance of Delphix operations like validated sync, refresh, rewind, etc can be
slow due to Powershell processes being serialized.

DLPX- | Fixed the issue where 'Istart’ column value of sysusages table was beyond the range of Integer
68484 | data type by taking the Long data type to store the Istart value.

DLPX- | Fixed an issue where the NTP service is not started following a reboot.
68500

DLPX- | Support bundle generation can be time-consuming if the engine has a large number of
68290 | snapshots to process.

DLPX- | Fixed issue in grids in which the selection checkbox was unclickable.
67792

DLPX- | Provision vPDB/vCDB fails with ORA-45900 if the parameter enable_pluggable_database is
67555 | omitted when specifying database parameters for new vCDB.

3.2.120 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Engines running 5.3 on EC2 i3 can now be migrated to 6.0.
67782

DLPX- | Fixed an issue that prevents ssh access after switching to a static IP address.
67961

DLPX- | Fixed a bug that could cause replication jobs to fail with internal errors
65948
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Bug Description
numb
er
DLPX- | Improved boot time after 5.3 to 6.0 upgrade by reducing the overhead of setting ZFS properties.
68025
DLPX- | Fixed a bug that can cause the management service to run out of memory when disabling the
67868 | Splunk integration.
3.2.121 Release 6.0.0.0 changes
3.2.122 Fixes that take effect immediately after upgrading
Bug Description
numb
er
DLPX- | The analytics GUI network graph shows newly added NIC information without requiring a
27433 | management service restart.
DLPX- | If you add a hook script via the CLI, newlines are removed erroneously.
33998
DLPX- | Correctly set the default type for the parameters to all operations in the CLI according to the
40094 | container type.
DLPX- | Exclude sybsecurity from the list of auto-discovered databases.
43215
DLPX- | Java 6 packages are no longer included in the product image.
48712
DLPX- | When a user is set with the Provisioner role the 'provision' button does not appear, meaning
48280 | anyone set with this role only is unable to provision VDBs.
DLPX- | The Delphix Engine does not provide instructions to browsers to avoid caching HTTP responses
53996 | (pages).
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Bug Description
numb
er

DLPX- | Ensure Windows mount points are always unmounted as part VDB refreshes to prevent future
54740 | VDB refreshes from failing due to "ERROR_ASSIGN_MOUNTPATH: failed to assign mount path

for disk at="">>, error="">,>

DLPX- | In environments where the vPDB has been provisioned using a Delphix provisioned virtual CDB,
55282 | shutting down the virtual PDB causes it to get into an incorrect "Cannot monitor" state, this has
now been fixed to show the correct "Stopped" state.

DLPX- | Fixed an issue where vPDB refresh/rollback triggers spurious vCDB restart jobs, after
55598 | vPDB+vCDB auto-restart.

DLPX- | Validated Sync can fail when monitoring ASE backup servers started by using the $DSLISTEN
55829 | environment variable instead of the "-S" argument. This can be worked around by accessing
SDSLISTEN in the RUN_xxxxx script and pass it down as -S.

DLPX- | VDBs with no snapshots failed to re-enable after a Delphix Engine upgrade, this has now been
55958 | fixed.

DLPX- | Display underlying ssh error when environment host connections fail.
57454

DLPX- | Enable Oracle LiveSource when LiveSource is in RESYNC_NEEDED state currently re-start Oracle
58519 | Redo Apply. Oracle Redo Apply should not be restarted in this state.

DLPX- | Fixed a TCP port leak in the network throughput test feature.
58760

DLPX- | Provisioning vFiles to the same host using different OS Environment Users no longer fails.
58845

DLPX- | The API to list all snapshots consumes a significant amount of memory when there are more
59772 | than 100,000 snapshots on the engine.

DLPX- | Fixed an issue where Oracle remote listener registration fails if set to empty string.
60356

DLPX- | Network settings dialog now displays actual MTU value rather than a checkbox.
60603
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Bug Description

numb

er

DLPX- | Fixed an issue where the Environment Monitor on Redhat 6.9 and 6.10 might throw unidentified

60907 | version errors.

DLPX- | When user configures connection strings manually, these connect strings can end up

60979 | connecting to incorrect PDBs/CDBs causing invalid snapshots. Verify that each connection to a
PDB/CDB connects to the expected PDB/CDB.

DLPX- | Delphix backups create controlfile records; in rare circumstances, these records can cause

60993 | invalid snapshots. To avoid this problem, remove Delphix backups control file records when
using SCN-based SnapSyncs once a SnapSync completes successfully.

DLPX- | Allow certificates to expire after issuer certificate expiration.

62094

DLPX- | Reduce SSH connections by temporarily preserving and reusing existing Delphix<->host

62241 | connections where possible.

DLPX- | Spurious job event "DISCOVERED_TO_MANUAL_ORACLE_CLUSTER_NODES" no longer shows

62781 | up for non-Oracle RAC environment refreshes.

DLPX- | In Oracle versions 18c and 19c, an Oracle bug can prevent the datafile headers from being

62892 | updated for a standby database when managed recovery is running, resulting in failed SnapSync
operations. Alert the user that an Oracle patch might be needed.

DLPX- | Removed unneeded EMPTY_RENEGOTIATION cipher

62962

DLPX- | Fixed an issue where stale file mounts may be leftover when vPDB provision fails.

62998

DLPX- | Initial setup now fails if the system was not provisioned with enough storage.

63469

DLPX- | Network settings dialog now displays actual MTU value rather than a checkbox.

63600

DLPX- | Fixed an issue where the last snapshot of a vPDB Timeflow can be deleted after the vPDB has

64641 | been disabled, thus leaving the vPDB in a state with no provisionable snapshots.
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Bug Description
numb
er

DLPX- | Allow provisioning to complete when source CDB includes PDBs in a broken state.
64711

DLPX- | Provision should remove files present in datafile filesystem that are not part of the database
66020 | when provisioning a VDB from a VDB.

DLPX- | ASE environment discovery will not fail if there is a mismatch of "dataserver name argument
67299 | and value of "@@servername".

3.2.123 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed an issue causing redirect responses to reveal server type and version when HTTP
67753 | redirection is enabled.

DLPX- | Improved the way volumes are fetched while working on mounts.
72068

DLPX- | Fixed an issue that occurred when manually adding a database to an environment which has the
74396 | same unique name as a database in another environment managed by the same Delphix engine.
Previously, Delphix reported an incorrect environment containing the same unique name.

DLPX- | Updated the Self-Service refresh warning message.
80172

DLPX- | changeArchivelogMode now has an associated job event.
80271

DLPX- | Fixed an issue where Oracle move-to-asm script would fail while dropping temp due to
80387 | tempfiles being in use and unable to be dropped after the database was started.

DLPX- | For S3 object store, the "Base URL" input is renamed to "endpoint". The "region" input is now a
81184 | dropdown for the user to select from a list of standard regions. The endpoint corresponding to
that region will now be auto-populated.

Release notes — 214



Continuous Data — Continuous Data Home

Bug Description
numb
er

DLPX- | Fixed an issue where Direct NFS was not being detected for Oracle 21.
81692

DLPX- | Fixed an issue where an environment refresh after upgrade did not remove outdated/obsoleted
81996 | toolkit componentsin 6.0.014.0 and 6.0.15.0.

DLPX- | Fixed an issue that prevented the creation of a network route whose gateway is reachable
82075 | through multiple interfaces.

DLPX- | Added checks to prevent using NFSv4 with Direct NFS for some Oracle 19 versions that don't
82112 | support v4 due to an Oracle bug.

DLPX- | Fixed an issue where Speculative Logging was being called out of context and could lead to
82236 | unbounded consumption of rpool.

DLPX- | Fixed an issue where the provision/refresh of an Oracle Key Vault vPDB fails with, "ORA-28365:
82308 | wallet is not open".

DLPX- | Action-based alerts now include the success or failure state of the action, including the reason
82329 | in case of failure.

DLPX- | Enabled the creation of on-link network routes; routes whose destination are directly reachable
82334 | without a gateway.

DLPX- | Improved Replication performance on engines with a lot of objects.
82381

DLPX- | Fixed an issue where after editing credential environment variables, the create/provision VDB
82392 | wizard would fail because the environment variables were missing the password field in the
payload. The required password field has now been added.
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3.2.124 Release 6.0.15.0 changes
3.2.125 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- | Increased the inotify limit to address a defect during upgrade.
80760
3.2.126 Fixes that take effect immediately after upgrading
Bug Description
numb
er
DLPX- | Fixed an issue where LogSync for an Oracle RAC standby does not set max number of backup
68240 | tasks correctly.
DLPX- | Added granularity in restore job events to mark various phases of Restore Backup process.
73375 | Added events in Restore Backup job to provide information at the start of the Redo phase of a
restore command.
DLPX- | Fixed an issue causing auto population of the encryption key when no input is given.
75677
DLPX- | Fixed a minor typing issue when deleting a MSSQL database.
78913
DLPX- | Fixed a VDB Start Fault after a VDB start job is successful.
79228
DLPX- | Made improvements in environment monitoring to return the NO_DELPHIX_DATABASE status
79528 | for Staging Push dSources when they are not managed by Delphix, and avoids monitoring other
attributes for such databases.
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Bug Description

numb

er

DLPX- | Made a change in the enable flow for Staging Push dSources to always make an attempt at

79596 | unmounting the DATA storage before dropping the staging database.

DLPX- | Mount with local_lock=all on Linux, when mounting VDBs with NFSv3.

79780

DLPX- | Use the offset in the time_zone column of msdb.dbo.backupset to convert the timestamp

79999 | correctly for a backup from a source, and then continue using the staging host timezone to
display the time of a snapshot on the Ul.

DLPX- | Updated MD5 checksums for Oracle 12.1.0.2.0 OJDBC jars.

80206

DLPX- | Fixed an issue where Oracle JDBC jar checksum checks are being reported as false positives

80254 | despite underlying database connection issues.

DLPX- | The Spring framework has been updated due to the Spring4Shell vulnerability.

80406

DLPX- | Fixed an issue where the Delphix Ul would sometimes not render, showing waiting for response.

80487

DLPX- | Added an action item to check for support Host and Server Type combination while adding

80494 | MSSQL environments.

DLPX- | This change will introduce the ability to add sporadic failures via tunable:

80619 | ADDITIONAL_SPORADIC_FAILURES.

DLPX- | Cross-Site Scripting (Reflected) in /resources/json/delphix/session.

80909

DLPX- | Removed the requirement for Linux kernel recover-lost-locks setting when using NFSv4 with

81048 | Oracle dNFS.

DLPX- | Can now enable/disable SNMPv3 vs. v1/v2.

81090
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Bug Description
numb
er

DLPX- | Updated the command for checking database files accessibility while fetching the VDBs status
81100 | with a lighter and less intrusive command, to get relief from VDBs being stopped randomly.

DLPX- | Fixed an issue preventing the upgrade of a replication Continuous Vault source with automatic
81242 | replication.

DLPX- | Fixed an issue causing Appdata SnapSync to crash with NullPointerException when a virtual
81308 | database is not successfully refreshed or rollbacked.

DLPX- | Fixed the unnecessary alerts of timezone discovery failure that users were facing randomly for
81358 | the cluster environments.

DLPX- | Improved performance of the Replication page.
81502

DLPX- | Users should now be able to enable the feature flag AZURE_DATA_BANK.
81696

DLPX- | Fixed an issue where an engine could not be setup when objectStorage is enabled.
81710

3.2.127 Release 6.0.14.0 changes

3.2.128 Security fixes

Bug Bug Description Security Bulletin
numb introd
er uced
in
DLPX- | 5.2.2.0 | Arbitrary Code Execution may be performed when TB098%°
81059 configuring masking environments

30 https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB098_Arbitrary_Code_Execution_May_Be_Performed_When_Configuring_Masking_Environments
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3.2.129 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Oracle LogSync should automatically resolve faults for transient issues
38908

DLPX- | Null Pointer Exception in Oracle LogSync backup stream handler
39193

DLPX- | Job cancel requests during Oracle provisioning are not processed until the end of recovery
57078

DLPX- | move-to-asm.sh does not support TDE-enabled databases
57405

DLPX- | disable the OPTIONS method for all HTTP(S) requests
62343

DLPX- | Oracle LogSync thread may hang when trying to remove temporary RMAN command file from
64386 | source host toolkit directory

DLPX- | Ensure "source-archive" directory is unmounted at start of Oracle Provision
65413

DLPX- | Oracle LogSync can create orphaned logs in certain scenarios
66879

DLPX- | Provide tunable for Oracle LogSync client timeout
69453

DLPX- | Common Toolkit directory is not removed from a mounted shared NFS location when the
69802 | environment is deleted

DLPX- | Force disable should succeed despite environmental problems
76382
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Bug Description

numb

er

DLPX- | Fixed an issue on the Setup pane to allow successful completion of an smtp test against a

77840 | specific email address

DLPX- | SCM/Talaria failure reason should be communicated in the Delphix fault warnings

78412

DLPX- | Removing windows environment performs cleanup of iSCSI persistent login target

78726

DLPX- | Disable operation is prohibited on replicated sources

78754

DLPX- | Prevent DSP connections for disabled Oracle RAC cluster nodes

78986

DLPX- | Resolved an issue of an infinite spinner when validating BEQ credentials for Oracle dSource with

79077 | duplicate unique_name. While linking a dSource, credentials are now required when discovering
an unknown CDB.

DLPX- | Splunk HEC token logged to debug logs during splunkHec test

79242

DLPX- | Allow users to unset Oracle database user name and credentials through CLI if Simplified

79396 | Connection Management is enabled.

DLPX- | SnapSync fails if more than 1000 tempfiles exist in the whole CDB

79502

DLPX- | Changed the NFSv4 minimum supported target Redhat version to 6.4 (was previously 6.3).

79591

DLPX- | Unable to provision PostgreSQL VDB to Linux host with processor type of ppc64le

79742

DLPX- | Improved the action item for failure to enable/attach the staging push dSource.

79823
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Bug Description
numb
er

DLPX- | Improved the action item for failure to enable/attach the staging push dSource.
79942

DLPX- | Limit SNMP configuration access to sysadmin
80137

DLPX- | Oracle SnapSync crashes with NullPointerException when a PDB dSource is renamed and
80144 | replaced with a new PDB of the same name

DLPX- | Fixed issue with filename conflicts during source backup restore
80217

DLPX- | It was necessary to restart the auxiliary CDB during a TDE provision after recreating the
80302 | autologin keystore

DLPX- | Oracle environment monitor triggers fault.oracle.db.connection.failed fault immediately on
80369 | dataset stop or disable.

DLPX- | Fixes long delay in operations such as VDB start/stop when JDBC Thin connection to database
80415 | fails due to unable to establish network connection.

DLPX- | Provide mount location to upgrade scripts during Lua to Python upgrade process if mount
80439 | specification has not been provided.

DLPX- | Fixed spinner issue while provisioning a VDB from a SQL Server staging dSource from Provision
80440 | VDB option in datasets menu

DLPX- | TDE-enabled provisions to a RAC target fail with "ORA-28365: wallet is not open" while
80482 | attempting to reopen the database in start_database.sh in the auxiliary

DLPX- | Fix failing TDE-enabled vPDB provisions to a linked RAC container database due to "ORA-28365:
80483 | wallet is not open" errors

DLPX- | Improved performance across dataset and replication related pages.
80487
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3.2.130 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | The issue with removing files with complex file permissions on EBS is now fixed
80078

3.2.131 Release 6.0.13.1 changes

3.2.132 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | libc upgrade necessitates PostgreSQL re-index.
80818

3.2.133 Release 6.0.13.0 changes

3.2.134 Security fixes

Bug Bug Description Security Bulletin
numb | introd
er uced
in
DLPX- | 5.3.0.0 | Arbitrary Code Execution May Be Performed by Engine TB096%'
79789 System Administrators.

31 https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB096_Arbitrary_Code_Execution_May_Be_Performed_by_Engine_System_Administrators
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3.2.135 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | The issue with the confusing vPDB error on a snapshot after resetlogs of a linked CDB is now

7868 fixed.

DLPX- | You can now update the Oracle cluster home through the user interface.

41671

DLPX- | When dSource is an Oracle standby in RTA mode, LogSync was raising the

43467 | fault.oracle.linkedsource.log.conflict error and getting disabled on its own. This issue is now
fixed.

DLPX- | Users can now change logSyncinterval for Oracle dsources.

50309

DLPX- | The count for masking jobs fetched from the Masking Engine is now configurable. By default, it

59757 | is setto 500.

DLPX- | The manual recovery of a database after V2P from a snapshot of dSource was failing with an

67604 | error. This issue is now fixed.

DLPX- | The self-signed certificate is now compliant with the requirements for trusted certificates in

68684 | MacOS 10.15.

DLPX- | Oracle VDB migration check needs to be done against the Oracle target host instead of the

74613 | source. Furthermore, the Error and Action plan provided should include the target hostname.

DLPX- | The CLI now returns correct and descriptive error messages when executing unauthorized

75467 | requests on uninitialized engines.

DLPX- | To diagnose BEQ connection failure, this release adds MD5 checksums for ojdbc*.jar for Oracle

75646 | release versions up to currently supported release version.

DLPX- | The issue with the JDBC connection string for an Oracle vPDB not getting updated after an IP

75878 | address change is now fixed.
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Bug Description

numb

er

DLPX- | The issue with the failure of environment discovery of an Oracle Cluster with a

75989 | NullPointerException error is now fixed.

DLPX- | Previously, the Oracle JDBC test connection with the wrong password was increasing the

76956 | LCOUNT value by more than 1. This issue is now fixed.

DLPX- | This release now speeds up metadata that is sent during replication when Extended retention is

77140 | involved.

DLPX- | Previously, when source discontinuity on the dSource was followed by resync on the livesource,

77231 | one or more livesource workers were failing to start. This prevented livesource status from
getting updated and the first snapshot from being taken after resync. This issue is now fixed.

DLPX- | This release fixes NPE when Linking dSource with missing backup and unreachable nodes.

77600

DLPX- | This release improves scalability for engines with an extremely large number of snapshots that

77880 | were causing them to run out of memory.

DLPX- | Previously, V2P export with absolute data files was failing with an internal error. This issue is

78015 | now fixed.

DLPX- | Insecure DES is no longer supported for SNMPv3.

78174

DLPX- | This release adds V2P support for Windows server 2022 host machines.

78420

DLPX- | This release improves load times for Datasets and Dataset Performance pages for engines with

78473 | alarge number of datasets and containers.

DLPX- | Previously, when switching from the backup server to ASE, dump history was not working for

78488 | dSources configured to use the remote backup server. This issue is now fixed.

DLPX- | This release fixes an issue with disabled VDBs not being able to undo a refresh.

78594
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Bug Description
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DLPX- | TLS 1.0 and TLS 1.1 ciphers are no longer available. Any system that is only configured with TLS

78688 | 1.0 or TLS 1.1 ciphers is switched to use the default cipher set.

DLPX- | Invalid sync parameters will not cause DE server unavailability.

78693

DLPX- | Switching sync strategy from source sync strategy type to sourceless strategy type is not

78696 | allowed.

DLPX- | VDBs can now be automatically started with the tunables if stopped intermittently because

79126 | Windows fail to write on the mount (Msg 9001).

DLPX- | This release eases restrictions on taking a snapshot of PDBs with encrypted UNDO tablespaces.

79292

5'9—3'32(4 Previously, Snapsync of a standby PDB in mount mode was failing with the ORA-01109:
database not open error message. This issue is now fixed.

3'9-2(2 Previously, clicking on a Replication Profile was resulting in the following error message An
error happened while communicating with the server . Thisissue is now fixed.

DLPX- | Under certain conditions, arbitrary code execution may be performed by sysadmins.

79789

DLPX- | This release fixes failures if the VDB name is more than 68 characters.

79808
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3.2.136 Release 6.0.12.1 changes

3.2.137 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | The issue with remote syslog configurations preventing engine upgrades or virtualization
79151 | service restarts is now fixed.

3.2.138 Release 6.0.12.0 changes

3.2.139 Log4j updates

Based on detailed testing and analysis, all the currently supported products are not susceptible to known
log4j vulnerabilities. Please refer to TB095 Technical Bulletin® for more information. All instances of log4; in
currently supported Delphix products are updated to log4j 2.17.1 as of this release.

Delphix keeps you updated on the latest developments and keeps releasing hotfixes, procedures, and
workarounds for such critical vulnerabilities. For more information on how Delphix supports our product and
customers in such cases, see Delphix Product Security (see page 902)

For more information, refer to the following pages:

+  TB095 log4j vulnerabilities®?

+ Uninstalling the delphix connector service from the target database servers (see page 2006)
+ Delphix product lifecycle policies®*

+ Product security (see page 902)

32https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB095_log4j_Vulnerabilities_(CVE-2021-44228%2C_CVE-2021-45046%2C_CVE-2021-45105%2C_CVE-2019-17571%2C_
CVE-2021-4104)

33https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB095_log4j_Vulnerabilities_(CVE-2021-44228%2C_CVE-2021-45046%2C_CVE-2021-45105%2C_CVE-2019-17571%2C_
CVE-2021-4104)

34 https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Support_Policies/
Product_Lifecycle_Policies_(KBA1003)
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3.2.140 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Validation for target database parameter 'DB_FILES' for single-tenant databases for the
23068 | following operations: provisioning, refresh, rewind, and converting a dSource to LiveSource is
now added. Furthermore, specific error messages for handling ORA-00059 errors are added.

DLPX- | The issue with the SnapSync of an Oracle standby dSource in Real-Time Apply mode calculating
44544 | the snapshot's timestamp incorrectly is now fixed. This issue was resulting in ORA-01194 or
ORA-01152 errors when provisioning to a timestamp after the snapshot.

DLPX- | The issue with the data files of a VDB getting unmounted when provisioning, refresh, or rollback
56691 | job is canceled manually is now fixed.

DLPX- | The issue with the latest snapshot of a LiveSource taking a long time to show the SCN/
57971 | timestamp range on its card in the GUI is now fixed.

DLPX- | Ul now allows the selection of older dataset repositories (downgrade) in addition to selecting
60320 | newer ones (upgrade).

DLPX- | The issue with the stopped Oracle VDB monitoring by the environment monitor that resulted in
67069 | connection errors flooding the debug log is now fixed.

DLPX- | The issue with the “Copy query to clipboard” SQL copy functionality in the “Managed Source
68132 | Data” is now fixed to have correct apostrophe characters.

DLPX- | The issue with the failure of detaching or deleting an Oracle dSource operation on RAC
72123 | environments (This issue was occurring due to failure of deletion of RMAN backups on RAC and
the operation needs to be retried with a force option) is now fixed.

DLPX- | The Ul showing enabled or disabled for cluster nodes now uses a grid table. The Enabled
72779 | column contains a checkmark to show whether the cluster is enabled or disabled. Users are
able to select or unselect the checkmark to enable or disable a cluster.

DLPX- | Critical storage faults should not be ignorable nor manually resolvable
73975
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Bug Description

numb

er

DLPX- | This release fixes an issue where the RESUME operation failed without any error thrown to the

74862 | user on dSources where ENFORCE was still in progress. The fix will make sure that even if
RESUME fails, it throws a DUE to the user with suggested actions to resolve the issue.

DLPX- | The issue with the failure of refreshing a VDB provisioned as an empty vfiles since there is no

75763 | parent container to refresh from is now fixed.

DLPX- | The issue with the VDB Disable operation that resulted in an error message while connectivity

76266 | with the host machine can't be established is now fixed.

DLPX- | You can now run Upgrade Verify when another upgrade is in progress.

77123

DLPX- | This release fixes the difference in time shown for MSSQL snapshot based on different

77347 | database authentication methods.

DLPX- | The issue with the failure of the End Entity Certificate expiration fault is now fixed.

77638

DLPX- | The issue with the failure of the Oracle SnapSync with an error message, "RMAN-06183: datafile

77664 | or datafile copy (file number ) larger than MAXSETSIZE" if a datafile resized in the middle of
SnapSync is now fixed.

DLPX- | The issue with the faults table missing data if there was more than one page of faults is now

77913 | fixed.

DLPX- | The issue with the unsupported Windows release error message is now fixed.

77925

DLPX- | MSSQL VDB database size will now be refreshed periodically based on

78113 | environment_monitor.dynamic_attributes_check_period tunable.

DLPX- | The issue with the MSSQL validated sync schedule not getting updated without successful

78183 | backup restoration is now fixed.

DLPX- | The issue with the failure of a few operations on self-service containers due to incorrect entries

78244 | corresponding to the Oracle log metadata on the Delphix engine is now fixed.
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Bug Description
numb
er

DLPX- | The issue with the input bug that retained cleared out DB credentials in the dSource linking
78258 | wizard is now fixed.

DLPX- | The issue with the failure of a SnapSync of an Oracle standby dSource in Real-Time Apply mode
78263 | with an error message, "exception.oracle.snl.linkedsource.current_scn.invalid" if the rate of
change in the database is low is now fixed.

DLPX- | Offline Oracle bystander PDBs data files can now be optimized leading to improved provision
78265 | performance.

DLPX- | The issue with the CLI being unable to log in to system users when the main virtualization
78309 | service is down is now fixed.

DLPX- | The issue with a large number of missing Oracle archive logs causing an error while viewing
78334 | dataset is now fixed.

DLPX- | Hosts running Windows Server 2022 can now be added as Source and Target environments to
78392 | the Delphix Engine.

DLPX- | SSLv3, TLS 1.0, and TLS 1.1 are no longer configurations options for HTTPS. Any system
78522 | configured only with these removed options will be automatically set to use TLS 1.2.

DLPX- | This release upgrades log4j from 1.2.17 to the latest 2.x in Windows Connector.
78791

DLPX- | This release upgrades log4j in virtualization to 2.17.1.
78938
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3.2.141 Release 6.0.11.0 changes
3.2.142 Security fixes
Bug Bug Description Security bulletin
numb introdu
er cedin
DLPX- | 6.0.8.0 | Arbitrary Code Execution by Delphix System TB09435
77921 Administrators may be Performed on Virtualization and
Masking Engines
3.2.143 Fixes that take effect immediately after upgrading
Bug Description
numb
er
DLPX- | The issue with the missing redo alert raised during the environment monitor check has now
53019 | been resolved.
DLPX- | Discovery and monitoring rely on "Connected" in sqlplus output, which may not be the case if
59299 | NLS_LANG is set to another language (e.g. Japanese). Downstream operations, like linking or
provisioning, may then fail due to missing user privileges.
DLPX- | The issue with copy-Only Backups failure with Virtual Service Accounts has now been resolved.
59662
DLPX- | The issue with the Hostchecker not properly checking /home/delphix permissions has now
62706 | been resolved.
DLPX- | The issue with Oracle Provisioning scripts having hard-coded timeout issues has now been
64082 | resolved.

35https://support.delphix.com/Support_Policies_and_Technical_Bulletins/Technical_Bulletins/
TB094_Arbitrary_Code_Execution_by_Delphix_System_Administrators_May_Be_Performed_on_Virtualization_and_Mas
king_Engines
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Bug Description

numb

er

DLPX- | Added retry functionality to the 'read backup files' operation during a validated sync to an

65729 | account for an unstable environment.

DLPX- | SAML response is not logged on successful SSO login.

69778

DLPX- | The issue where LiteSpeed xp_restore_headeronly stored procedure failure message are

72043 displayed when validated sync is active for dSources with LiteSpeed backup has now been
resolved.

DLPX- | A Ulissue that occurred while updating the vault when only the private key is changed has now

72220 | been resolved.

DLPX- | Admin user created from management Ul is no longer showing as 'non-admin’ type.

72225

DLPX- | The 'Verify Credentials' button from the DSP Throughput test page is now removed.

72237

DLPX- | The dependency on a parent snapshot relying on the latest snapshot is now removed if a parent

72369 | snapshot does not exist during the VDB enable operation.

DLPX- | Oracle dSource attach operation with changed DB ID using 'Force' option is now allowed.

72778

DLPX- | Updated the "no Delphix connector" message while provisioning a Windows source

74555 | environment.

DLPX- | Oracle LiveSource LogSync should only catalog valid archive log files.

74676

DLPX- | Inthe Add Environment GUI, the mouseover information for "Set Delphix Session Protocol

74851 | Options (DSP)" has been currented.

DLPX- | The race condition issue when running Oracle VDB refresh and dSource snap sync resulting in

74896

incorrect MDS entry for the parent snapshot of a VDB in the d1lpx_timeflow table has now
been resolved.
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Bug Description
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DLPX- | Added a product name and product version for the Delphix Connector executable so this
75335 | information can be available before installation.

DLPX- | For ag cluster nodes, if the refresh fails due to timezone discovery failure, don't delete the
75500 | nodes from MDS as it doesn't mean we had an issue with the nodes.

DLPX- | Database configs will be replicated only if the associated VDB is replicated.

75952

DLPX- | Theissue causing environment '‘Add' or 'Refresh’ to fail when PowerShell Transcription is
75995 | enabled has now been resolved.

DLPX- | Theissue where TCP fallback connection to database stops responding if the Oracle database
76244 | instance is down has now been resolved.

DLPX- | Databases of UNKNOWN cdb type are now included in the attachment of a non-PDB container.
76290

DLPX- | Added Delphix support for WALLET_ROOT and TDE_CONFIGURATION parameters to manage
76731 wallets in 19c instead of sqglnet.ora.

DLPX- | Added "Response" to faults along with other details when logged in the Admin App.

76759

DLPX- | Remove orphaned Oracle logs resulting from archive log fetch timeouts.

76777

DLPX- | Added execution timeout for execution of UpdateFileACL.psl .

76793

DLPX- | The issue where a user was unable to change 'from address' of SMTP server to

76974 | noreply@delphix.com3® in the GUI has now been resolved.

DLPX- | The issue where an Oracle VDB cannot be provisioned between different minor versions if the
77112 | Source is on higher RU has now been resolved.

36 mailto:noreply@delphix.com
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Bug Description
numb
er

DLPX- | Theissue where after a hotfix was removed due to a successful upgrade, the system would still
77284 | indicate the hotfix was installed post-upgrade has now been resolved.

DLPX- | The issue where provisioning a vVDB fails with java.lang.OutOfMemoryError when
77345 sqlplus is used to rename the datafiles has now been resolved.

DLPX- | Replicated password vaults will no longer be visible in the Ul.
77405

DLPX- | The issue where provisioning a vPDB from a PDB dSource fails with "ORA-65114: space usage
77676 | in container is too high" if PDB max_size/max_pdb_storage is configured has now been
resolved.

DLPX- | The issue where a refresh/disable/destroy of a VDB using NFSv3 could cause loss of access to
77708 | other VDBs that were using NFSv3 has now been resolved.

DLPX- | Theissue where V2P operations from a VDB snapshot would result in the deletion of any
77844 | production datafiles that exist on specified V2P target directory has now been resolved.

DLPX- | Removed 'Factory Reset' for Delphix Engines that are Data Vaults, as the operation is disabled
77904 | for those engines.

DLPX- | Theissue that can cause a VDB stop, refresh, or rollback to fail with an internal error has been
77912 | resolved.

ORB-2 | Removed the requirement that SAML SSO email addresses must match case-sensitively for
465 SSO logins.

3.2.144 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Increased nvme I/0 timeout to prevent storage issues in EC2 (Activated after optional Reboot).
77577
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3.2.145 Release 6.0.10.1 changes

3.2.146 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Loading the setup app dashboard (as sysadmin) was rendering a server error popup with
77467 | instruction to contact Delphix Support. This 6.0.10.0 error has been known to impair the ability
to configure web proxy, PhoneHome, SMTP servers, and other connectivity settings via the GUI.
It has now been resolved.

3.2.147 Release 6.0.10.0 changes

3.2.148 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | The issue with provisioning to the latest available time that resulted in generating
18438 | the exception.oracle.ta rget.point.not_provisionable exception has now been
resolved.

DLPX- | Previously, static routes were being added using the add command. Now, the same can be
35480 | added using the create command.

DLPX- | The issue with the failure of management service to start after configuring some abbreviated
57516 | timezones from a picklist in server setup or sysadmin CLI has now been resolved.

DLPX- | Previously, the Oracle SnapSync operation was resulting in a warning for BCT usage on editions
58133 | that do not provide it. This issue has now been resolved.

DLPX- | The issue with the deletion of the last snapshot on timeflow by Retention during a failed Oracle
58675 | DB_SYNC operation has now been resolved.
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Bug Description
numb
er

DLPX- | The issue with memory being exhausted while reading too many snapshots from MDS has now
63003 | been resolved.

DLPX- | If the staging source has the "Use as Staging" flag set as off, the user was seeing a specific
63347 | exception while trying to enable a linked dSource to point in the direction of what needs to be
done. Any compatibility failure will now have a specific exception.

DLPX- | Previously, querying the following operation "backupset table" and "whether a database is part of
63601 | AG or not" was resulting in deadlocks and lock timeouts errors. We have now added retries to
resolve the issue.

DLPX- | The issue with throwing fault.oracle.linkedsource.incomplete.tempfile for
64369 physical standby has now been resolved.

DLPX- | The issue with misleading status in the progress bar while taking a copy-only backup has now
65949 | been resolved.

DLPX- | Previously, the Oracle dSource SnapSync operation was not displaying a clear failure message if
69831 | 3 dSource db_unique_name is changed. This issue has now been resolved.

DLPX- | The issue with the restarting of the NFS-server by the reaper thread while deleting a vPDB from a
70317 | linked CDB with Talaria turned on has now been resolved.

DLPX- | The issue with Ul displaying only the suffix of the device name used by Hyper-V has now been
71018 | resolved. Ul now displays a unique device name for storage in Hyper-V.

DLPX- | The issue with the allowance of incremental SnapSync after
71292 | LogSync throws fault.oracle.linkedsource.log.conflict has now been resolved.

DLPX- | The NFSv4 is now set as the default option when mounting datasets from OS platforms that
71639 | supportit.

DLPX- | The need to set permissions of $ORACLE_HOME/dbs subdirectories using STARTUP SPFILE
71769 syntax is now removed.

DLPX- | The issue with the CLI network setup not configuring the first network interface when multiple
72011 | interfaces exist has now been resolved.
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Bug Description
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DLPX- | The issue with CDB log file retention working incorrectly if a PDB has multiple time flows

72186 | pointing to the same CDB timeflow has now been resolved.

DLPX- | The format of zpool_iostat_60.log has been enhanced in this release. A timestamp is

72432 recorded for each sample in the log, making it easier to determine the time for each sample.

DLPX- | The issue with disabling the Oracle LogSync after running the validated sync job has now been

72956 | resolved.

DLPX- | The timezone monitoring is now added for the Windows hosts.

73575

DLPX- | You can now refresh a VDB whose parent dataset is in a different group without needing

73590 | authorization on the parent or its group.

DLPX- | The issue with the failure of olsnodes when run as a non-Oracle user has now been resolved.

73800

DLPX- | The issue with throwing a new DUE and NotFoundException when ojdbc libs cannot be read has

74504 | now been resolved.

DLPX- | Ul now displays a detailed error message for transaction log-chain break fault.

74945

DLPX- | The issue with the failure of SnapSync operation when Database incarnation reset-logs end time

74992 | is changed from "2021-03-13 22:03:07.0" to "2021-03-13 21:03:07.0" for virtual pluggable
database “ " has="" now=""been="">">

DLPX- | The issue with the recording of the insufficient details by Logsync when dbid change was

75389 | detected has now been resolved.

DLPX- | The issue with the failure of the Oracle vPDB provisioning with the "ORA-00959: tablespace

75517 | 'TEMP' does not exist" error has now been resolved.

DLPX- | The issue with the failure of an Environment discovery with the "DelphixFatalException:

75721 | Unknown Oracle Database status: REFRESHING" error has now been resolved.
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Bug Description
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er

DLPX- | The issue with saving unnecessary logs by Retention if bookmark falls exactly on a snapshot

75737 | end SCN or snapshot end timestamp has now been resolved.

DLPX- | Previously, failure to start I/0 services after the upgrade operation was resulting in a stack

75897 | restart loop. This issue has now been resolved.

DLPX- | The internal error being signaled during VDB SnapSync by removeUnneededZFSFiles when a

75951 data file is physically removed during processing by an external cause has now been resolved.

DLPX- | The NFS latency for workloads involving a lot of parallel I/0 (e.g. Oracle VDBs with concurrent

76288 | accesses to many data files) is now improved.

DLPX- | Previously, entering key pairs directly into hook environment variables, as opposed to via a vault

76388 | or as passwords were resulting in an internal error. This issue has now been resolved.

DLPX- | The issue with NFS-based VDBs becoming unresponsive has now been resolved.

76406

DLPX- | The issue with the V2P Functionality to customize target directory structure for exporting

76447 | database files to separate file systems not working as documented has now been resolved.

DLPX- | The issue with the unnecessary accumulation of heap when validated sync is active for

76613 | dSources using an environment user that eventually can cause out of memory issues has now
been resolved.

DLPX- | The issue with the removal of extraneous Oracle data files while creating snapshots has now

76690 | been resolved. The extraneous Oracle data files are now removed during the provisioning
operation.

DLPX- | For V2P operation, we now use the unbuffered copy method for better performance.

76692

DLPX- | The issue with the creation of the extraneous Self-Service branch segments during the

76718 | replication operation has now been resolved.

DLPX- | Environment clusters will now show faults from their child nodes.

76760

Release notes — 237



Continuous Data — Continuous Data Home

Bug Description
numb
er

DLPX- | Previously, the engines that are in the DEFERRED upgrade state were resulting in the "Large
76802 | Receive Offload" option turned off which was leading to performance degradation in network
transfers. This issue has now been resolved. Upgrading the engines that are in the DEFERRED
state will also resolve the issue.

Screen reader support is now enabled.

DLPX- | CRON expression labels now ask for Quartz format on the user interface.
76891

3.2.149 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | The NFS reliance on DNS to prevent VDB unresponsiveness related to DNS unreliability is now
76619 | reduced.

DLPX- | The NFS latency for engines with many Oracle dNFS clients is now improved.
76203

DLPX- | The issue with the Delphix Engine crashing or becoming unresponsive when canceling a
76119 | replication job has now been resolved.

DLPX- | Optimized in-memory cache eviction by making minor improvements to I/0 performance.
76991
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3.2.150 Release 6.0.9.0 changes

3.2.151 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | MS SQL instances PatchLevel will be displayed in preference to the version on the Ul.
28435

DLPX- | Improved the error message that is displayed when a JDBC connection cannot be established or
40005 | the Oracle database Instance is unavailable.

DLPX- | Oracle Home Check may generate spurious faults if Oracle Home entry does not exist in /etc/
48080 | oratab.

DLPX- | Attempting to provision a plugin-based VDB onto an incompatible OS (Windows to Linux or vice
55951 | versa) is possible in the Ul, and would fail with a crash requiring a restart. Now an informative
error message is shown after the attempt is made.

DLPX- | Fixed creation of retention policies workers on replica objects after failover.
59613

DLPX- | Environment refresh should ignore cluster discovery for Oracle VDBs.
64307

DLPX- | Fixed the side-effects of the native Windows "Recent Files" behavior, when large numbers of
66191 | PowerShell operations are being run concurrently.

DLPX- | Domain administrators can now create, view, and edit the alert profiles of other domain users.
67537

DLPX- | Poor error message when selecting Timeflow range.
69605

DLPX- | On detaching a dSource, delete backup server entry from MDS and related ones if the backup
70502 | server is unused.
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Bug Description
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er

DLPX- | In case we have null values coming for recovery_model from msdb.dbo.backupset table, the

71002 | user will see a generic exception for manual sync and a fault for validated sync.

DLPX- | Users will now see a warning when they remove any object from the replication specification list.

71908

DLPX- | Prevents the same IP address from being configured on more than one network interface.

72012

DLPX- | Environment names for Windows and Oracle Clusters are once again editable by users.

72411

DLPX- | When we do MSSQL standalone environment discovery, the user will see a warning for

72609 | databases attached to AG that are present and will not be discovered unless cluster
environment discovery is selected.

DLPX- | Improved Oracle SnapSync performance by eliminating unnecessary calls to

72695 | getTotalHoleBlocks.

DLPX- | Duplicate listener entry gets generated in MDS if Oracle listener is manually started with a non-

73409 | uppercase name.

DLPX- | Fixed a display error of some snapshot nhames in the command line interface which showed

73586 | references instead of actual names.

DLPX- | Provisioning an Oracle vPDB fails with "ORA-65149: PDB name conflicts with existing service

73720 | name in the CDB or the PDB" if the PDB and CDB names are the same.

DLPX- | Environment names for Windows and Oracle Clusters are once again editable by users.

74050

DLPX- | The Target Directory path is combined with other directories such as Data Directory, Archive

74078 | Directory, Temp Directory, etc to build the full path for data files, archive logs, temp files, etc. As
long as the combined paths are valid the V2P job proceeds.

DLPX- | Fixes a misleading warning about insufficient space on a replication target.

74197
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Bug Description
numb
er

DLPX- | Snapshots created as a result of refresh or rewind operations will now be labeled as just
74201 | "Snapshot" to avoid confusion. Users are advised to look at the Timeflow markers to know when
the Timeflow operation was performed.

DLPX- | Delphix Engine repeatedly reports "Failed to parse logfile".
74367

DLPX- | Improved diagnostics information for the case when Delphix Engine fails to connect to the
74377 | Windows host.

DLPX- | fix an issue that causes the management service to crash under heavy CPU load.
74387

DLPX- | Added handling of dangling nodes during Windows cluster environment add and refresh
74398 | operations.

DLPX- | Delphix OS users cannot provision 12.2 TDE vPDB due to directory permissions in the default
74486 | wallet location.

DLPX- | Enabled more logging in Delphix connector logs for timeouts.
74495

DLPX- | During RAC vPDB provision, Oracle 19.9 target CDB crashes with ORA-00600 [krccfl_chunk]
74681 | when BCT is enabled.

DLPX- | Improved error message displayed when the storage device initialization fails unexpectedly.
74806

DLPX- | Provisioning the 2nd generation VDB fails if the dSource has imported read-only transportable
74860 | tablespaces fails.

DLPX- | Allow adding invalid or unreachable paths as a shared backup location for dSources.
74975

DLPX- | Invalid JDBC connections are not purged from the connection pool when the home is changed.
75026
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Bug Description
numb
er

DLPX- | Improved performance for the Environment Databases pages when there are a lot of databases.
75134

DLPX- | Update exception description is seen when the SnapSync fails for ASE encrypted database.
75363

DLPX- | local listener set to null if oracle.Isnr.protocol_registration_order is quoted.
75401

DLPX- | Fix a bug that can cause Oracle RAC VDBs to fail with stale NFSv3 mounts if NFSv4 is also
75506 | enabled.

DLPX- | Insufficient heap memory settings on AlX cause connector and SnapSync to hang or crash.
75532

DLPX- | FIPS compliant algorithms will be used while merging the old and new toolkit directories during
75663 | environment refresh.

DLPX- | Delphix may remove Oracle VDB temp tablespaces during Snapsync.
75716

DLPX- | Fixed creation of retention policies workers on replica objects after failover.
75735

DLPX- | Rearranged Syslog configuration dialog inputs to avoid confusion and have a more consistent
75834 | user experience.

DLPX- | BEQ processes can hold on to file descriptors leading to hook scripts hanging after upgrading to
75858 | 6.0.7.0.

DLPX- | Remove hardcoded 5-minute timeout for doDropPDBKeepDatafiles.sh.
76018

DLPX- | TDE SnapSync should ignore WARNING plugin violations.
76140
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3.2.152 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fix a bug that was causing the Delphix Engine storage pool to fail to import on boot under
7198 certain circumstances.

3.2.153 Release 6.0.8.1 changes

3.2.154 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Some Delphix operations may fail if mount and umount commands, on staging or target hosts,
7580 | are setup to run as sudo and if sudo rules prohibit these commands from running with

4 unrecognized options. The issue is fixed now after removing "-v" added in 6.0.8.0.

3.2.155 Release 6.0.8.0 changes

3.2.156 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Skip parsing of DBCC when code 0 is not present in the DBCC page output. In case the DBCC
4969 page has code 0 but not dbid, use bdbid (present in the buffer section).
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Bug Description
numb
er

DLPX- | VDB SnapShot does not progress if ASE database devices are not on Delphix storage,
6876 environment monitoring raises a fault. Subsequent VDB operations like enable, disable, start,
4 stop, delete, snapshot, or refresh will fail.

5'0-;;( Delphix Engine should not allow linking Oracle DB with null db_unique_name .

DLPX- | For newer ASE versions (>= 15.7 SP138 and 16.0 SP02 PL0O5 and ASE 16.0 SP03), do not run
7130 DBCC PAGE anymore, as it was an identifier for DBCC CHECKALLOC that is already not run.

DLPX- | Error message asking user to manually perform disable/enable operation or correctly rename
7147 | the target database back will be displayed during Start VDB, if VDB does not exist.

DLPX- | Provide a mechanism to enable VDBs up to filesystem mount point.
7168

DLPX- | Fixed a bug that results in a memory reservation not being represented correctly in the Delphix
7187 API.

DLPX- | Deletion of vPDB in a vCDB shows this warning, "Encountered an error while shutting down and
7204 | cleaning up Oracle files."

DLPX- | Downloading a support bundle is not supported at the same time that an upload of an upgrade
7220 | image has been initiated by the same Delphix user.

DLPX- | Fixed an issue where some error dialogs would freeze in Internet Explorer 11.
7231

DLPX- | Connection timeout when deleting remote shipper script can cause a timeout in LogSync client.
7270
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Bug Description
numb
er

DLPX- | ASE sync using Dump History fails for large dump history files.
7275

DLPX- | Timezone is set incorrectly for snapshots of Solaris 10 dSources and VDBs.
7278

DLPX- | Storage capacity now includes usage from all file system objects, not just snapshots.
7290

DLPX- | Fixed an issue where the support bundle dialog showed a loading spinner intermittently while
7314 | jobs were running.

DLPX- | Traverse all shared backup locations while syncing, even if some of the paths are invalid or not
7335 | reachable.

DLPX- | Fixed bug where adding or editing a parameter using the Ul VDB Config Template "Text" tab was
7348 | truncating the parameter's value.

DLPX- | Incorrect mount options used when a single instance RAC is linked as a standalone single
7360 instance.

DLPX- | Added paging for days with large numbers of snapshots to prevent slowdown.
7360

DLPX- | Fixed an out-of-memory condition that occurs in SSH tunneling for encrypted log-syncs when
7362 | storage latencies are high.

DLPX- | The help text on upgrade replication warnings have been updated to avoid confusion between
7362 | Ignored and Resolved.
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Bug
numb
er

Description

DLPX-
7366

Fixed Missing security headers.

DLPX-
7366

Cross-site request forgery (CSRF) issue in management Ul.

DLPX-
7372

Fixed an issue where the faults table was unable to navigate to other pages.

DLPX-
7379

Fixed VDB refresh failures due to SQL Server Error 924 after setting VDB to single user mode.

DLPX-
7402

Implemented logic to retry offline database along with a drop database to overcome deadlocks
while off-lining or dropping the database.

DLPX-
7402

VMware Hot-Add memory is not immediately reflected in the system API.

DLPX-
7405

Fixed a typo in "Download Support Bundle" Ul component where the word "suport” was missing a

p.

DLPX-
7425

Ownership of files inside VDB now matches new owner when VDB owner is changed.

DLPX-
7429

Fixed an issue where the user could not upload a keystore with a blank keystore passcode.

DLPX-
7436

Fixes an issue with namespace deletion when the replication receive jobs have been cleaned up.
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Bug Description
numb
er

DLPX- | VDB Enable with attemptStart=false will now mount the datasets so that VDB can be started.
7444

DLPX- | Cluster discovery for Oracle RAC clusters are partially failing on Solaris 10.
7445

DLPX- | Fixed a bug so that an upgrade completes even when jobs fail.
7452

DLPX- | Fixed a bug so that upgrade completion is properly handled after kernel upgrades.
7454

DLPX- | Delphix Engine uses the uptime command to keep track of a target host reboot and auto start
7464 | VDBs on the host. In some cases, the output of this command is not what is expected and
5 causes unintended restart of a stopped VDB. This issue is now fixed.

DLPX- | Oracle errors during doCreateSPFile.sh are not captured.
7465

DLPX- | Fixed a bug where the Dataset scroll does not extend to the bottom of a dataset list, thus
7470 | truncating the status of the last dataset in the expanded group.

DLPX- | Prevent support bundle collection from cancelling replication.
7488

DLPX- | Talaria TCP fallback fault may be misconstrued if an Oracle RAC node is down.
7491

DLPX- | Prevent granting replicated roles to users.
7499
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Bug Description
numb
er

DLPX- | Post upgrade cleanup task may become unresponsive while attempting a migration from 5.3.x
7508 | to 6.0.x due to several threads stuck in WAITING state.

DLPX- | Provisioning an Oracle VDB fails if change-archivelog-mode.sh takes longer than 5 minutes.
7509

DLPX- | Improved performance of the Environment Databases page under certain conditions.
7513

DLPX- | Fixed "out of memory" issue when processing a large number of objects on the Target engine.
7518

DLPX- | Addressed a performance issue on the Target engine when receiving large number of replicated
7520 | objects.

DLPX- | Snapshot names are incorrectly redacted in the MDS dlpx_action table in support bundles.
7520

DLPX- | Fixed a replication issue when there are sources with TLS enabled.
7541

3.2.157 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Fixed a bug that can cause a Windows iSCSI initiator to fail connect to the Delphix Engine.
72065
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Bug Description
numb
er
DLPX- | Console Delphix status screen shows a Python stack trace if the system is configured with a
72681 | static IP address.
DLPX- | Console Delphix status screen shows a Python stack trace if the system has no default route.
73423
DLPX- | Fixed an issue that causes management service failures in low memory situations.
74216
DLPX- | Fixed a bug that can cause a replication job to fail with an internal error.
74622
DLPX- | Fixed a bug that can cause NFSv3 clients to lose locks during upgrade verification.
75089
DLPX- | Fixed a bug that can lead to Oracle data corruption when running VDBs on Oracle 19¢ with
75524 | dNFS.
3.2.158 Release 6.0.7.0 changes
3.2.159 Fixes that take effect immediately after upgrading
Bug Description
numb
er
DLPX- | LogSync failed with "Cannot read archived log due to failure of log shipping script".
39006
DLPX- | Fixed a bug that caused the management service to become inaccessible if the storage pool ran
39245 | out of space.
DLPX- | Provisioning a VDB or vPDB failed with unclear error message 'A database with the name "xxx"
59155 | already exists'.
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Bug Description

numb

er

DLPX- | Fixed Out of Memory issue when replicating a large number of objects.

60317

DLPX- | Replica VDBs will be updated when performing a point-in-time restore.

60947

DLPX- | vPDB provision did not raise an error when a non-provisionable target point-in-time was
62805 | provided.

DLPX- | Fixed Out of Memory issue when receiving large number of replicated objects.

62969

DLPX- | Skipped connecting to ASE dSources during SnapSync policy runs as it is not applicable for
64600 | them, hence prevent recurrent faults that the policy throws for connectivity issues.

DLPX- | Maximum identify provider authentication time age can be customized for single sign-on.
67363

DLPX- | Fix to make Snapsync throw exception if manifest file is missing or of 0 bytes instead of internal
67607 | error with null pointer exception.

DLPX- | Fixed a bug that caused the upgrade to hang, while waiting for running jobs to finish.
67767

DLPX- | Allow the entity id for SAML single sign-on to be a URL for compatibility with Azure AD.
70821

DLPX- | doRenameDatafiles cleanup of extra files fails due to file permissions mismatch.

71783

DLPX- | Fixed an issue that prevents changing the default gateway using the network setup CLI.
72010

DLPX- | Maximum SAML response time skew can be customized for single sign-on.

72075

DLPX- | Oracle privilege discovery not performed for all homes if an invalid home exists.

72191
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Bug Description
numb
er

DLPX- | When a user tries to change credentials for a dSource, validating the credentials before updating
72351 | them. In case of invalid credentials, showing user an error message about it.

DLPX- | Initial ORA-65294 error not reported to user when vPDB provision fails due to compatible
72545 | parameter mismatch.

DLPX- | Fix and issue that prevents use of the NFSv4 on some versions of SUSE Linux targets.
72652

DLPX- | Patching Oracle 19C vCDB leads to ORA-25153 as described in 2285159.1.
72698

DLPX- | Fixed issue with SQL Server 2014 dSources with filestreams where sync failed in merging
72807 | filestream directories due to long path names.

DLPX- | Datasets hooks script editor properly displays multiline scripts instead of as one long line on
72882 | non-Chrome browsers.

DLPX- | Empty string in SNMPv3 USM username creation no longer throws fatal error.
72916

DLPX- | Non-sys user credentials for Oracle sources cannot use password vault.
73048

DLPX- | Fix a bug that prevents the API from displaying the correct number of CPUs or amount of
73108 | memory assigned to a Delphix Engine after a hot-add operation.

DLPX- | Fix an issue that prevents the configuration of additional NICs on Azure Delphix Engines.
73201

DLPX- | Fix a bug that can cause a VDB to fail to mount while other VDBs are being stopped.
73202

DLPX- | Fix a bug that prevents the sysadmin from deleting a default route.
73424

DLPX- | SnapSync job fails with 'internal error during execution' due to ONS/FanManager errors.
73527
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Bug Description

numb

er

DLPX- | Fixed a bug that prevented accessing SDD specs from CLI.

73528

DLPX- | Kerberos ticket expiration date parsing is incorrect after migration from Illumos to Linux.

73611

DLPX- | Provisioning an Oracle TDE-enabled vPDB fails with the error "ORA-28367: wallet does not exist"
73742 | if the TDE wallet for the target linked CDB is stored on ASM storage.

DLPX- | Fix a file descriptor leak that causes the management service to crash over time.

73765

DLPX- | Auxiliary CDB instance uses dSource keystore location if WALLET_ROOT is configured in

73789 | dSource.

DLPX- | CDB database password may be leaked as part of environment monitor checks that launch
74030 | sqglplus command on the source or target host.

DLPX- | Delphix OS user cannot provision TDE-enabled vPDB due to directory permissions in the default
74043 | wallet location.

DLPX- | Delphix OS user cannot provision TDE-enabled vPDB in Delphix-writable keystore location due to
74044 | directory permissions.

DLPX- | Drop database fails if default database is set to any other than master.

74119

DLPX- | Sync fails with db.aseldb.source.dump_history.incomplete_stripes after dump history file is
74164 | purged and Use dump history is enabled for the dSource.

DLPX- | During failover of a namespace, if there is a collision between an environment in the namespace
74233 | with one on the target engine, the namespace environment will get renamed if its host does not

match that of the environment on the target.

Release notes — 252



Continuous Data — Continuous Data Home

3.2.160 Fixes that take effect after upgrading and rebooting (optional)

Bug
numb
er

Description

DLPX-
73390

Improve replication receive throughput.

DLPX-
73393

Improve write performance under extreme disk fragmentation.

DLPX-
73280

Improve write performance under extreme disk fragmentation.

3.2.161 Release 6.0.6.1 changes

3.2.162 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Fixed an issue that can cause the management service to fail to start after upgrade on systems
73848 | that have had SNMP enabled.

DLPX- | Fixed a file descriptor leak triggered by faults and alerts that can cause the management service
73859 | to fail.
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3.2.163 Release 6.0.6.0 changes

3.2.164 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | VDB recovery failed when files other than archive logs were detected by Oracle.

47065

DLPX- | Fixed the bug where VDB directory under the DelphixConnector directory was not being removed
47493 | from the target host on MSSQL VDB deletion.

DLPX- | Added sorting parameter to network test APIs.

48046

DLPX- | Replication may send more data than expected if masking involves dropping large DBF files.
61405

DLPX- | The height of the storage configuration list was limited to show 3 disks at a time. It will now
61525 | dynamically grow with the number of disks.

DLPX- | Increased connector timeout from 10 minutes to 30 minutes to avoid unnecessary faults due to
63603 | timeout during Validated Sync operation.

DLPX- | Delphix Engine hostname change is now immediately reflected in Splunk events.

67368

DLPX- | Fixed an issue that caused the management service to remain offline following an out-of-space
67593 | condition.

DLPX- | Introduced better handling of UniversalConnectionPoolException errors during SnapSync.
68531

DLPX- | Oracle environment discovery failed due to an unhandled exception occurring at insert into
69759 | dlpx_faults.

DLPX- | Fixed a bug that caused network configuration problems when removing and adding additional
69852 | NICs.
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Bug Description
numb
er

DLPX- | Redaction of usernames took forever on tables with millions of entries.
70426

DLPX- | move-to-asm.sh fails if timing is set in glogin.sql.
70583

DLPX- | Removed Failed Actions section of Actions sidebar, in favor of manually dismissing from
70638 | Running Actions and falling to Finished Actions section.

DLPX- | Removal of all instances in a RAC VDB should not be allowed.
70653

DLPX- | Fixed issue related to the creation of empty DisableBroker.sql on the Windows machine in case
70808 | DisableBroker.sql execution fails in the first attempt.

DLPX- | Added more detailed error message for when the Delphix Engine fails to push a script to
70896 | Windows host.

DLPX- | Fixed an issue that causes job progress to not update in Self-Service.
70919

DLPX- | Fixed a bug that results in a Delphix Engine remaining powered on following a shutdown from
70928 | the userinterface.

DLPX- | For AG databases, a full backup is not required even recovery fork guid changed but the LSN
71093 | chain didn't break because of transactional log backups.

DLPX- | Unable to ignore snl.bct.needed warnings if Block Change Tracking is legitimately disabled on
71097 | an Oracle dSource.

DLPX- | Recovery of PDB should fail if the database is down after offlining datafiles.
71153

DLPX- | While deleting initiator in Windows environment deletion operation, delete all the views as well
71370 | for that initiator.

DLPX- | VDB is auto disabled if the hook fails.
71685
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Bug Description
numb
er

DLPX- | Reduced the size of support bundles.
71865

DLPX- | When a PDB is selected for replication, its CDB and all other PDBs in the parent CDB get
71961 | automatically selected for replication.

Going forward, in the above scenario, while the CDB will get selected, its other PDBs will no
longer get selected.

DLPX- | Fixed VDB refresh operations failures due to 'DB STARTUP' background process spid greater
72031 | than 50.

DLPX- | Migrate VDB verifies against the old configuration, rather than new.
72066

DLPX- | Fix an issue that causes a fully-qualified hostname to be changed on upgrade from 5.3 to 6.0.
72083

DLPX- | Added namespace support for HashiCorp password vaults.
72131

DLPX- | doCreateTempfiles.sh.template exits with code 0 on failure.
72265

DLPX- | Incomplete recovery not detected during provisioning.
72340

DLPX- | Unlock Solaris x86 Solaris -> Linux x86 provisioning.
72386

DLPX- | For clusters with long hostnames, vPDB sync fails with
72452 | exception.oracle.accessor.instances.missing.

DLPX- | Fixed a bug that prevents the application from coming up after an upgrade
72495

DLPX- | Delphix no longer logs environment variables in logs on connected hosts since this could leak
72686 | sensitive information such as passwords that are sometimes stored as environment variables
on database hosts such as for the ASE database.
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Bug Description
numb
er

DLPX- | Fixed a Snapsync performance issue.
72730

DLPX- | SnapSync job fails with 'internal error during execution' due to ORA-01652.
72790

DLPX- | The scenario which was causing the null pointer has been fixed now.
72862

DLPX- | Validation of connection to a container for PDBs should allow connecting to CDBSROOT.
73300

DLPX- | Added platform detection for ESX 7.0u1.
73311

DLPX- | Replication of policies between two engines, in a loop, could lead to OOM exceptions.
73449

3.2.165 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Addressed a minor CVSS 5.9 security issue with no known attack vectors.
72990

DLPX- | Fix for CVE-2020-10753.
73067

DLPX- | Fix for CVE-2020-12059.
73069

DLPX- | Fix for CVE-2020-1760.
73070
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3.2.166 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- | Fixed a bug that causes support bundle collection to fail with an internal error.
71924
DLPX- | Fixed a system crash that can happen when replicating a masked VDB using SDD.
72918
DLPX- | Fixed a bug that can cause a replication source to crash if it had run replication while running on
73147 | 5.0.
3.2.167 Release 6.0.5.0 changes
3.2.168 Fixes that take effect immediately after upgrading
Bug Description
numb
er
DLPX- The unistallation of the Delphix Connector installer should succeed even if one of the
23360 | component connector services doesn't exist.
DLPX- | Reduced the time taken to generate support bundles in some cases.
69155
DLPX- | Recreating a controlfile against an Oracle source may yield misleading error during snapshot.
67316
DLPX- | JDBC driver updated to resolve intermittent JDBC connection failures due to JDBC SSL bug.
70766
DLPX- | Options passed to VDB mounts on target AlX hosts did not include read and write size values.
70785 | This fix adds the rsize and wsize parameters to mount command depending on the maximum
values host is configured to support.
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Bug Description
numb
er

DLPX- | Enabling Validated Sync while SAP ASE SnapSync job is running leaves staging database
70741 | unrecoverable.

DLPX- | Fixed a bug that causes a network interface to become unconfigured if its MAC address
69865 | changes.

DLPX- | If LogSync is suspended when performing SnapSync of a standby database in real-time apply,
71233 | SnapSync attempts to backup the archived logs which can cause SnapSync to become
unresponsive.

DLPX- | UEM/Hostchecker directory ownership checks fail on HPUX environment with long usernames.
69800

DLPX- | Provided mechanism for the user to bypass corrupted/incomplete jdbc libraries.
69807

DLPX- | Bundle ID "fault.environment.configuration.file.owner" reports insufficient host address.
66585

DLPX- | createDelphixDBUser.sh fails when "@" used in the password.
65739

DLPX- | SAP ASE database provisioning fails if the source database has holes in log fragments.
70973

DLPX- | Improved error handling for Oracle memory configuration errors.
71532

DLPX- | Allowed assigning privileges over replicated objects through the Ul.
62987

DLPX- | TIMEFLOW_REPAIR incorrectly skips a log because of "wrong database".
71593

DLPX- | Added NFSv4 support on AlX for Oracle and SAP ASE.
71751
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Bug Description
numb
er

DLPX- | Dynamically disable RPC services if NFSv3 is no longer in use.
71736

DLPX- | Network DSP Test between versions 5.3 and (6.0.3, 6.0.4) is fixed.
71772

DLPX- | Replicate non-data objects like delphix engine users, authorizations, roles, permissions, policies
71513 | and DB config templates.

DLPX- | Unable to load dummy recovery database dump due to SAP ASE error 15728.
71305

DLPX- | Enabling SAP ASE dump history causes lllegalStateException in
71172 | getDumpListFromLastRestoreDateAndFiles due to timestamp mismatch because of TZ.

DLPX- | SAP ASE internal error raised when dump history file is purged using sp_dump_history.
71178

DLPX- | Fixed arace condition between a DB_DELETE job and the Oracle retention policy worker for the
65101 | same container that can lead to a deadlock between the job and the worker.

DLPX- | Fixed an issue that causes the Delphix Engine UUID to change upon rebooting in IBM Cloud.
71918

DLPX- | Fixed an issue where upgrading an Oracle dSource or changing the environment user in a linked
71141 | Oracle dSource fails with the error "SOURCE_UPGRADE job for xxx failed due to an internal error
during execution."

DLPX- | Updated Ul time zone library to IANA 2020a.
71611

DLPX- | Fixed a memory leak during incremental replication.
70349

DLPX- | Fixed an issue that prevents 5.3.x - 6.0.x upgrade if a static route exists that goes over a DHCP
72038 | interface.
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Bug Description
numb
er
DLPX- | Fixed a bug of always order hooks alphabetically rather than the running order set by users.
72148
DLPX- | Allowed Enable/Disable of VDB if its current Timeflow has at least one snapshot.
71971
DLPX- | Changed the Time Point field on a VDB back to reflecting the point on the parent the VDB was
72115 | created from, but displayed in the timezone of the parent.
DLPX- | 6.0.4.0 can no longer interact with 5.3.x remote Masking Engines.
71995
3.2.169 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- | Fixed a bug that causes the system to become unresponsive after expanding multiple storage
70675 | devices.
3.2.170 Release 6.0.4.2 changes
3.2.171 Fixes that take effect immediately after upgrading
Bug Description
number
DLPX-7 | Fixed an issue that can render a Delphix Engine unbootable if a reboot occurs after upgrade
2155 verification but before the upgrade is applied.
DLPX-7 | Fixed an issue where upgrading an Oracle dSource or changing the environment user in a
1141 linked Oracle dSource fails with the error "SOURCE_UPGRADE job for xxx failed due to an
internal error during execution."
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3.2.172 Release 6.0.4.1 changes

3.2.173 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-7 | Fix a bug that causes feature flags to be disabled when upgrading to 6.0.4.0.
1930

3.2.174 Release 6.0.4.0 changes

3.2.175 Fixes that take effect immediately after upgrading

Bug Description
numbe

DLPX-6 | Resolved an issue where temporary database backup/device files created for cleaning up the
8173 target database were not being deleted.

DLPX-6 | The management stack runs out of memory as the environment monitor does not purge stale
8773 objects.

DLPX-6 | Allow linking an Oracle PDB with a lowercase name.
9573

DLPX-6 | Allow provisioning an Oracle PDB with a lowercase name.
9634

DLPX-6 | After detaching a PDB, perform unplug/plug, and attach again, if disabled is performed before
9962 SnapSync, the PDB can no longer be enabled.

DLPX-6 | Prevent Self-Service Container branches getting into an unusable state by blocking deleting the
6045 last segment of branches.
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Bug Description

numbe

r

DLPX-7 | Snapsync performs an unnecessary checkpoint.

037

DLPX-6 | Users will see the detailed error message upon connection failure to Delphix connector during

8277 0S user validation and there will also be a "More" button with an error message which will open
an error popup with all error details.

DLPX-7 | Onthe "Add Environment" screen when OS user validation will get fail, they will see the "More"

0288 button along with the error message. When the user clicks the button, an error popup opens
with all details of the error and suggested action.

DLPX-7 | NFSv4 support for appdata sources running on AlX.

0832

DLPX-6 | Fixed GUI reporting conflict information when creating a Retention Policy.

8495

DLPX-7 | Added Environment User field for MSSQL sources in Datasets -> Configuration -> Source tab ->

0788 Staging Environment section.

DLPX-5 | Fixed bug where the sort sequence was incorrect. Fixed in Hook Operation Templates.

8047

DLPX-6 | Provision against VPDB after create/drop a new tablespace failed with

7931 exception.oracle.targetscripts.rename.datafiles.

DLPX-5 | Comps.xml associated with Oracle Homes are marked as unparseable if they are longer than

9910 65535 characters.

DLPX-5 | CLI provisioning fails when the mount point provided includes quotes around the path.

5476

DLPX-7 | Changed type to text and spaced "Secret Key" and "Username Key".

1168

353'32 Support using api.delphix.com as a proxy for verifying the Cloud Agent binary's code

signature certificate.
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Bug Description
numbe
r
DLPX-7 | Allow provisioning across patch versions for Oracle versions on or after 18.X.
1006
DLPX-7 | Migrate NTP configuration when upgrading between 5.3 and 6.0.
1334
ORB-32 | Communication with Central management servers is now routed through the web proxy when
86 one is configured for the Engine.
ORB-31 | Summary: Increase an action's failure message size to 256 characters so users can view large
17 failure messages.
3.2.176 Release 6.0.3.1 changes
3.2.177 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numbe
r
DLPX-7 | Fixed an issue that can cause the Virtualization Management service to become inaccessible
1339 when the system memory became highly fragmented.
3.2.178 Release 6.0.3.0 changes
3.2.179 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- | Improved performance of dataset deletion.
68995

Release notes — 264



Continuous Data — Continuous Data Home

Bug Description
numb
er

DLPX- Improved single connection replication throughput.
68997

DLPX-
68999

DLPX- | Addressed an issue that causes long periods of /0 unresponsiveness.
70697

DLPX-
70703

DLPX- Fixed a bug that can cause a Windows iSCSI initiator to fail to connect to the Delphix Engine.
69953

DLPX- Fix a hang in the I/0 subsystem that can cause the Delphix Engine to become unresponsive.
70512

3.2.180 Release 6.0.2.1 changes

3.2.181 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | Provisioning a VDB from a dSource or another VDB will fail if the following conditions are met:

70065 Delphix Engine has at least one dSource and a VDB created using a Python plugin prior to
the upgrade
Delphix Engine was upgraded to 6.0.2

Provisioning was attempted from the Ul after the completion of the upgrade

DLPX- | Fixed an issue that the time point attribute of a VDB is not shown.
69350
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3.2.182 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- | Fixed an issue that causes MSSQL operations to hang after the reception of an iSCSI LUN reset.
69864
3.2.183 Release 6.0.2.0 changes

3.2.184 Fixes that take effect immediately after upgrading

Bug Description

numb

er

DLPX- | Fixed an issue where provision against PDB after unplug/replug against the same linked PDB
62806 | fails with exception.oracle.targetscripts.controlfile.create.

DLPX- | Oracle Source Continuity creates an unnecessary source-archive file system on zfs.

67567

DLPX- | LogSync may fall behind when connected to an Oracle physical standby database in Real-Time
27807 | Apply mode.

DLPX- | Customer provided Oracle Java missing in the search path for Java on hosts.

68385

DLPX- | Reducing the number of nodes for RAC VDB and VDB in NOARCHIVELOG mode may result in
62782 | ORA-00258 errors during VDB enable operation.

DLPX- | Better error message when plugins are uploaded out of sequence.

62738

DLPX- | The product now recognizes VMware with BIOS date of 12/12/2018 as VMware 6.7.0u2.
68722
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Bug Description
numb
er

DLPX- | SnapSync of Oracle 19c DB with encrypted tablespace fails with fatal exception "Block header 91
68579 | is not empty".

DLPX- | Fixed the issue where a huge number of error messages from ASE caused OutOfMemory Error.
68689

DLPX- | Always On AG discovery will not fail in a multi-subnet environment.
68957

DLPX- | Can now recover multiple Self-Service containers at the same time.
63088

DLPX- | Improved handling of snapshot standby.
47977

DLPX- | SnapSync failed with exception.oracle.dsource.sync.no_hosts.rac on RAC clusters with very long
64125 | hostnames.

DLPX- | PDB enable failed after migration if mountBase has a trailing slash.
62584

DLPX- | Virtualization can now fetch jobs from Masking engines configured with HTTP redirection.
68657

DLPX- | Itis no longer mandatory to have at least one enabled system administrator with local
69121 | credentials.

DLPX- | Fixed an issue where too many requests were being sent for Faults from the Datasets pages.
68167

DLPX- | Large stderr produced by failed rsync jobs are truncated to prevent Java OutOfMemory errors.
69082

DLPX- | Datasets filter updated so that all items within a group that matches the filter string are
58600 | displayed, even if the items contained in the group do not match the filter string.

DLPX- | VDB deletion failed due to the inability to delete LogSync worker.
65896
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Bug Description
numb
er

DLPX- | Improved diagnosability of PDB discovery issues.
57903

DLPX- | Fixed issue where start/stop buttons were not being displayed in the RAC instances
68878 | configuration table.

DLPX- | Enabled replication smart failover by default.
69271

DLPX- | The user-visible name for Oracle cluster objects is being replaced with the Oracle cluster name.
66715 | For Windows clusters, the user-visible name is being replaced with the cluster address.

DLPX- | Changed default replication settings for better out of the box performance.
68929

DLPX- | Improved replication throughput when sending multiple timeflows.
68930

DLPX- | Fixed a memory leak that occurs when experiencing connectivity errors.
69245

DLPX- | Atleast one non LDAP system user should be enabled when the LDAP server is being disabled.
69377

DLPX- | LDAP principal fields were not being redacted in phone-home bundles.
68575

DLPX- | Self Service Recover operation failed due to missing Timeflow.
68528
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3.2.185 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Re-introduced console splash screen with IP address and service states.
66808

3.2.186 Release 6.0.1.1 changes

3.2.187 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Improved synchronous write performance over iSCSI.
69203

DLPX- | Improved SQL Server data ingestion performance by leveraging asynchronous writes on
69167 | underlying storage.

DLPX- | Eliminated possible data corruption on SQL server and vFiles over iSCSI that can occur when a
69298 | Delphix Engine reboots.
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3.2.188 Release 6.0.1.0 changes

3.2.189 Fixes that take effect immediately after upgrading

Bug Description
numb
er

DLPX- | For SAP ASE, instead of using the DBCC CHECKALLOC command to fix DBID mismatch issue,
60689 | the MOUNT command with FIXDBID and ALLOW_DBID_MISMATCH clauses will be used, to
improve performance.

DLPX- | VDB snapshots need to clean unneeded ZFS datafiles.
65831

DLPX- | Improved boot time after 5.3 to 6.0 migration by optimizing metadata indexing.
63949

DLPX- | Upgrades to 6.0.0.0 will only be supported from a release greater than or equal to 5.3.6.0.
66261

DLPX- | Snapshot of a linked database can end up with extra datafiles that do not belong to the
66486 | database which might cause VDB on VDB provision to fail during rename of datafiles.

DLPX- | Cluster environment discovery was incomplete if the host locale was not English.
66558

DLPX- | DB_LINK using incorrect user when RAC node also configured as a standalone environment.
66804

DLPX- | vPDB save state lead to rollback or child provisioning failures.
66768

DLPX- | Unable to link database with CLBMSWIN1251 charset.
66823

DLPX- | Fixed a bug causing the timezone selector to only be visible when manually setting the time.
64538
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Bug Description
numb
er

DLPX- | Removed the Windows Diagnostics Files and Directories on successful Diagnostics upload.
66809

DLPX- | Provision failed when the source was from a RAC Oracle Standard Edition database and the
67279 | target was Oracle Standard Edition.

DLPX- | Fixed an issue that sporadically caused replication to fail with an internal error.
67451

DLPX- | Delphix Engine should select the highest version ojdbc driver available at ORACLE_HOME/
67454 | ojdbc/lib.

DLPX- | Ensures child worker threads are gracefully exited when parent linked source sync job has
66077 | completed/terminated.

DLPX- | MSSQL Validated sync will resume when storage usage falls below the threshold if storage
45983 | threshold enforcement failed in the past.

DLPX- | Fixed an issue where MT provision may result in ORA-02058 due to un-purged or inflight 2PC
67560 | transactions on dSource.

DLPX- | Old timeflows and snapshots are not getting removed by snapshot retention.
67594

LX-20 | Report the correct amount of memory allocated to EC2 Nitro instances.
20

DLPX- | Fixed an issue where VDB point in time provisioning might fail if Oracle database environment is
67413 | configured in a non-English locale.

DLPX- | PDB provisioning failed if the source had shutdown triggers.
67684

DLPX- | Fixed failure during point in time 'Virtual to Physical' provisioning.
67575

DLPX- | After setting the database online give it some extra time to startup completely, before doing any
67668 | further operation on it.
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Bug Description

numb

er

DLPX- | Redact sensitive information from phone-home data.

67759

DLPX- | Validated sync stops working if Delphix cannot connect to the backup server.

64638

DLPX- | Even when the staging instance is down, attempt counter to detect backup files keeps on

65559 | increasing and eventually, it stops detecting backups.

DLPX- | When a target host is used by a large number of dSources for staging or has a large number of

56537 | objects, the performance of Delphix operations like validated sync, refresh, rewind, etc can be
slow due to Powershell processes being serialized.

DLPX- | Removing cluster resource without removing its dependency can result in cluster failure. So,

67894 | added retryer logic while fetching the resource dependencies (Get-ClusterResourceDependency)
and ultimately fail the operation after all the retries.

DLPX- | Unsupported SQL server backup type gets picked while validated sync and the operation fails

67813 | while looking for the backup. So, introduced a tunable filter to automatically skip SQL backups
taken by backup software not supported by yet Delphix.

DLPX- | Added env host connectivity toolkit support for SLES on Power9.

67925

DLPX- | Retries to fetch image identifiers during Netbackup restore if there is a mismatch between

67934 | MSDB and Netbackup Master.

DLPX- | Fixed an issue where retention enforcement can generate user-visible errors while attempting to

67655 | delete snapshots with dependencies after PDB migration to new CDB.

LX-19 EBS NVMe devices can now be used in Delphix Engines.

44

DLPX- | Fixed an issue where hostchecker 'Check Oracle DB Instance' fails on HPUX and AlIX.

68022

DLPX- | PDBs with lower/mixed case names will not enable after an upgrade.

68124
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Bug Description
numb
er

DLPX- | Fixed a bug that limits the number of disks that can be added in GCP.
68126

DLPX- | Update the primary db file names in a transaction with the Timeflow creation to make sure
67421 | whenever a Timeflow is created successfully we have its primary file information.

DLPX- | Skip VDBs having its current Timeflow as null from 'PrimaryDbFileAvailabilityCheck' as these
67440 | VDBs doesn't undergo queisceing and are recoverable by refreshing them.

DLPX- | Linking wizard - Target Environment step - Privileged Credentials authenticates on the selected
61818 | target now.

DLPX- | Some non-Admin users, lack all permissions, are unable to login to upgraded engine.
68117

DLPX- | A wrong version input by user while manually adding a SQL Server instance, created issues in
67290 | provisioning VDBs. SQL Server version will now be auto-discovered for manually added
instances on adding or refreshing the environment.

DLPX- | Updated error message to let know user that non discovered CDBs are filtered out from the list
66238 | when linking a detached source.

DLPX- | When a target host is used by a large number of dSources for staging or has a large number of
68457 | objects, the performance of Delphix operations like validated sync, refresh, rewind, etc can be
slow due to Powershell processes being serialized.

DLPX- | Fixed the issue where ‘Istart' column value of sysusages table was beyond the range of Integer
68484 | data type by taking the Long data type to store the Istart value.

DLPX- | Fixed an issue where the NTP service is not started following a reboot.
68500

DLPX- | Support bundle generation can be time-consuming if the engine has a large number of
68290 | snapshots to process.

DLPX- | Fixed issue in grids in which the selection checkbox was unclickable.
67792
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Bug Description
numb
er

DLPX- | Provision vPDB/vCDB fails with ORA-45900 if the parameter enable_pluggable_database is
67555 | omitted when specifying database parameters for new vCDB.

3.2.190 Fixes that take effect after upgrading and rebooting (optional)

Bug Description
numb
er

DLPX- | Engines running 5.3 on EC2 i3 can now be migrated to 6.0.
67782

DLPX- | Fixed an issue that prevents ssh access after switching to a static IP address.
67961

DLPX- | Fixed a bug that could cause replication jobs to fail with internal errors
65948

DLPX- | Improved boot time after 5.3 to 6.0 upgrade by reducing the overhead of setting ZFS properties.
68025

DLPX- | Fixed a bug that can cause the management service to run out of memory when disabling the
67868 | Splunk integration.

3.2.191 Release 6.0.0.0 changes

3.2.192 Fixes that take effect immediately after upgrading

Bug Description
numer

DLPX- | The analytics GUI network graph shows newly added NIC information without requiring a
27433 | management service restart.
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Bug Description
numer

DLPX- | If you add a hook script via the CLI, newlines are removed erroneously.
33998

DLPX- | Correctly set the default type for the parameters to all operations in the CLI according to the
40094 | container type.

DLPX- | Exclude sybsecurity from the list of auto-discovered databases.
43215

DLPX- | Java 6 packages are no longer included in the product image.
48712

DLPX- | When a user is set with the Provisioner role the 'provision’' button does not appear, meaning
48280 | anyone set with this role only is unable to provision VDBs.

DLPX- | The Delphix Engine does not provide instructions to browsers to avoid caching HTTP responses
53996 | (pages).

DLPX- | Ensure Windows mount points are always unmounted as part VDB refreshes to prevent future
54740 | VDB refreshes from failing due to "ERROR_ASSIGN_MOUNTPATH: failed to assign mount path

for disk at="">>, error="">,>

DLPX- | In environments where the vPDB has been provisioned using a Delphix provisioned virtual CDB,
55282 | shutting down the virtual PDB causes it to get into an incorrect "Cannot monitor" state, this has
now been fixed to show the correct "Stopped" state.

DLPX- | Fixed an issue where vPDB refresh/rollback triggers spurious vCDB restart jobs, after
55598 | vPDB+vCDB auto-restart.

DLPX- | Validated Sync can fail when monitoring ASE backup servers started by using the $DSLISTEN
55829 | environment variable instead of the "-S" argument. This can be worked around by accessing
SDSLISTEN in the RUN_xxxxx script and pass it down as -S.

DLPX- | VDBs with no snapshots failed to re-enable after a Delphix Engine upgrade, this has now been
55958 | fixed.

DLPX- | Display underlying ssh error when environment host connections fail.
57454
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Bug Description
numer

DLPX- | Enable Oracle LiveSource when LiveSource is in RESYNC_NEEDED state currently re-start Oracle
58519 | Redo Apply. Oracle Redo Apply should not be restarted in this state.

DLPX- | Fixed a TCP port leak in the network throughput test feature.
58760

DLPX- | Provisioning vFiles to the same host using different OS Environment Users no longer fails.
58845

DLPX- | The API to list all snapshots consumes a significant amount of memory when there are more
59772 | than 100,000 snapshots on the engine.

DLPX- | Fixed an issue where Oracle remote listener registration fails if set to empty string.
60356

DLPX- | Network settings dialog now displays actual MTU value rather than a checkbox.
60603

DLPX- | Fixed an issue where the Environment Monitor on Redhat 6.9 and 6.10 might throw unidentified
60907 | version errors.

DLPX- | When user configures connection strings manually, these connect strings can end up
60979 | connecting to incorrect PDBs/CDBs causing invalid snapshots. Verify that each connection to a
PDB/CDB connects to the expected PDB/CDB.

DLPX- | Delphix backups create controlfile records; in rare circumstances, these records can cause
60993 | invalid snapshots. To avoid this problem, remove Delphix backups control file records when
using SCN-based SnapSyncs once a SnapSync completes successfully.

DLPX- | Allow certificates to expire after issuer certificate expiration.
62094

DLPX- | Reduce SSH connections by temporarily preserving and reusing existing Delphix<->host
62241 | connections where possible.

DLPX- | Spurious job event "DISCOVERED_TO_MANUAL_ORACLE_CLUSTER_NODES" no longer shows
62781 | up for non-Oracle RAC environment refreshes.
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Bug Description
numer
DLPX- | In Oracle versions 18c and 19c, an Oracle bug can prevent the datafile headers from being
62892 | updated for a standby database when managed recovery is running, resulting in failed SnapSync
operations. Alert the user that an Oracle patch might be needed.
DLPX- | Removed unneeded EMPTY_RENEGOTIATION cipher
62962
DLPX- | Fixed an issue where stale file mounts may be leftover when vPDB provision fails.
62998
DLPX- | Initial setup now fails if the system was not provisioned with enough storage.
63469
DLPX- | Network settings dialog now displays actual MTU value rather than a checkbox.
63600
DLPX- | Fixed an issue where the last snapshot of a vPDB Timeflow can be deleted after the vPDB has
64641 | been disabled, thus leaving the vPDB in a state with no provisionable snapshots.
DLPX- | Allow provisioning to complete when source CDB includes PDBs in a broken state.
64711
DLPX- | Provision should remove files present in datafile filesystem that are not part of the database
66020 | when provisioning a VDB from a VDB.
DLPX- | ASE environment discovery will not fail if there is a mismatch of "dataserver name argument"
67299 | and value of "@@servername”.
3.2.193 Fixes that take effect after upgrading and rebooting (optional)
Bug Description
numb
er
DLPX- | Fixed a system hang caused by a deadlock in ZFS.
57384

Release notes — 277



3.3 Known issues

3.3.1 Version 20.0.0.0

Continuous Data — Continuous Data Home

Key Summary Workaround
DLPX | Changing a custom policy while it is running on an object | None
-5818 | can cause the policy execution to fail.
5
DLPX | During an upgrade, when the Continuous Data Engine When the ASE UNMOUNT command
-97858 tries to run the ASE UNMOUNT command while also is hung' the ASE instance must be
trying to quiesce VDBs, the UNMOUNT command gets restarted.
stuck (this command does not run under a timeout). Due
to this, the upgrade job is stalled.
DLPX | A sysadmin user cannot view actions initiated by a None
-8459 | different sysadmin user.
8
DLPX | Provision, refresh, rewind, or start operations on a virtual Switch the NFS protocol to v3 using
-8618 | database, on a Solaris host with NFSv4 enabled, may the Delphix Continuous Data Engine
1 become stuck indefinitely due to the mount process CLI, manually terminate the stuck
getting stuck on the Solaris NFS client. mount processes on the Solaris
host, then re-attempt the failed
operation.
DLPX | When relocating multiple terabytes of data either via None, the data relocation and
-8721 | block to object storage migration or device removal, concurrent 10 workloads will
3 management of the engine can become unresponsive for | continue in the background. If the
a lengthy period of time (e.g. 30+ mins), dependent on the | engine cannot be accessed after
dataset size and workload. one hour, contact Delphix Support
for corrective actions.
DLPX | An Apply Now upgrade from 18.0.0.x to 19.0+ will log the | None
-8893 | user out due to the delphix-mgmt service restarting. The
0 upgrade may still be in progress (e.g. quiesce jobs). To
view the upgrade progress, login into Setup as a
sysadmin to view the running actions.
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Key Summary Workaround

DLPX | /var/crash cleanup should include hprof files in this | None

8912 directory.

8

DLPX | Self-service refresh can still get an lllegalStateException The default retryAttempts is
-8956 | while running the reprovision, because of retries for one for Self-Service operations

2 reprovision. :

the operation (deprovision/

the operation, set the

Thus, if a Self-Service operation like
deprovision/reprovision failed
during a refresh, the code will retry

reprovision) again. To stop retrying

retryAttempts to zero to getthe

real error, instead of an internal
error. Then the actual error can be
analyzed for the failed scenario.

ip-10-110-195-124
selfservice config
update *>
ip-10-110-195-124
selfservice config
update *> set
retryAttempts=0
ip-10-110-195-124
selfservice config
update *> commit;
ip-10-110-195-124
selfservice config>
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Key Summary Workaround

DLPX | Start of an Oracle RAC virtual PDB, in a virtual CDB, fails Start the vCDB instances manually
-8969 | with an error exception.oracle.targetscripts.pdb.open if (one at a time) from CLI on all the

6 the virtual PDB is already running nodes where vPDB instance is not

running as follows:

Stop the vCDB instance on the node
first if its already running:

source — select vcdb -
stop; set 1dinstances.0=<j
nstance number>; commit

Start the vCDB instance on the node:

source — select — start;
set instances.0=<instance
number>; commit

Then start the vPDB from the
Delphix UL

3.3.2 Version 19.0.0.0

Key Summary Workaround
DLPX | Changing a Custom Policy while it is running on an object | None
-5818 | can cause the Policy execution to fail.
5
DLPX | During an upgrade, when the engine tries to run the ASE When the ASE UNMOUNT command
237858 UNMOUNT command while also trying to quiesce VDBs, | i$ hung,c';he ASE instance must be
restarted.
the UNMOUNT command gets stuck (this command does
not run under a timeout). Due to this, the upgrade job is
stalled.
DLPX | A sysadmin user cannot view actions initiated by a None
-8459 | different sysadmin user.
8
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Key Summary Workaround
DLPX | Improved handling of missing networking devices after None
-8471 | instance type migration.
0
DLPX | Provision, refresh, rewind, or start operations on a virtual Switch the NFS protocol to v3 using
-8618 | database on a Solaris host with NFSv4 enabled may the Delphix Continuous Data Engine
1 become stuck indefinitely due to mount process getting CLI, manually terminate the stuck
stuck on the Solaris NFS client. mount processes on the Solaris
host, then re-attempt the failed
operation.
DLPX | When relocating multiple terabytes of data either via None, the data relocation and
-8721 | block-to-object storage migration or device removal, concurrent 10 workloads will
3 management of the engine can become unresponsive for | continue in the background. If the
a lengthy period of time (i.e. 30+ mins), dependent on the | engine cannot be accessed after
dataset size and workload. one hour, contact Delphix Support
for corrective actions.
DLPX | An ‘Apply Now' upgrade from 18.0.0.x to 19.0.0.x will None
-8893 | logout the user due to the delphix-mgmt service
0 restarting. The upgrade may still be in progress (e.g.
quiesce jobs). To view the upgrade progress, login into
Setup as sysadmin to view the Running Actions.
DLPX | /var/crash cleanup should include hprof files in this | None
8912 directory.
8
DLPX | Software keystore TDE-enabled provisioning fails after Refresh the source environment
-8981 | upgrading to 19.0.0.0 after the Delphix engine upgrade
7 and re-attempt the provision.
3.3.3 Version 18.0.0.0
Key Summary Workaround
DLPX | Changing a Custom Policy while it is running on an object | None
-5818 | can cause the Policy execution to fail.
5
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Key Summary Workaround
DLPX | During an upgrade, when the engine tries to run the ASE When the ASE UNMOUNT command
237858 UNMOUNT command while also trying to quiesce VDBS, | s stuck, the ASE instance must be
the UNMOUNT command gets stuck (this command does | restarted.
not run under a timeout). Due to this, the upgrade job is
stalled.
DLPX | When discovering an Oracle RAC cluster, the engine Manually update the RAC instance
-8215 | automatically assigns instance numbers starting with 1, number through the Delphix CLI
8 resulting in SnapSync failures. after an environment refresh.
DLPX | A sysadmin user cannot view actions initiated by a None
-8459 | different sysadmin user.
8
DLPX | Improved handling of missing networking devices after None
-8471 | instance type migration.
0
DLPX | Provision, refresh, rewind, or start operations on a virtual Switch the NFS protocol to v3 using
-8618 | database on a Solaris host with NFSv4 enabled may the Delphix Continuous Data Engine
1 become stuck indefinitely due to mount process getting CLI, manually terminate the stuck
stuck on the Solaris NFS client. mount processes on the Solaris
host, then re-attempt the failed
operation.
DLPX | When relocating multiple terabytes of data either via None, the data relocation and
-8721 | block-to-object storage migration or device removal, concurrent 10 workloads will
3 management of the engine can become unresponsive for | continue in the background. If the
a lengthy period of time (i.e. 30+ mins), dependent on the | engine cannot be accessed after
dataset size and workload. one hour, contact Delphix Support
for corrective actions.
DLPX | If a datafile is added when a SnapSync job is running, Take a new source snapshot
-8832 | provision or refresh to the snapshot generated by the (incremental is fine) and refresh the
2 SnapSync job will fail. vPDB from the new snapshot.
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Key Summary Workaround
DLPX | In Solaris 5.11 environments where the Delphix OS user Contact Delphix Support for
-5694 | shell is setto csh , host parameters may be improperly corrective actions.
4 parsed, leading to environment refresh and other job
failures.
DLPX | Changing a custom policy while it is running on an object | None
-5818 | can cause the policy execution to fail.
5
DLPX | Restarting a Delphix Continuous Data Engine during a None
-6615 | network throughput test is not recommended, as it may
5 lead to a system hang.
DLPX | During an upgrade, when the Continuous Compliance When the ASE UNMOUNT command
'97858 Engine attempts to run the ASE UNMOUNT command hangs, the ASE instance must be
while trying to quiesce VDBs, the UNMOUNT command restarted.
hangs up because that command does not run under a
timeout. Due to this, the upgrade job stalls.
DLPX | When discovering an Oracle RAC cluster, Delphix Manually update the RAC instance
-8215 | automatically assigns instance numbers starting with 1, number through the Delphix CLI
8 resulting in SnapSync failures after an environment refresh.
DLPX | A sysadmin user cannot view actions initiated by a None
-8459 | different sysadmin user.
8
DLPX | Improving the handling of missing networking devices None
-8471 | after instance type migration.
0
DLPX | Provision, refresh, rewind, or start operations on a Solaris- | Switch the NFS protocol to v3 using
-8618 | hosted VDB with NFSv4 enabled may get stuck the Delphix Continuous Data Engine
1 indefinitely, due to the mount process getting stuck on CLI, manually terminate the stuck
the Solaris NFS client. mount processes on the Solaris
host, then re-attempt the failed
Delphix operation.
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Key Summary Workaround
DLPX | When relocating multiple terabytes of data (either via None, the data relocation and
-8721 | block-to-object storage migration or device removal), concurrent 10 workloads will

3 management of the engine can become unresponsive for
a lengthy period of time (30+ mins), dependent on the
dataset size and workload.

continue in the background. If the
engine cannot be accessed after
one hour, contact Delphix Support
for corrective actions.

DLPX | If a datafile is added when a SnapSync job is running,
-8832 | provision or refresh to the snapshot generated by the
2 SnapSync job will fail.

Take a new source snapshot
(incremental is fine) and refresh the
vPDB from the new snapshot.

3.3.5 Version 16.0.0.0

Key Summary Workaround
DLPX-5694 | In Solaris 5.11 environments where the Contact Delphix Support for corrective
4 Delphix OS user shell is setto csh, host actions.
parameters may be improperly parsed,
leading to environment refresh and other
job failures.
DLPX-5697 | Certain usernames are not available for use, | None
8 as they are reserved system words (e.g.
"root", "postgres", "delphix").
DLPX-5697 | LDAP server test fails if authentication is None
9 set to DIGEST-MDS5, but setup still works
correctly.
DLPX-5714 | The Job dashboard does not display the None
2 user that invoked each Job.
DLPX-5741 | CLI parameters must be used exactly as None
2 described in documentation, including
spelling and capitalization, or they are
ignored.
DLPX-5767 | Support bundle generation can be time None
3 consuming if the engine has a large number
of core files to process.
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Key Summary Workaround
DLPX-5782 | Changing the Compliance Engine used by a | None
3 VDB's masking job can lead to an internal
error.
DLPX-5818 | Changing a custom policy while it is running | None
5 on an object can cause the policy execution
to fail.
DLPX-5947 | Itis not possible to set a password policy None
3 that prevents an administrator from re-
using a previous password, though this can
be set for other users.
DLPX-6615 | Restarting a Data Engine during a network None
5 throughput test is not recommended, as it
may lead to a system stall.
DLPX-7798 | On a Sybase host with multiple Sybase Fix any credential failures.
6 instances, if access to the first instance
picked up for discovery fails due to invalid
credentials, the discovery job will exit
immediately — preventing discovery of the
remaining instances.
DLPX-7858 | During an upgrade, when the Data Engine When the ASE UNMOUNT command hangs,
9 tries to run the ASE UNMOUNT command the ASE instance must be restarted.
while trying to quiesce VDBs, the UNMOUNT
command hangs; this command doesn't run
under a timeout and due to this, the
upgrade job stalled.
DLPX-8147 | If a transaction log is taken using the Change the backup script creating
8 standby_access option for a SAP ASE transaction logs to ingest FULL backups.
database, the validated sync worker will not
be able to restore that log, and will fail with
a fatal exception (as Delphix does not
currently support this option).
DLPX-8155 | After upgrading an Oracle VDB from 12c to Update the VDB parameters (either directly
9 19c¢, VDB refresh fails with "Failed to mount | or via a VDB Config Template). See this

database instance" due to ORA-01130 or
ORA-00201 errors.

knowledge base article.
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Key Summary Workaround

DLPX-8459 | A sysadmin user cannot view actions None

8 initiated by a different sysadmin user.

DLPX-8471 | Improved handling of missing networking None

0 devices after instance type migration.

DLPX-8618 | Provision, refresh, rewind or start Switch the NFS protocol to v3 using the

1 operations on a virtual database, on a Data Engine CLI, manually terminate the
Solaris host with NFSv4 enabled, may stuck mount processes on the Solaris host,
become stuck indefinitely due to the mount | and re-attempt the failed Delphix operation.
process getting stuck on the Solaris NFS
client.

DLPX-8721 | When relocating multiple terabytes of data, | None, the data relocation and concurrent 10

3 either via block to object storage migration | workloads will continue in the background.
or device removal, management of the If the engine cannot be accessed after one
engine can become unresponsive for a hour, contact Delphix Support for corrective
lengthy period of time (e.g. 30+ mins), actions.
dependent on the dataset size and
workload.

DLPX-8804 | Steps have been taken to make the users None

0 understand the reason of disabling some
datasets during SDD Replication.

DLPX-8832 | Provisioning or refreshing from a snapshot | Take a new source snapshot (incremental is

2 of an Oracle vPDB may fail during the fine) and refresh the vPDB from the new

renaming the data files stage if a datafile is
added during a SnapSync job.

snapshot.

3.3.6 Version 15.0.0.0

Key Summary Workaround
DLPX-5694 | In Solaris 5.11 Environments where Delphix | Contact Delphix Support for corrective
4 0S user shell is set to csh, host parameters | actions.

may be improperly parsed leading to
Environment refresh and other job failures.
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Key Summary Workaround
DLPX-5697 | Certain usernames are not available for use | None
8 as they are reserved system words (e.g.

"root", "postgres", "delphix").
DLPX-5697 | LDAP server test fails if authentication is None
9 set to DIGEST-MDS5, but setup still works

correctly.
DLPX-5714 | The Job dashboard does not display the None
2 user that invoked each Job.
DLPX-5741 | CLI parameters must be used exactly as None
2 described in documentation, including

spelling and capitalization, or they are

ignored
DLPX-5767 | Support bundle generation can be time None
3 consuming if the engine has a large number

of core files to process.
DLPX-5782 | Changing the masking engine used by a None
3 VDB's masking job can lead to an internal

error.
DLPX-5818 | Changing a Custom Policy while it is None
5 running on an object can cause the Policy

execution to fail.
DLPX-5947 | Itis not possible to set a password policy None
3 that prevents an Administrator from re-

using a previous password, though this can

be set for other users.
DLPX-6615 | Restarting a Delphix Engine during a None
5 network throughput test is not

recommended as it may lead to a system
hang.
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Key Summary Workaround
DLPX-6686 | For SSO/SAML, ADFS requires explicit rule Create an explicit rule in ADFS that
0 to transform emailAddress attribute into transforms the emailAddress attribute into
nameid. a nameid. The rule type must be "Transform
an incoming claim". The incoming claim
type must be "Email address" and the
outgoing claim type "Name ID". The nameid
format must be "Email address".
DLPX-7798 | On a sybase host with multiple Sybase Fix any credential failures.
6 instances, If access to the first instance
picked up for discovery fails due to invalid
credentials, the discovery job will exit
immediately preventing discovery of the
remaining instances.
DLPX-7858 | During the upgrade, when Delphix was When the ASE UNMOUNT command is
9 trying to run the ASE "UNMOUNT" hung, the ASE instance must be restarted.
command while trying to quiesce VDBs,
UNMOUNT command got hung as this
command doesn't run under a timeout and
due to this upgrade job stalled.
DLPX-8147 | If a transaction log is taken using the Change the backup script creating
8 standby_access option for a SAP ASE transaction logs to Ingest FULL backups
database, the validated sync worker will not
be able to restore that log, and will fail with
Delphix fatal exception (as Delphix currently
does not support this option).
DLPX-8155 | After upgrading an Oracle VDB from 12c to Update the VDB parameters (either directly
9 19c, VDB refresh fails with "Failed to mount | or via a VDB Config Template). See this
database instance" due to ORA-01130 or knowledge base article.
ORA-00201 errors.
DLPX-8364 | After engine upgrade or after disable and Perform a vPDB refresh operation to update
3 enable of vPDB, NFS version in GUI/API the NFS protocol version to 4.
may be incorrect if - it is a vPDB in a vCDB,
it was mounted with NFSv3 and now the
host supports NFSv4 mounts. This
condition corrects itself on the next refresh
operation.
DLPX-8425 | Users should be able to delete Delphix- Customer may mark the fault Ignored, but
3 generated CA certificate if no dependencies | will need to be aware the CA certificate will

exist.

still appear in Truststore.
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Key Summary Workaround
DLPX-8459 | A sysadmin user cannot view actions None
8 initiated by a different sysadmin user.
DLPX-8471 | Improved handling of missing networking None
0 devices after instance type migration
DLPX-8618 | Provision, refresh, rewind or start Switch the NFS protocol to v3 using the
1 operations on a virtual database on a Delphix engine CLI, manually terminate the
Solaris host with NFSv4 enabled may stuck mount processes on the Solaris host
become stuck indefinitely due to mount and re-attempt the failed Delphix operation.
process getting stuck on the Solaris NFS
client.
DLPX-8721 | When relocating multiple terabytes of data None, the data relocation and concurrent |0
3 either via block to object storage migration | workloads will continue in the background.
or device removal, management of the If the engine cannot be accessed after one
engine can become unresponsive for a hour, contact Delphix Support for corrective
lengthy period of time (e.g. 30+ mins), actions.
dependent on the dataset size and
workload.
DLPX-8732 | Exporting a VDB or vPDB to ASM will fail If using the move-to-asm script, use an
0 with ORA-32771 when the database has a older version of script from Delphix engine
bigfile temporary tablespace. v6.0.15.0 or earlier.
No workaround if attempting to export a
VDB or vPDB to a physical ASM or Exadata
database when the database has a bigfile
temporary tablespace using the database
export CLI.
DLPX-8770 | Provisioning an Oracle VDB/vPDB fails with | Recreate temp files in the source database
2 "ORA-03214: File Size specified is smaller with size smaller than 50MB and take a new

than minimum required" when tempfiles
have a non-default local uniform size.

snapshot.
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Key Summary Workaroound
DLPX-5694 | In Solaris 5.11 environments where Delphix | Contact Delphix Support for corrective
4 0S user shell is setto csh, host actions.
parameters may be improperly parsed,
leading to environment refresh and other
job failures.
DLPX-5697 | Certain usernames are not available for use, | None
8 as they are reserved system words (e.g.
"root", "postgres"”, "delphix").
DLPX-5697 | LDAP server test fails if authentication is None
9 set to DIGEST-MDS5, but setup still works
correctly.
DLPX-5714 | The Job dashboard does not display the None
2 user that invoked each Job.
DLPX-5741 | CLI parameters must be used exactly as None
2 described in documentation, including
spelling and capitalization, or they are
ignored.
DLPX-5767 | Support bundle generation can be time None
3 consuming if the engine has a large number
of core files to process.
DLPX-5782 | Changing the Compliance Engine used by a | None
3 VDB's masking job can lead to an internal
error.
DLPX-5818 | Changing a Custom Policy while it is None
5 running on an object can cause the Policy
execution to fail.
DLPX-5822 | Completed cleanup jobs may still show as None
6 running, even after an upgrade.
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Key Summary Workaroound
DLPX-5947 | Itis not possible to set a password policy None
3 that prevents an administrator from re-
using a previous password, though this can
be set for other users.
DLPX-6615 | Restarting a Delphix Engine during a None
5 network throughput test is not
recommended as it may lead to a system
hang.
DLPX-6686 | For SSO/SAML, ADFS requires explicit rule Create an explicit rule in ADFS that
0 to transform emailAddress attribute transforms the emailAddress attribute
into nameid . intoa name1id . The rule type must be
“Transform an incoming claim". The
incoming claim type must be "Email
address" and the outgoing claim type
"Name ID". The nameid format must be
"Email address".
DLPX-7784 | An excessive number of connections to the | Rather than using a Windows domain user
9 SQL Server instance can cause for authentication, switch the dSource to
infrastructure issues, leading the LSASS.exe | use a database user. It seems SQL Server
to crash and the host to reboot. may be able to handle the massive number
of connections that Delphix is establishing
for each dSource better than Windows
LSASS.EXE.
DLPX-7798 | On a sybase host with multiple Sybase Fix any credential failures.
6 instances, If access to the first instance
picked up for discovery fails due to invalid
credentials, the discovery job will exit
immediately preventing discovery of the
remaining instances.
DLPX-7858 | During the upgrade, when Delphix was When the ASE UNMOUNT command is
9 trying to run the ASE "UNMOUNT" hung, the ASE instance must be restarted.

command while trying to quiesce VDBs,
UNMOUNT command got hung as this
command does not run under a timeout and
due to this, the upgrade job stalled.
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exist.

Key Summary Workaroound
DLPX-8019 | A vague error message appears in a case Change source database to read-write,
3 where provisioning fails due to a database create a backup and sync to the dSource
being in read-only mode. and provision VDB.
DLPX-8130 | Windows Environment Add/Refresh Set the initiator name to a valid name, e.qg.
0 operations may fail if the iSCSI Initiator iqn.1991-05.com.microsoft:10-43-47-42.qa-
Name is not a valid IQN. ad.delphix.com.
The “Default” button can also be selected in
Windows iSCSI configuration to reset to the
default (valid) name.
DLPX-8147 | If a transaction log is taken using the Change the backup script creating
8 standby_access option for a SAP ASE transaction logs to Ingest FULL backups.
database, the validated sync worker will not
be able to restore that log, and will fail with
Delphix fatal exception (as Delphix currently
does not support this option).
DLPX-8155 | After upgrading an Oracle VDB from 12cto | Update the VDB parameters (either directly
9 19c¢, VDB refresh fails with "Failed to mount | or via a VDB Config Template). See this
database instance" due to ORA-01130 or knowledge base®” article.
ORA-00201 errors.
DLPX-8364 | After engine upgrade or after disable and Perform a vPDB refresh operation to update
3 enable of vPDB, NFS version in GUI/API the NFS protocol version to 4.
may be incorrect; for a vPDB in a vCDB, it
was mounted with NFSv3 and now the host
supports NFSv4 mounts. This condition
corrects itself on the next refresh operation.
DLPX-8407 | SQL Server VDB Refresh operations may fail | Go to the temp directory below and delete
5 if the PowerShell command all files from it:
[I0.Path]::GetTempFileName() C:
returns no value.
\Window\ServiceProfiles\NetworkS
ervice\appdata\local\temp
DLPX-8425 | Users should be able to delete Delphix- Mark related faults as Ignored, but note that
3 generated CA certificate if no dependencies | the CA certificate will still appear in

Truststore.

37 https://support.delphix.com/Continuous_Data_Engine_(formerly_Virtualization_Engine)/Oracle/
How_to_Fix_ORA-01130_or_ORA-00201_Errors_When_Provisioning_an_Oracle_VDB_(KBA6234)
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tablespace" when the database has a bigfile
temporary tablespace

Key Summary Workaroound

DLPX-8459 | A sysadmin user cannot view actions None

8 initiated by a different sysadmin user.

DLPX-8471 | Improved handling of missing networking None

0 devices after instance type migration
required.

DLPX-8618 | Provision, refresh, rewind, or start Switch the NFS protocol to v3 using the

1 operations on a virtual database on a Delphix engine CLI, manually terminate the
Solaris host with NFSv4 enabled may stuck mount processes on the Solaris
become stuck indefinitely due to mount host and re-attempt the failed Delphix
process getting stuck on the Solaris NFS operation.
client.

DLPX-8689 | After a canceled refresh operation, VDB Disable the VDB and re-attempt the failed

4 refresh or delete may fail due to error code operation.
exception.oracle.vdb.no.virtual
.datafiles. found . As a workaround,
disable the VDB and try the operation again.

DLPX'8732 EXporting a VDB or VPDB to ASM fai|S W|th |f using the move-to-asm Script‘ use an

0 "ORA-32771: cannot add file to bigfile

older version of script from Delphix engine
v6.0.15.0 or earlier.

No workaround if attempting to export a
VDB or vPDB to a physical ASM or Exadata
database using the database export
CLI.

3.3.8 Version 13.0.0.0

Delphix OS user shell is setto csh, host
parameters may be improperly parsed,
leading to ‘environment refresh’ and other
job failures.

Key Summary Workaround
DLPX-5694 | In Solaris 5.11 environments where the Contact Delphix Support for corrective
4 actions.
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DLPX-5697 | Certain usernames are not available for use, | None
8 as they are reserved system words (e.g.

"root", "postgres’, "delphix").
DLPX-5697 | LDAP server test fails if authentication is set | None
9 to DIGEST-MDS5, but setup still works

correctly.
DLPX-5714 | The Job dashboard does not display the None
2 user that invoked each job.
DLPX-5741 | CLI parameters must be used exactly as None
2 described in documentation, including

spelling and capitalization, or they are

ignored.
DLPX-5767 | Support bundle generation can be time None
3 consuming if the engine has a large number

of core files to process.
DLPX-5782 | Changing the Compliance engine used by a None
3 VDB's masking job can lead to an internal

error.
DLPX-5818 | Changing a Custom Policy while it is running | None
5 on an object can cause the Policy execution

to fail.
DLPX-5822 | Completed cleanup jobs may still show as None
6 running, even after an upgrade.
DLPX-5947 | Itis not possible to set a password policy None
3 that prevents an Administrator from re-

using a previous password, though this can

be set for other users.
DLPX-6615 | Restarting a Delphix Engine during a None
5 network throughput test is not

recommended, as it may lead to a system
hang.
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DLPX-6686 | For SSO/SAML, ADFS requires an explicit Create an explicit rule in ADFS that
0 rule to transform the emailAddress attribute | transforms the emailAddress attribute into
into nameid. a nameid. The rule type must be "Transform
an incoming claim". The incoming claim
type must be "Email address" and the
outgoing claim type is "Name ID". The
nameid format must be "Email address".
DLPX-7784 | An excessive number of connections to the Rather than using a Windows domain user
9 SQL Server instance can cause for authentication, switch the dSource to
infrastructure issues, leading the LSASS.exe | use a database user. It seems SQL Server
to crash and the host to reboot. may be able to handle the massive number
of connections that Delphix is establishing
for each dSource better than Windows
LSASS.exe.
DLPX-7798 | On a Sybase host with multiple Sybase Fix any credential failures.
6 instances, if access to the first instance
picked up for discovery fails due to invalid
credentials, the discovery job will exit
immediately (preventing discovery of the
remaining instances).
DLPX-7858 | During an upgrade, when Delphix tried to run | When the ASE UNMOUNT command is
9 the ASE "UNMOUNT" command, while trying | hung, the ASE instance must be restarted.
to quiesce VDBs, the UNMOUNT command
got hung (as this command doesn't run
under a timeout); due to this, the upgrade
job stalled.
DLPX-8019 | Vague error message appears in a case Change source the database to read-write,
3 where provisioning fails due to a database create a backup, sync to the dSource, and
being in read-only mode. provision VDB.
DLPX-8130 | Windows Environment Add/Refresh Set the initiator name to a valid name, eg:
0 operations may fail if the iSCSI Initiator iqn.1991-05.com.microsoft:10-43-47-42.qa-

Name is not a valid IQN.

ad.delphix.com. The “Default” button can
also be selected in the Windows iSCSI
configuration to reset to the default (valid)
name.
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DLPX-8147 | If atransaction log is taken using the Change the backup script creating
8 standby_access option for an SAP ASE | transaction logs to ingest FULL backups.
database, the validated sync worker will not
be able to restore that log and will fail with a
Delphix fatal exception (as Delphix currently
does not support this option).
DLPX-8155 | After upgrading an Oracle VDB from 12c to Update the VDB parameters (either directly
9 19c¢, a VDB refresh fails with, "Failed to or via a VDB Config Template). See this
mount database instance" due to knowledge base®® article.
ORA-01130 or ORA-00201 errors.
DLPX-8364 | After engine upgrade or after disable and Perform a vPDB refresh operation to update
3 enable of a vPDB, the NFS version in the the NFS protocol version to 4.
GUI/API may be incorrect if it's a vPDB in a
vCDB; this means it was mounted with
NFSv3, and now the host supports NFSv4
mounts. This condition corrects itself on the
next refresh operation.
DLPX-8407 | SQL Server VDB Refresh operations may fail | Go to the following temp directory and
5 if the PowerShell command delete all the files from it: C:
[I0.Path]::GetTempFileName () \Window\ServiceProfiles\NetworkS
returns no value. .
ervice\appdata\local\temp
DLPX-8425 | Unable to delete Delphix-generated CA Mark the fault Ignored, but the CA certificate
3 certificate if no dependencies exist. will still appear in Truststore.
DLPX-8459 | A sysadmin user cannot view actions None
8 initiated by a different sysadmin user.
DLPX-8471 | Improved handling of missing networking None
0 devices after instance type migration
required.

38 https://support.delphix.com/Continuous_Data_Engine_(formerly_Virtualization_Engine)/Oracle/
How_to_Fix_ORA-01130_or_ORA-00201_Errors_When_Provisioning_an_Oracle_VDB_(KBA6234)
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DLPX-8577 | If a Oracle VDB/vPDB is already enabled, a Retry the failed VDB/vPDB start or self-
0 Self-Service container start operationor | Service container start operation, it should
) ] succeed without any error.
the VDB/vPDB enable operation may fail
with
exception.oracle.vdbh.database.ex
ists.enable.not.allowed /
exception.oracle.vdb.pdb.exists.
enable.not.allowed .
DLPX-8618 | Provision, refresh, rewind or start operations | Switch the NFS protocol to v3 using the
1 on a virtual database on a Solaris host with Delphix engine CLI, manually terminate the
NFSv4 enabled may become stuck stuck mount processes on the Solaris
indefinitely due to the mount process host and re-attempt the failed Delphix
getting stuck on the Solaris NFS client. operation.
DLPX-8700 | Refresh operation fails for the self service None. Contact Delphix support for
6 containers having ordered sources. corrective actions.

3.3.9 Version 12.0.0.0

Key Summary Workaround
DLPX-569 | In Solaris 5.11 environments where the Contact Delphix Support for corrective
44 Delphix OS user shell is set to csh, host actions.
parameters may be improperly parsed,
leading to environment refresh and other
job failures.
DLPX-569 | Certain usernames are not available for None
78 use, as they are reserved system words
(e.g. "root", "postgres", "delphix").
DLPX-569 | LDAP server test fails if authentication is None
79 set to DIGEST-MDS5, but setup still works
correctly.
DLPX-571 The Job dashboard does not display the None
42 user that invoked each Job.
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Key Summary Workaround
DLPX-574 | CLI parameters must be used exactly as None
12 described in documentation, including
spelling and capitalization, or they are
ignored.
DLPX-576 | Support bundle generation can be time None
73 consuming if the engine has a large

number of core files to process.

DLPX-578 | Changing the masking engine used by a None
23 VDB's masking job can lead to an internal

error.
DLPX-581 Changing a Custom Policy while it is None
85 running on an object can cause the Policy

execution to fail.

DLPX-582 | A completed Cleanup Job, after upgrade, None
26 still shows as "running".

DLPX-594 | Itis not possible to set a password policy None
73 that prevents an Administrator from re-
using a previous password, though this can
be set for other users.

DLPX-661 Restarting a Delphix Engine during a None
55 network throughput test is not

recommended, as it may lead to a system

hang.

DLPX-668 | For SSO/SAML, ADFS requires explicit rule Create an explicit rule in ADFS that

60 to transform emailAddress attribute into transforms the emailAddress attribute into
nameid. a nameid. The rule type must be "Transform
an incoming claim". The incoming claim type
must be "Email address" and the outgoing
claim type is "Name ID". The nameid format
must be "Email address".
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Key Summary Workaround
DLPX-778 | An excessive number of connections to Rather than using a Windows domain user
49 SQL Server Instances causes infrastructure | for authentication, switch the dSource to use
issues and leads LSASS.exe to crash, and a database user. It seems SQL Server may be
host to reboot. able to handle the massive number of
connections that Delphix is establishing for
each dSource better than Windows
LSASS.EXE.
DLPX-779 | On a sybase host with multiple Sybase Fix any credential failures
86 instances, If access to the first instance
picked up for discovery fails due to invalid
credentials, the discovery job will exit
immediately preventing discovery of the
remaining instances.
DLPX-785 | During the upgrade, when Delphix was When the ASE UNMOUNT command is hung,
89 trying to run the ASE "UNMOUNT" the ASE instance must be restarted.
command while trying to quiesce VDBs, the
UNMOUNT command gets hung (as this
command doesn't run under a timeout and
due to this, the upgrade job stalled).
DLPX-801 Provide a proper error message in case Change source database to read-write,
93 provisioning fails due to database being in create a backup and sync to the dSource,
read-only mode. and provision VDB.
DLPX-809 | A failed Delphix Engine upgrade can cause | Verify the upgrade and then apply the
20 plugin operations to fail with "grpc_status upgrade. If the issue occurs after a failed
14", upgrade, restarting the management stack
will resolve the issue.
DLPX-813 | Windows environment Add/Refresh Set initiator name to a valid name, eg:
00 operations may fail if the iSCSI Initiator iqn.1991-05.com.microsoft:10-43-47-42.qa-
Name is not a valid IQN. ad.delphix.com The “Default” button can also
be selected in the windows iSCSI
configuration to reset to the default (valid)
name.
DLPX-814 | If atransaction log is taken using the Change the backup script creating
78 standby_access option for a SAP ASE transaction logs to ingest FULL backups.

database, the validated sync worker will not
be able to restore that log, and will fail with
Delphix fatal exception (as Delphix
currently does not support this option).
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Key Summary Workaround
DLPX-815 | After upgrading an Oracle VDB from 12cto | Update the VDB parameters (either directly
59 19c, VDB refresh fails with "Failed to mount | or via a VDB Config Template). See this
database instance", due to ORA-01130 or knowledge base®® article.
ORA-00201 errors.
DLPX-836 | After an engine upgrade or after the Perform a vPDB refresh operation to update
43 disable/enable of a vPDB, the NFS version the NFS protocol version to 4.
in the GUI/API may be incorrect if it's a
vPDB in a vCDB or it was mounted with
NFSv3 (and now the host supports NFSv4
mounts). This condition corrects itself on
the next refresh operation.
DLPX-840 | SQL Server VDB Refresh operations may Go to the below mentioned temp directory,
75 fail if the PowerShell command and delete all the files from it: C:
[10.Path]::GetTempFileName() returns no \Window\ServiceProfiles\NetworkService\ap
value. pdata\local\temp.
DLPX-842 | Users should be able to delete the Delphix- | Users may mark the fault Ignored, but will
53 generated CA certificate, if no need to be aware the CA certificate will still
dependencies exist. appear in Truststore.
DLPX-845 | Sysadmin users cannot view actions None
98 initiated by different sysadmin users.
DLPX-847 | Improved handling of missing networking None
10 devices after instance type migration.
DLPX-854 | JSON file masking does not support the None
69 use of a multi-column algorithm on (a)
Fields in two or more different arrays (b)
Fields at different levels in a single multi-
dimensional array.
DLPX-857 | If an Oracle VDB/vPDB is already enabled, a | Retry the failed VDB/vPDB start or self-
70 self-service container start operation or the | service container start operation, it should

VDB/vPDB enable operation may fail with:
exception.oracle.vdb.database.exists.enabl
e.not.allowed/
exception.oracle.vdb.pdb.exists.enable.not.
allowed

succeed without any error.

39 https://support.delphix.com/Continuous_Data_Engine_(formerly_Virtualization_Engine)/Oracle/
How_to_Fix_ORA-01130_or_ORA-00201_Errors_When_Provisioning_an_Oracle_VDB_(KBA6234)
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Key Summary Workaround
DLPX-861 Oracle VDB unquiesce/enable may fail after | To get disabled Oracle VDBs back to an
09 a failed quiesce/disable on 10.0.0.X or enabled state, manually disable sources via
11.0.0.X. the Delphix CLI and enable them back via the
Delphix CLI/UL.
DLPX-861 Provision, refresh, rewind, or start Switch the NFS protocol to v3 using the
81 operations on a virtual database on a Delphix engine CLI, manually terminate the
Solaris host with NFSv4 enabled may stuck mount processes on the Solaris host
become stuck indefinitely due to mount and re-attempt the failed Delphix operation.
process getting stuck on the Solaris NFS
client.
DLPX-863 | A failed Delphix Engine upgrade can cause | Verify the upgrade and then apply the
44 plugin operation to fail with grpc_status 14. | upgrade. If the issue is hit after a failed
upgrade, Restarting the management stack
will resolve the issue.
DLPX-868 | If there is any detached or unlinked Oracle Re-link or delete the dSources before trying
42 dSource, upgrade failure may occur during to upgrade to 12.0.0.0, OR upgrade to version
“verify upgrade’ job while upgrading to 11.0.0.0 or 13.0.0.0.
12.0.0.0.
DLPX-870 | Refresh operation fails for the self service None. Contact Delphix support for corrective
06 containers having ordered sources. actions.

3.3.10 Version 11.0.0.0

Key Summary Workaround
DLPX-569 Certain usernames are not available for None
78 use, as they are reserved system words
(e.g. "root", "postgres”, "delphix").
DLPX-569 LDAP server test fails if authentication is None
79 set to DIGEST-MDJ5, but setup still works
correctly.
DLPX-571 The Job dashboard does not display the None
42 user that invoked each job.
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Key Summary Workaround
DLPX-574 | CLI parameters must be used exactly as None
12 described in documentation, including
spelling and capitalization, or they are
ignored.
DLPX-576 | Support bundle generation can be time None
73 consuming if the engine has a large
number of core files to process.
DLPX-578 Changing the Continuous Compliance None
23 engine used by a VDB's masking job can
lead to an internal error.
DLPX-581 Changing a Custom Policy while it is None
85 running on an object can cause the Policy
execution to fail.
DLPX-582 Completed Cleanup Job, after upgrade, will | None
26 still show as running.
DLPX-594 It is not possible to set a password policy None
73 that prevents an Administrator from re-
using a previous password, though this can
be set for other users.
DLPX-661 Restarting a Delphix engine during a None
55 network throughput test is not
recommended, as it may lead to a system
hang.
DLPX-668 For SSO/SAML, ADFS requires an explicit Create an explicit rule in ADFS that
60 rule to transform emailAddress attribute transforms the emailAddress attribute into
into nameid. a nameid. The rule type must be "Transform
an incoming claim". The incoming claim type
must be "Email address" and the outgoing
claim type "Name ID". The nameid format
must be "Email address".
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Key Summary Workaround
DLPX-778 Excessive number of connections to SQL Rather than using a Windows domain user
49 Server instance causes infrastructure for authentication, switch the dSource to use
issues and leads the LSASS.exe to crash a database user. SQL Server should be able
and the host to reboot. to handle the massive number of
connections that Delphix is establishing for
each dSource better than LSASS.EXE.
DLPX-779 On a Sybase host with multiple Sybase Fix any credential failures.
86 instances, if access to the first instance
picked up for discovery fails due to invalid
credentials, the discovery job will exit
immediately, preventing discovery of the
remaining instances.
DLPX-785 | When Delphix tries to run the ASE When the ASE UNMOUNT command is hung
89 "UNMOUNT" command (while trying to up, the ASE instance must be restarted.
quiesce VDBs) during the upgrade, the
UNMOUNT command gets hung up (this
command does not have a timeout).
Because of this, the upgrade job stalled.
DLPX-801 Provides a proper error message in case Change the source database to read-write,
93 provisioning fails due to database being in create a backup, and sync to the dSource,
read-only mode. then provision the VDB.
DLPX-809 A failed Delphix engine upgrade can cause | Verify the upgrade and then apply the
20 plugin operation to fail with "grpc_status upgrade. If the issue occurs after a failed
14", upgrade, restarting the management stack
will resolve the issue.
DLPX-813 Windows Environment Add/Refresh Set the initiator name to a valid name, eg:
00 operations may fail if the iSCSI Initiator iqn.1991-05.com.microsoft:10-43-47-42.qa-
Name is not a valid IQN. ad.delphix.com. The “Default” button can
also be selected in the Windows iSCSI
configuration to reset to the default (valid)
name.
DLPX-814 If the transaction log is taken using the Change the backup script creating
78 “standby_access’ option for a SAP ASE transaction logs. Ingest FULL backups.

database, the validated sync worker will not
be able to restore that log and will fail with
a fatal exception, as Delphix currently does
not support this option.
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Key Summary Workaround

DLPX-815 | After upgrading an Oracle VDB from 12c to | Update the VDB parameters (either directly

59 19c, VDB refresh fails with "Failed to mount | or via a VDB config template). See this
database instance", due to ORA-01130 or knowledge base article*®
ORA-00201 errors.

DLPX-834 Initial configuration of Syslog breaks most Restart the management stack.

30 of the pre-existing appenders.

DLPX-836 | After an engine upgrade or after disable Perform a vPDB refresh operation to update

43 and enable of vPDB, the NFS version in the the NFS protocol version to 4.

GUI/API may be incorrect if it's a vPDB in a
vCDB, it was mounted with NFSv3 and now
the host supports NFSv4 mounts. This
condition corrects itself on the next refresh
operation.

DLPX-840 | SQL Server VDB Refresh operations may Go to the below mentioned temp directory

75 fail if the PowerShell command and delete all files from it: C:
[10.Path]::GetTempFileName() returns no \Window\ServiceProfiles\NetworkService\ap
value. pdata\local\temp.

DLPX-842 Users should be able to delete Delphix- User may mark the fault as ignored, but will

53 generated CA certificate if no need to be aware the CA certificate will still
dependencies exist. appear in TrustStore.

DLPX-845 | A sysadmin user cannot view actions None

98 initiated by different sysadmin user

DLPX-855 Replaced the Win32_Volume class output None

78 with the mountvol output to fetch volumeld
for Delphix iSCSI mount points.

DLPX-857 If an Oracle VDB/vPDB is already enabled, a | Retry the failed VDB/vPDB start or Self-

70 Self-Service container start operation or the | Service container start operation, it should
VDB/vPDB enable operation may fail with succeed without any error.
exception.oracle.vdb.database.exists.enabl
e.not.allowed/
exception.oracle.vdb.pdb.exists.enable.not.
allowed.

40 https://support.delphix.com/Continuous_Data_Engine_(formerly_Virtualization_Engine)/Oracle/
How_to_Fix_ORA-01130_or_ORA-00201_Errors_When_Provisioning_an_Oracle_VDB_(KBA6234)
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Solaris host with NFSv4 enabled may
become stuck indefinitely due to the mount
process getting stuck on the Solaris NFS
client.

Key Summary Workaround
DLPX-861 Oracle VDB unquiesce/enable may fail To get disabled Oracle VDBs back to Enabled
09 after a failed quiesce/disable on 10.0.0.X state, manually disable such sources via the
or11.0.0.X. Delphix CLI and enable them back via the
Delphix CLI/UL.
DLPX-861 Provision, refresh, rewind, or start Switch the NFS protocol to v3 using the
81 operations on a virtual database on a Delphix engine CLI, manually terminate the

stuck mount processes on the Solaris host
and re-attempt the failed Delphix operation.

3.3.11 Version 10.0.0.0

Key Summary Workaround
DLPX-5694 | In Solaris 5.11 Environments where Delphix | Contact Delphix Support for corrective
4 0S user shell is set to csh, host parameters | actions.
may be improperly parsed leading to
Environment refresh and other job failures.
DLPX-5697 | Certain usernames are not available for None
8 use as they are reserved system words
(e.g. "root", "postgres", "delphix")
DLPX-5697 | LDAP server test fails if authentication is None
9 set to DIGEST-MDS5, but setup still works
correctly
DLPX-5714 | The Job dashboard does not display the None
2 user that invoked each Job
DLPX-5741 | CLI parameters must be used exactly as None
2 described in documentation, including
spelling and capitalization, or they are
ignored
DLPX-5767 | Support bundle generation can be time None
3 consuming if the engine has a large
number of core files to process
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Key Summary Workaround
DLPX-5782 | Changing the masking engine used by a None
3 VDB's masking job can lead to an internal
error
DLPX-5818 | Changing a Custom Policy while it is Disable/enable after fixing the problem
5 running on an object can cause the Policy
execution to fail
DLPX-5822 | Completed Cleanup Job, After Upgrade, None
6 Still Shows as Running
DLPX-5947 | Itis not possible to set a password policy None
3 that prevents an Administrator from re-
using a previous password, though this can
be set for other users
DLPX-6615 | Restarting a Continuous Data Engine Create an explicit rule in ADFS that
5 during a network throughput test is not transforms the emailAddress attribute into
recommended as it may lead to a system a nameid. The rule type must be "Transform
hang. an incoming claim". The incoming claim type
must be "Email address" and the outgoing
claim type "Name ID". The nameid format
must be "Email address".
DLPX-6686 | For SSO/SAML, ADFS requires explicit rule | Rather than using a Windows domain user
0 to transform emailAddress attribute into for authentication switch the dSource to use
nameid. a database user. It seems SQL Server may be
able to handle the massive number of
connections that Continuous Data is
establishing for each dSource better than
Windows LSASS.EXE.
DLPX-7784 | Excessive number of connections to SQL Rather than using a Windows domain user
9 Server Instance observed by Delphix for authentication switch the dSource to use

Environment User. This causes infra issues
and leads to LSASS.exe to crash and host
to reboot

a database user. It seems SQL Server may be
able to handle the massive number of
connections that Delphix is establishing for
each dSource better than Windows
LSASS.EXE.
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Key Summary Workaround
DLPX-7798 | On a SAP ASE host with multiple SAP ASE Fix any credential failures
6 instances, If access to the first instance
picked up for discovery fails due to invalid
credentials, the discovery job will exit
immediately preventing discovery of the
remaining instances.
DLPX-7858 | During the upgrade, when Delphix was When the ASE UNMOUNT command is hung,
9 trying to run the SAP ASE "UNMOUNT" the ASE instance must be restarted.
command while trying to quiesce VDBs,
UNMOUNT command hung as this
command doesn't run under a timeout and
due to this upgrade job stalled.
DLPX-8019 | Provide proper error message in case Change source database to read-write,
3 provisioning fails due to database is in create a backup and sync to the dSource and
read-only mode. provision VDB.
DLPX-8092 | A failed Delphix engine upgrade can cause | 1. Verify the upgrade and then apply the
0 plugin (for plugins using docker runtime) upgrade.
operation to fail with grpc_status 14. 2. If the issue is hit after a failed upgrade,
Restarting the management stack will
resolve the issue.
DLPX-8130 | Windows Environment Add/Refresh Set initiator name to a valid name, eg:
0 operations may fail if the iSCSI Initiator iqn.1991-05.com.microsoft:10-43-47-42.qa-
Name is not a valid IQN ad.delphix.com. The “Default” button can
also be selected in windows iscsi
configuration to reset to the default ( valid )
name.
DLPX-8147 | If transaction log is taken using Change the backup script creating
8 “standby_access’ option for SAP ASE transaction logs Ingest FULL backups

database, the validated sync worker will
not be able to restore that log and will fail
with Delphix Fatal Exception as Delphix
currently doesnt support this option.
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Key Summary Workaround
DLPX-8155 | After upgrading an Oracle VDB from 12c to | Update the VDB parameters (either directly
9 19¢, the VDB refresh fails with "Failed to or via a VDB Config Template). For more
mount database instance" due to information, please see KBA623441
ORA-01130 or ORA-00201 errors.
DLPX-8364 | If you upgrade the engine or disable and Perform a vPDB refresh operation to update
3 then enable a virtual PDB, the displayed the NFS protocol version to 4.
NFS version in the GUI or API might be
incorrect. This happens if the virtual PDB is
inside a virtual CDB and was previously
mounted with NFSv3, but the host now
supports NFSv4 mounts. However, the
issue will automatically resolve itself
during the next refresh operation.
DLPX-8407 | SQL Server VDB Refresh operations may Go to the below mentioned temp directory,
5 fail if the PowerShell command and delete all the files from it: C:
[10.Path]::GetTempFileName() returns no \Window\ServiceProfiles\NetworkService\ap
value" pdata\local\temp
DLPX-8459 | sysadmin user cannot view actions Perform an export with the same unique
8 initiated by different sysadmin user name as of the VDB and then manually
change the physical database’s unique
name.
DLPX-8549 | MSSQL: Linking and AttachSource Adding source user to the staging instance
3 operations will fail with unnecessary with read permission on master database

permissions of source user on the staging
host and staging database. This issue can
be seen from 6.0.17.0 onwards.

and Giving write permission on connector
directory path {Connector_Installation}/
sourceValidation

41 https://support.delphix.com/Continuous_Data_Engine_(formerly_Virtualization_Engine)/Oracle/
How_to_Fix_ORA-01130_or_ORA-00201_Errors_When_Provisioning_an_Oracle_VDB_(KBA6234)
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repository.

Key Summary Workaround
DLPX-7784 | Excessive number of connections to SQL Rather than using a Windows domain user
9 Server Instance observed by Delphix for authentication switch the dSource to use
Environment User. This causes infra a database user. It seems SQL Server may be
issues and leads to LSASS.exe to crash able to handle the massive number of
and host to reboot connections that Delphix is establishing for
each dSource better than Windows
LSASS.EXE.
DLPX-8497 | For RAC environments, export of an Oracle | Perform the export with the same unique
7 VDB to a database with a new unique name as of the VDB and then manually
name is not supported. change the physical database’s unique name.
DLPX-8442 | Export operation does not retain the read- None
3 only mode in the newly converted physical
database after an in-place conversion of a
read-only Oracle VDB or vPDB
DLPX-8459 | sysadmin user cannot view actions None
8 initiated by different sysadmin user
DLPX-8465 | A false warning message that listener Ignore the warning message.
5 registration was not successful is posted
when enabling a VDB or a vCDB, users can
ignore this message.
DLPX-8467 | Unable to add Staging push PDB if Staging | From the Add dSource Wizard dSource
9 Environment has more than one Configuration screen for Staging Push.

+ Before selecting PDB as the Database
Type, select CDB.

+ Select the correct Staging Environment
and repository.

+ Select PDB for the Database Type.

+ Now CDB will be shown under Container
Database

« Fill in the remaining PDB details
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Key Summary Workaround
DLPX-8507 Specify the pfile parameter in the startup
6 Instance init file is not copied to command as

SORACLE_BASE_CONFIG/dbs during
staging push dSource linking

pfile="'/<MOUNT_BASE>/
<DATABASE_UNIQUE_NAME>
/script/<DATABASE_SID>/
init<DATABASE_SID>.ora'

3.3.13 Version 8.0.0.0

Key Summary Workaround
DLPX-7784 | Excessive number of connections to SQL Rather than using a Windows domain user
9 Server Instance observed by Delphix for authentication switch the dSource to use
Environment User. This causes infra a database user. It seems SQL Server may be
issues and leads to LSASS.exe to crash able to handle the massive number of
and host to reboot connections that Delphix is establishing for
each dSource better than Windows
LSASS.EXE.
DLPX-8467 | Unable to add Staging push PDB if Staging | From the Add dSource Wizard dSource
9 Environment has more than one Configuration screen for Staging Push.
repository. - Before selecting PDB as the Database
Type, select CDB.
+ Select the correct Staging Environment
and repository.
+ Select PDB for the Database Type.
+ Now CDB will be shown under Container
Database
+ Fill in the remaining PDB details
DLPX-8507 | Instance init file is not copied to Specify the pfile parameter to startup
6 SORACLE_BASE_CONFIG/dbs during command as

staging push dSource linking

pfile parameter=/<MOUNT_BASE>/
<DATABASE_UNIQUE_NAME>
/script/<DATABASE_SID>/
init<DATABASE_SID>.ora
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Upgrades from versions < 6.0.17.0 to any version between 6.0.17.0 and 7.0.0.0 on a replication
target engine may fail due to the management services being down, which will require a support
call. This applies to “Delay the Reboot” or “Apply Now” upgrades.

Key Summary Workaround
DLPX-7784 | Excessive number of connections to SQL Rather than using a Windows domain user for
9 Server Instance observed by Delphix authentication switch the dSource to use a
Environment User. This causes infra issues | database user. It seems SQL Server may be
and leads to LSASS.exe to crash and host able to handle the massive number of
to reboot connections that Delphix is establishing for
each dSource better than Windows
LSASS.EXE.
DLPX-8425 | In a Single Engine Continuous Vault No workaround.
5 product, adding a new Sybase dSource to a
locked group may result in the background
environment monitoring process to stop
working.
DLPX-8449 | If upgrading from versions < 6.0.17.0 to Call support.
5 any version between 6.0.17.0 and 7.0.0.0, a
support call is needed.
DLPX-8467 | Unable to add Staging push PDB if Staging | From the Add dSource Wizard dSource
9 Environment has more than one repository | Configuration screen for Staging Push.
Before selecting PDB as the Database
Type, select CDB.
Select the correct Staging Environment
and repository.
Select PDB for the Database Type.
Now CDB will be shown under Container
Database
Fill in the remaining PDB details
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staging push dSource linking

Key Summary Workaround
DLPX-8507 | Instance init file is not copied to Specify the pfile parameter to startup
6 SORACLE_BASE_CONFIG/dbs during command as

pfile parameter=/<MOUNT_BASE>/
<DATABASE_UNIQUE_NAME>/script/
<DATABASE_SID>/
init<DATABASE_SID>.ora

3.3.15 Version 6.0.17.0

API may be incorrect (if it's a vPDB in a
vCDB, it was mounted with NFSv3 and now
the host supports NFSv4 mounts). This
condition corrects itself on the next refresh
operation.

Key Summary Workaround
DLPX-778 | Excessive number of connections to SQL Rather than using a Windows domain user
49 Server Instance observed by Delphix for authentication switch the dSource to use
Environment User. This causes infra issues a database user. It seems SQL Server may
and leads to LSASS.exe to crash and host to | be